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B kauectBe ydeOHOro wmarepuasa B NOCOOMHM MCHOJIB3YKOTCS
AHTJIOSA3BIYHBIC TEKCTHI, B3SIThIE W3 OPUTHMHANBHBIX TIIEYATHBIX U
AJIEKTPOHHBIX HCTOYHUKOB, CBSI3aHHBIE C Pa3IUYHBIMU HAMPABICHUSIMHU
3amuThl  UHQOpMAMU. Y4eOHOe mocoOMe TMpEeIHA3HAYCHO s
MCIIOJIb30BaHUSI B Y4EOHOM Ipoliecce nMpu 0Oy4eHUH CTYACHTOB TPETHEro
M YETBEPTOr0 KYpCOB CIEIMaIbHOCTEH B o0nacT WHGOPMAIIMOHHON
0e30MacHOCTH.

Marepuan yuyeOHOro mocoOusi HampabjieH Ha (OopMHUpPOBaHUE
npodeccruoHaIbHO-OPUEHTUPOBAHHON KOMMYHMKATUBHONW KOMIIETEHITUU
CTYJIEHTOB TIO HaIpaBJICHUI0 WX Oyaymied IesiTeNbHOCTH B 00JIaCTH
UH(pOpMaIIMOHHOW 0€30MaCHOCTH.

CtpykTypa ydyeOHOro mocodusi cqpopMupoBaHa B COOTBETCTBHUM C
nocTtaBiieHHOM 3anayeil. [locobue coaepXUT NeCAITh OCHOBHBIX Pa3/IeNioB
(Units), KaXIBIA U3 KOTOPHIX BKITIOYACT CIICIYIOIIHNE IMOAPAa3aeibl: 3a1aHus
IJIT TPSHUPOBKHU MPOU3HOIICHHS TEPMHUHOB (pronunciation), 3aganus Jist
O3HAKOMIJICHUSI C JIGKCHKOW paszziena (memorize the terms), pabGora c
ayTeHTUYHBIMU TekcTamu (text 1), 3agaHusi Ha 3aKperuieHUE JIEKCUKHU
paznena (vocabulary tasks), TekcTbl ¢ 3aJaHUAMH Ha BBIOOPOYHOE U
npocMoTpoBoe uTeHue (text 2), pabora mo cucremMaTH3aluyd U OCBOCHUIO
TOM YaCTH AHTJIMWCKOM TPaMMATHKH, KOTOpPAs XapaKTepHa I HAY4YHO-
TEXHMYeCKOM nureparypbl (grammar reference, grammar), a Takxke
pasieisl writing uw communication, MO3BOISAIOIIKME CTYACHTaM
dbopMupoBaTh HABBIKM MHUCBMEHHOTO W YCTHOTO MpPOQeCcCHOHATBHO-
OPUEHTUPOBAHHOTO HMHOS3BIYHOTO OOIEHUs B Hauboyiee TUIMHMYHBIX

CUTyalusiXx.



YyebHoe mocoOue  MpeaHa3sHAayeHoO Jid  ayJIuTOPHOM |
BHEAYIUTOPHOU (TPYyNIIOBOM W WHJWBUIyaldbHOM) paboThl. Kaxnplidi u3
OCHOBHBIX pazzenoB mocoowst (UNit), comepKUT y4eOHBIH TEKCT I
ayIUTOPHON pPabOThl C MNPEATEKCTOBBIMH 3aJaHUSAMH, BONPOCAMHU U
JIEKCUYECKUMHM 3aJIaHUSIMU Pa3HOTO YPOBHS CIIOXKHOCTH, B TOM YHCIIE U
3aIaHUSIMUA Ha TEPEBOJI C aHIJIMICKOIrO SI3bIKa Ha PYCCKUMA U C PYCCKOTO
A3bIKa Ha aHMiickuil. PaboTa ¢ rpaMMaTUKOl B OCOOMM HAYMHAETCS C
YCTaHOBJICHUS YPOBHSI c(hopMUPOBAHHOCTHU JIUHTBUCTUYECKOMN
KOMIETEHIIMU TIPU TMOMOIIM TECTOB OCTATOUYHBIX 3HAHWUNU TpPEX YPOBHEM
CJIO)KHOCTH B TMOApaslene rpaMMatuku TniepBoro pasmena (Unit 1.
Grammar tasks. Revision. Check your grammar.). I'pammaTudeckuii
MUHUMYM TOCOOUSI OXBaThIBAET OCHOBHOW IpaMMAaTHYECKUW Marepuall,
Kacarouuicss OCOOEHHOCTEH HAy4YHO-TEXHUYECKOW JIUTeparypbl, U
COJICPKMT YIPaXKHEHUS pas3audyHoro ypoBHs cioxnoctu (A, B, C). B
NOCOOMM TaK>Ke MPEACTABJICHbI 3aJlaHusl Ha TOBTOPEHHE U 0000IICHUE
npoiiaerHoro marepuaina (Vocabulary and Grammar 1-6. Revision.
Vocabulary and Grammar 7-10. Revision).

IMompasaensr Communication u Writing npemrararor cryaeHTam
PacCKpbITh pa3IMYHbIC AacleKThl TEMAaTUKU pasliesa, MOJTOTOBUTh H
oOCYIuTh JOKJAJbl, MPE3CHTAllMH, IPOCKTHhIE 3aJlaHus, a TaKkKe
HAYYUTHCSI COCTABIATH PE3IOME, KPATKOE KU3HEOMUCAHUE, HEOOXOIUMbIE
B TIpoIleCCe€ TMOWCKa padoOThl, BBIACIWTH CBOM CHJIbHBIE CTOPOHBI Ha
co0eceJ0BaHUU.

B  menoM, 3agaHus  HampaBiieHbl Ha  (OPMHPOBAHHE
podeCCHOHaTLHO-OPUCHTUPOBAHHOW KOMMYHUKATUBHON KOMIICTCHIIUU
CTyAeHTOB B cdepe Oyaymieii npodecCHOHANBHON AEATEILHOCTH U
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TOTOBST CTY/ICHTOB K po¢eCCUOHATBLHO-OPUEHTUPOBAHHOMY
WHOS3BIYHOMY OOIIEHUIO: TMOUCKY padOThl, HHTEPBHIO, OOIICHUIO C
KOJIJIEraMu, MapTHEPaAMU, JIETOBBIM MOE3KaM.

Bce aHrnosi3pluHbIe TEKCTHI, UCIOJIB3YyEMbIE B MOCOOUM, B3SITHI U3
OpPUTHHAJILHOW JIMTEpPaTyphl: CTAHAAPTOB, HAYYHBIX CTATE, PYKOBOJICTB
noJyib30BaTeasl UHGOPMALIMOHHBIMU cucTeMaMu. OHU COKpaIleHbl, HO HE
ajanTupoBaHbl. Pa3HOYPOBHEBBIE YIIPAXKHEHUS K TEKCTaM HampaBjICHbI Ha
dbopMUpOBaHUE YMEHUM O3HAKOMHUTEIBHOTO M M3YyYalolllero 4TEHUs, a
TaKXe npodecCuOoHaTbHO-OPUEHTUPOBAHHOM KOMMYHHUKATHBHOM
KoMmreTeHIIMU. OCHOBHBIE TEMBI TEKCTOB, KOTOPBIE IIPEJCTABJICHBI B
MocOOMH, ATO — METOAbl U CpelacTBa obecrmeyeHus: Oe30MacHOCTH
WH(POPMAIIMOHHBIX TEXHOJIOTHUM, KPUTEPUH OLICHKU OE30MMaCHOCTH, B YaCTH
(GyHKIIMOHAIBHBIX TPpeOOBaHUMN W TpeOOBaHUMN JTOBEpHUsI, aHATU3 PUCKOB U
yrpaBlieHHe O0€30MacCHOCThI0, KpUNTOrpauyeckue METOAbl U METOJIbI
KpUNTOaHAIU3a, CIIOCOObI M METO/IbI 3aIIUThI HH(POPMAIIMU B TJIO0ATBLHBIX

CCTAX U MHTPACCTAX.
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UNIT 1. COMMON CRITERIA SECURITY EVALUATION
Pronunciation

Make sure you pronounce the following words properly:

availability [avella'biliti] unauthorized [An'0:0aralzd]
threat [Oret] disclosure [disklou3os]
procurement [pra'’kjuomont] malicious [mo'lifas]
assurance [o'fuarans] target ['ta:git]

criterion [Kkrai'tiorion] applicable [‘&eplikabl]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
availability — the protection of IT products so that they can be used by the
intended user only
confidentiality — a category of information protection that involves
measures to keep the information secret and secure it from unauthorized
disclosure
implement — carry into effect, bring into action, perform
malicious — evil-minded, having some evil purpose, e.g. a malicious act
procurement — purchase
software — programs that give instructions to the computer hardware and
control its work
threat — an act that can cause the breakdown of information protection
system, e.g. threat of unauthorized disclosure

tolerable — acceptable, receivable, e.g. tolerable risk
8



unauthorized disclosure — an access to IT products or systems performed
by a person who doesn’t have rights to do it

2. Match the following words with their Russian equivalents:

firmware CKPBITHIN, HESIBHBIH

assurance measures COOTBETCTBUEC, COITIACOBAHHOCTDH

security risk peanu3anus

integrity pUCK HapyIICHUS UH(OPMAITMOHHON
0e30macHOCTH

implementation LIEJIOCTHOCTbD

conformance IIPOrpaMMHO-aIIIIapaTHOE o0OecrnieueHue,
BCTPOEHHBIE IIPOIPAMMABI

implicit CpelIcTBa 00CCIICUCHHUS TIOBEPHS

3. Match the following words with their synonyms:

evaluation (security) task
meet the requirements breaking a security system
have an impact control
consumer assessment
(security) target user
oversight influence
failure of security satisfy demands
Reading

4. Pre-reading task.
What sort of information should be protected? What measures can be

taken to protect information? What do you know about Common Criteria
9



Security Evaluation? Comment on the phrase “People who have
information rule the world”.
5. Read the text and find the information about the purpose of
creating the standard and who it was established for.
Text 1. Common criteria security evaluation.
P am— The Common Criteria (CC) is meant

e to be used as the basis for evaluation
of security properties of IT products
S and systems. By establishing such a

common criteria base, the results of

an IT security evaluation will be

Non-

chenﬁcam ‘epudaaﬁon meaningful to a wider audience.
The CC will permit

comparability between the results of independent security evaluations. It
does so by providing a common set of requirements for the security
functions of IT products and systems and for assurance measures applied
to them during a security evaluation. The evaluation process establishes a
level of confidence that the security functions of such products and
systems and the assurance measures applied to them meet these
requirements. The evaluation results may help consumers to determine
whether the IT product or system is secure enough for their intended
application and whether the security risks implicit in its use are tolerable.
The CC is useful as a guide for the development of products or
systems with IT security functions and for the procurement of commercial
products and systems with such functions. During evaluation, such an IT
product or system is known as a Target of Evaluation (TOE). Such TOEs
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include, for example, operating systems, computer networks, distributed
systems, and applications.

The CC addresses protection of information from unauthorized
disclosure, modification, or loss of use. The categories of protection
relating to these three types of failure of security are commonly called
confidentiality, integrity, and availability, respectively. The CC may also
be applicable to aspects of IT security outside of these three. The CC
concentrates on threats to that information arising from human activities,
whether malicious or otherwise, but may be applicable to some non-human
threats as well. In addition, the CC may be applied in other areas of IT, but
makes no claim of competence outside the strict domain of IT security.

The CC is applicable to IT security measures implemented in
hardware, firmware or software. Where particular aspects of evaluation are
intended only to apply to certain methods of implementation, this will be
indicated within the relevant criteria statements.

6. Answer the following questions.

What is the purpose of creating this standard?

What is the sphere of CC application?

What is meant by TOE?

How do parties use the standard?

What are the main types of security failure?

What are the categories of protection related to them?

7. Mark the following statements true or false. Correct the false
statements.

1.  Common Criteria is created as a common set of requirements for
developing IT products and systems.
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2. Consumers of IT products and system can use this standard while
assessing the security of their purchase.
3. During evaluation, an IT product or system is known as a Security
Target of Evaluation.
4. Integrity is the category of information protection relating to the
failure of security called unauthorized disclosure.
5. The CCisused to IT security measures implemented in software.
6. The CC concentrates on malicious human threats.
7.  This standard is possible to use in any IT sphere.
Vocabulary tasks

8. Form the word combinations and give their definitions.
Security, protection, evaluation.
9. Complete the sentences using the words given below.

Require, judgments, inspection, certification, a set.

1. The certification process is the independent of the results

of the evaluation leading to the production of the final certificate or

approval.
2. The CC is presented as of distinct but related parts.
3. The evaluation scheme, methodology and processes are

the responsibility of evaluation authorities that run evaluation
scheme.

4. Many of the evaluation criteria the application of expert

judgments and background knowledge for which consistency is

more difficult to achieve.
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5. The CC contains criteria to be used by evaluators when forming

about the conformance of TOEs to the security

requirements.

10. Make the word combinations.

1. distributed a) profile

2. fulfill b) comparability

3. make c) disclosure

4. permit d) the requirements
5. loss e) measures

6. security f) claims

7. protection g) of use

8. assurance h) system

9. unauthorized 1) function

10. meet J) the needs

11. Match the term and its definition.

1. Evaluation authority

2. Target of Evaluation

3. Assets

4. Augmentation

5. Protection Profile

a) information or resources to be protected by the countermeasures of a
TOE.

b) the addition of one or more assurance components from Part 3 to an

EAL or assurance package.
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c) a body that implements the CC for a specific community by means
of evaluation scheme and thereby sets the standards and monitors
the quality of evaluation.

d) an implementation-independent set of security requirements for a
category of TOEs that meets specific consumer needs.

e) an IT product or system and its associated administrator and user
guidance documentation that is the subject of an evaluation.

12. Complete the text by translating Russian phrases given in
brackets.

Information held by (1 mpoxykTsl M cuCTEMBI HH(POPMAIIMOHHBIX
TexHoJiorui) is a critical resource that enables organisations to succeed in
their mission. Additionally, individuals have a reasonable expectation that
their (2 yactmas umHbopmanms, coxepxaras) IT products or systems
remains private, be available to them as needed, and not be subject to (3
HECaHKIIMOHUPOBaHHBIX m3MeHeHui). IT products or systems (4 noimkHBI
BRIMOHATE cBou (yHkimu) While exercising proper control of the
information to ensure that it (5 sammmena ot omacHoctn) such as (6
HCXKCJIATCIIbHOTO HWJIN HC3aKOHHOI'O PaCHpOCTPaHCHUA, WU3MCHCHUS HIIA
norepu). The term IT security is used to cover prevention and mitigation
of these and similar hazards.

Many consumers of IT (7 me xBaraer 3HaHMI, KOMIIETCHIUH WU
cpenctn) necessary to judge whether their confidence in the security of
their IT products or systems is appropriate, and they (8 moryt He 3aX0TeTh

T0JIaraThCs TOJBKO Ha 3aBEPCHHSI pa3pabOTUNKOB).
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Consumers may therefore choose to increase their confidence in the
security measures of an IT product or system by ordering (9 omuenka
0€30I1acCHOCTH).

The CC can be used to select the appropriate IT security measures
and it contains criteria for evaluation (10 TpeGoBanuii 6e3onacHoCTH).

13. Read the second part of the text. Name the topics which are
outside the scope of CC.
Text 2.

Certain topics, because they involve specialised techniques or
because they are somewhat peripheral to IT security, are considered to be
outside the scope of the CC. Some of these are identified below.

a) The CC does not contain security evaluation criteria pertaining to
administrative security measures not related directly to the IT security
measures. However, it is recognised that a significant part of the security
of a TOE can often be achieved through administrative measures such as
organisational,  personnel, physical, and procedural controls.
Administrative security measures in the operating environment of the TOE
are treated as secure usage assumptions where these have an impact on the
ability of the IT security measures to counter the identified threats.

b) The evaluation of technical physical aspects of IT security such
as electromagnetic emanation control is not specifically covered, although
many of the concepts addressed will be applicable to that area. In
particular, the CC addresses some aspects of physical protection of the
TOE.

c) The CC addresses neither the evaluation methodology nor the
administrative and legal framework under which the criteria may be

15



applied by evaluation authorities. However, it is expected that the CC will
be used for evaluation purposes in the context of such a framework and
such a methodology.

d) The procedures for use of evaluation results in product or system
accreditation are outside the scope of the CC. Product or system
accreditation is the administrative process whereby authority is granted for
the operation of an IT product or system in its full operational
environment.

Evaluation focuses on the IT security parts of the product or system
and those parts of the operational environment that may directly affect the
secure use of IT elements. The results of the evaluation process are
consequently a valuable input to the accreditation process. However, as
other techniques are more appropriate for the assessments of non-IT
related product or system security properties and their relationship to the
IT security parts, accreditors should make separate provision for those
aspects.

e) The subject of criteria for the assessment of the inherent qualities
of cryptographic algorithms is not covered in the CC. Should independent
assessment of mathematical properties of cryptography embedded in a
TOE be required, the evaluation scheme under which the CC is applied
must make provision for such assessments.

14. Grammar tasks. Revision. Check your grammar.
Task A.

I. Choose the correct form of the verb.

1. Usually | have/am having breakfast at 8.

2. Look! What are the children doing/do the children do?
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3. Hello! | haven 't seen/didn’t see you for ages.
4. Tom has met/met his friends yesterday.
5. When | last have seen /saw her, she went/ was going to Moscow.
6. Have you read/did you read all these books? — | have read/read them
last month.
7. | have lost /lost my notebook. Have you seen/Did you see it anywhere?
8. If we go/will go shopping, we buy/will buy something tasty.
9. He is so annoyed. If he leave/left earlier, he will catch /would catch the
train.
10. | have redecorated/have been redecorating my sitting-room.
It’1l be ready next week.
11. When | went/came home, my mother already cooked/had already
cooked dinner.
I1. Choose the correct modal verb.
1. I can/have to start my work early in the morning.
You must /should get up early, | think.
2. He can/may swim and play tennis.
3. You can/may come in and sit down.
4. The train has to be/might be late. It depends on the weather.
5. You can/must come and see us! We’ll be happy to see you.
6. | should/have to learn English for my university exam.
7. | might not/can’t talk to my friends’ parents. I don’t speak French.
I11. Choose the correct form.
1. I like to watch/watching football very much.
2. We’d like to buy/buying a tour to New Zealand.
3. I hope to pass/pass my driving test.
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4. Old comedies always make me to laugh/laugh.

5. My sister hates read/reading detective stories.

6. We went to the hospital to visit/visit our aunt. She was glad to see/seeing
us.

7. We couldn’t stop to talk/talking to her.

V. Choose the correct form of the verb in Active or Passive Voice.

1. The roof of the house broke/was broken by the storm.

2. Have you booked/have you been booked the tickets?

3. Rubens painted/was painted his “perfect” ladies in the seventeenth

century.

4. Thieves stole/were stolen a world-famous painting last night.

5. German and English speak/are spoken here.

6. This book will publish/will be published next month.

7. He hasn’t seen/hasn’t been seen anywhere.

8. The student is listening/is being listened now.

V. Choose the correct preposition.

1. She has always been interested at/on/in Maths.

2. He is good at/on/in English.

3. Have you ever been at/on/to London?

4. The conference starts at/on/in Monday.

5. They will come at/on/in the evening.

6. Usually they come at/on/in 7.

7. The laboratory is situated at/in/of the center at/in/of the town.

V1. Put an article or an expression of quantity where necessary.

1. A/lthe/- longest mountain range in a/the/~ world is a/the/ — Andes in

althe/-
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South America.
2. Would you like a/the/some coffee? — I'd prefer a/the/some glass of
althe/— juice.
3. There is a lot of/many/much pollution in this region.
4. Nick lives far from a/the/- city center. There isn’t a lot of/many/much
noise.
5. She’s made a lot of/a few/a little mistakes. Just one or two.
6. How many/much/a lot of work have you written? — Just a lot of/a few/a
little.
7. He lives in a/the/ — Cowan street. He goes to a/the/ — work by a/the/-
bus.
V1I. Choose the correct form of an adjective or an adverb.
1. He is old/older/ the oldest than he looks.
2. She is as bright/brighter/the brightest as her sister.
3. It’s the high/the most high/the highest mountain.
4. You live far/farer/farther than me.
5. It’s crowdeder/more crowded/the most crowded street than that one.
6. It’s the comfortablest/the more comfortable/ the most comfortable hotel
in the town.
7. You’ve made the bad/the baddest/the worst report I've ever heard.
8. Beautiful/more beautiful/the most beautiful pictures make you feel fine.
Task B.
I. Put the verbs in the correct form. Present Simple, Present
Continuous,
Present Perfect.
1. All people in Australia (share) its national passion — surfing.
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2. We (go) to my sister’s wedding next month.

3. What you (be) busy with? — 1 just (write) the report and now | (read) my

e-mail.

4. What she (do)? — She (be) an artist. She just (finish) the college and

(think) of changing the place of work now.

5. You still (cook)? — No, I already (cook) dinner.

6. I (envy) you. You (cook) so quickly.

7. Where you (go)? — We (go) for a run.

8. When | (go) home, | (take) you.

I1. Put the verbs in the correct form. Past Simple, Past Continuous,
Past Perfect, Future—in-the Past.

1. What the first vending machine (sell)?

2. If he (win) 1000$, he (buy) a beautiful yacht.

3. When we (arrive) at the party, Laura already (leave).

4. When Sarah (come) home, her mother (cook) dinner and (ask) Sarah to

help her.

5. If 1 (be) the president of my country, | (support) the development of

high technologies.

6. When Tim (come) to the airport, he (remember) that he (forget) his

documents.

7. When | (drive) home, | (see) an accident.

I11. Fill in the gaps using articles where necessary.

1. I want to become _ manager.

2. We’llbe therein _ couple of hours.

3. She goes to the university by train.

4. This lake isin __ United States.
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5. river Rhine flows through _ Switzerland.

6.  Kievis___ capitalof __ Ukraine.

7. She livesin ___ city centre,

IVV. Put the verbs in brackets in the correct form. Infinitive, to —

infinitive, Gerund.

1. I don’t really like (sunbathe).

2. The doctor told me (do) more exercises.

3. | hate (get stuck) in traffic jam.

4. The film made me (laugh).

5. He really enjoys (buy) presents. When he starts (go) round the souvenir
shops, it’s difficult for him (stop).

6. Let me (think). I’d like (be left) alone.

7. We went to Moscow (enter) the university.

V. Put adjectives and adverbs in the correct degree of comparison.

1. James Bond is considered to be (brave) and (attractive) men in the

world.

2. My brother is as (tall) as me.

3. Anna is (old) than she looks.

4. The test is (complicated) than it seems.

5. My brothers are very (pale). They have (strong) legs and can run

(quickly).

6. Democracy is (bad) form of government from all the others.

7. All animals are equal, but some animals are (equal) than others.

V1. Fill in the gaps using prepositions where necessary.

1. They arrived the station 8.00.
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2. What have we got _ dinner? — Don’t worry _it. Your favorite
lamb will be ready 20 minutes.

3. lastyearwewere  holiday  Egypt.

4. ’'msotired  housework!

5. Monday morning we have Maths.

Task C.

|. Put the verbs in the correct form.

1. If 1 (have) more free time, | (go) jogging every day, but | (be) too busy
recently that I (quit) even (do) morning exercises.

2. He (love) (dance) and (hope) (become) a professional dancer one day.
He (go) (dance) for 7 years and (win) 3 awards since then. He (like)
(found) his dancing school when he (be) 30.

3. Jane (be) so nervous these days — she (try) (find) a job. She (see) the
manager of BP tomorrow morning. — I’'m sure, if she (want), she (get)
the job she (like).

4. My room (decorate) now. It (finish) in two weeks. The walls already

(paint).

I1. Put the articles and the expressions of quantity where necessary.

1. Whereis ____ coffee? —It’sin __ cupboard on __ left.

2. Thereare _ pubsin___ northof _ Britain.

3.Weneed  eggs,  flour,  milk. We’re going to bake  cake.

I11. Put the adjectives and adverbs in the correct degree of

comparison.

1. (large) animal that ever walked the planet was (tall) that giraffe and

(heavy) than five elephants.
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2. They were vegetarians and used their (long) necks to eat leaves from the
tops of the trees.

3. They were as (calm) as all vegetarians and considered to be (ancient)
creatures that lived on the Earth.

V. Put prepositions where necessary.

1. He suffers _ headaches.

2. Christmas morning children wait for presents.

3. This bag is similar __ mine.

4. I’'m afraid  spiders.

5. He broke the pen __ accident.

15. Communication.

Discuss your plans for the course. Distinguish the sphere of your scientific

and professional interests, present and discuss it with your group-mates.

Questions for the discussion.

What do you know about the early days of information protection?

What are the main spheres of information protection?

Which sciences are closely connected with the areas of information

protection?

Which companies are the leaders in the development of information

protection means? Which Russian companies take leading positions at the

market of information protection means?
Unit 2. COST/BENEFIT ANALYSIS OF THE RISK
Pronunciation

Make sure you pronounce the following words properly:

23



estimate ['estmot] asset [‘aset]

evaluate [1'veeljuelt] severe [sI'VIg]

unacceptable [Anok'septobl] environmental [Invaiaran'mentl]

consequence ['konsikwans] sequence ['si:kwans]

facility [fa'siliti] adversary ['eedvasoari]
marginal ['ma:d3inal] negligible ['neglid3abl]
minor ['mains] major ['meid3s]

event [I'vent] vulnerable ['vAlnarabl]

Memorize the terms

1. Read the following terms and their definitions and memorize them:
access point — entry point into a computer or a program of the computer,
entrance places of a facility (doors, windows etc.)

environmental impact statement — document that contains the results of the
analysis of ecological effect

estimate risk — assess the risk of breaking the security system

facility — building, construction, machine, device or work tool

respective critical asset — resources, capital, facilities or information that
might be used illegally

unacceptable risk — risk that can result in too high loss or damage of the

information system or/of the enterprise under protection
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undesired event — act or incident that can have negative results

2. Match the following words with their Russian equivalents:

fault tree ¢dusnyeckas 6€30MacHOCTh

equation 00HAPYKUTh 3IOYMBIIICHHUKA

law enforcement MCCJICJIOBAaHUE TEPPUTOPUU

consequence JMarpaMMa BCEX BO3MOXKHBIX ITOCIJICIACTBHIA
HecpaOaThIBAHUS WM aBapUU CHCTEMBbI

site survey HNPUHYTUTEIHHOE OCYIIECTBICHUE 3aKOHA

detect an adversary

YpaBHEHUE, PABEHCTBO

physical security

pe3yabTart, MOCIEACTBUA

3. Match the following words with their synonyms:

facility design blueprint

diminish, decrease

vulnerability

perform, execute

delay (an adversary)

estimate, evaluate

reduce (risk) negative

assess tolerable

acceptable stop, capture

adverse heliographic print, blue copy of a facility

commit (an act/event)

insecurity, weak point

4. Pre-reading task.

What measures can be used to persuade the managers to use security

system?

Reading

What should be done to keep the high level of an enterprise security?

5. Scan the text and match the headings with its parts.

a. Identification of critical components.
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b. Assessment of the physical protection systems vulnerability for
facilities.

c. Risk assessment methodology.

d. Estimation of the relative consequence values.

e. Components of the facility characterization.

f. Initial steps in security system analysis.

Text 1. Cost/Benefit Analysis of the Risk.

Violence, vandalism, and
Risk Assessment g terrorism are prevalent in the

world today. Managers and

Vulnerability decision-makers must have a
Assessment - ' i . .
reliable way of estimating risk to

help them decide how much

Implementation

security is needed at their facility.

A risk assessment methodology

(RAM) has been refined by Sandia National Laboratories to assess risk at
various types of facilities including US Mints and federal dams. The
methodology is based on the traditional risk equation:
Risk = PA * (1 - PE) * C, where
PA is the likelihood of adversary attack,
PE is security system effectiveness,
1 - PE is adversary success, and
C is consequence of loss to the attack.

___ The process begins with a characterization of the facility
including identification of the undesired events and the respective critical
assets. Guidance for defining a design basis threat is included, as well as
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for using the definition of the threat to estimate the likelihood of adversary
attack at a specific facility. Relative values of consequence are estimated.
Methods are also included for estimating the effectiveness of the security
system against the adversary attack. Finally, risk is calculated. In the
event, that the value of risk is deemed to be unacceptable (too high), the
methodology addresses a process for identifying and evaluating security
system upgrades in order to reduce risk.

__An analysis methodology has been used to assess the
vulnerability of physical protection systems for facilities. Here we describe
the order and sequence of the seven basic steps of the methodology.

1. Characterize Facility

2. ldentify Undesirable Events & Critical Assets
3. Determine Consequences

4. Define Threats

5. Analyze Protection System Effectiveness

6. Upgrade the System

7. Estimate Risks

Are Risks Acceptable? No / Yes

___Aninitial step in security system analysis is to characterize the
facility operating states and conditions. This step requires developing a
thorough description of the facility itself (the location of the site boundary,
building locations, floor plans, and access points). A description of the
processes within the facility is also required, as well as identification of
any existing physical protection features. This information can be obtained

from several sources, including facility design blueprints, process
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descriptions, safety analysis reports, environmental impact statements, and
site surveys.

Undesired Events. The undesired events must be established.
Undesired events are site-specific and have adverse impacts on public
health and safety, the environment, assets, mission, and publicity.

Critical Assets. The adversary could cause each undesired event to
occur in several ways. A structured approach is needed to identify critical
components for prevention of the undesired events.

__ A logic model, like a fault tree, can be used to identify the
critical components. The critical components and their locations become
the critical assets to protect. There is the top-level portion of a generic fault
tree for facilities.

Disrupt Mission of a Facility

1. Disruption of Operations

2. Crime Against Person(s)

3. Negative Publicity or Embarrassment
4., Theft of Assets

5. Destruction of Property

The next step is to categorize undesired events or loss of critical
assets. The proposed categories of consequences are similar to those used
by the Department of Defense per Military Standard 882C.

___The consequence values and categories are described below. The
goal is to estimate the relative consequence value associated with each

undesired event.

Consequence Category Consequence Value

Catastrophic Very high
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(results in death(s), total mission loss,

or severe environmental damage)

Critical High
(results in severe injury/illness, major
mission loss, or major environmental

damage)

Marginal Medium
(results in minor injury/illness, minor
mission loss, or minor environmental

damage)

Negligible Low
(results in less than minor injury/illness,

less than minor mission loss, or less

than minor environmental damage)

6. Answer the following questions

What are the first steps of the cost/benefit risk analysis?

Where can the information for the description of the facility be found?
What is a generic fault tree made for?

What are the kinds of a facility disrupt mission?

What should be done if the risk is estimated as unacceptable?

What are the results of undesired events?

Which documents are mentioned in the text?

What were these documents developed for?

7. Mark the following statements “true” or “false”. Correct the false

statements

1.  PEis the likelihood of adversary attack.
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2. Characteristic of the facility operating states and conditions
requires a thorough description of the facility itself (the location of

the site boundary, building locations, floor plans, and access points).

3. The consequence values are the critical assets to protect.

4.  Alogic model can be used to identify the critical components.

5. 1-PEis adversary success.

6. ldentification of any existing physical protection features can be
obtained from a fault tree.
7. Cost / benefit analysis of the risk is needed to assure the consumer in
the necessity of installing a protection system.
8. If the risk is assessed as unacceptable the protection system should
be upgraded.
9. Destruction of property is categorized as the main critical
component.

Vocabulary tasks

8. Form different parts of speech.

Verb Noun
assess

evaluation
occur

threat

category
characterize
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define

9. Give your definitions of the following terms.
Estimate risk, facility, consequence, reduce risk, access point, severe
environmental damage, threat.

10. Make the word combinations

1.site a) detection
2.commit b) definition

3. detect c) operandi

4. protection d) control

5. intrusion e) boundary
6.threat f) an adversary
7.assess g) description
8.entry h) an act
9.consequence 1) objective
10.modus J) risk

11. What do the following abbreviations from Text 1 mean?
RAM, PA, PE, C

12. Complete the text using the words given below.

Events, weapons, to estimate, use, threat
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Threat Definition. Before a vulnerability analysis can be
completed, a description of the 1) ... is required. This description
includes the type of adversary, tactics, and capabilities (number in
the group, 2) ... , equipment, and transportation mode). Also,
information is needed about the threat 3) ... the likelihood that they
might attempt the undesired 4) ... . The specific type of threat to a
facility is referred to as the design basis threat (DBT). The DBT is
often reduced to several paragraphs that describe the number of
adversaries, their modus operandi, the type of tools and weapons
they would 5) ..., and the type of events or acts they are willing to

commit.

13. Translate into Russian the following paragraph.

Methods of detection include a wide range of technologies and personnel.
Entry control, a means of allowing entry of authorized personnel and
detecting the attempted entry of unauthorized personnel and contraband, is
included in the detection function of physical protection. Entry control, in
that it includes locks, may also be considered a delay factor (after
detection) in some cases. Searching for metal (possible weapons or tools)
and explosives (possible bombs or breaching charges) is required for high-

security areas. This may be accomplished using metal detectors, x-ray (for
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packages), and explosive detectors. Security police or other personnel also
can accomplish detection. Security police or other personnel can contribute
to detection if they are trained in security concerns and have a means to
alert the security force in the event of a problem. An effective assessment
system provides two types of information associated with detection: (1)
information about whether the alarm is a valid alarm or a nuisance alarm,
and (2) details about the cause of the alarm, i.e., what, who, where, and
how many. The effectiveness of the detection function is measured by the
probability of sensing adversary action and the time required for reporting
and assessing the alarm.

14. Complete the text by translating Russian phrases given in
brackets.

Establish Information Risk Management (IRM) Policy. A sound IRM
program is founded on (1 xopomo npoxymanHol uHppacTpykrpe IRM)
that effectively addresses all elements of information security. (2
OOmenpuHATHIE MPUHIUIE WHPOPMAITMOHHON Oe3omacHocTh) currently
being developed based on an Authoritative Foundation of supporting
documents and guidelines will be helpful (3 B BBImMOTHEHWH 3TOTO
saganus). IRM policy should begin with a high-level policy statement and
supporting (4 wenm), scope, constraints, responsibilities, and approach.
This high-level policy statement should drive subordinate controls policy,
(5 or mormueckoro ympamieHus jgoctymna) to facilities security, (6 no
NpOrHo3a BHemTaTHbIX cuTyarui). Finally, IRM policy should be
effectively communicated and enforced to all parties. Note that this is

important both for (7 Bayrpennero koutposs) and, with EDI,

33



the Internet, and other (8 BHemnme Bo3zcicTBUs), for secure

interface with the rest of the world.

15. Translate into English.

CHGI_[I/IaIII/ICT, HeCYH_II/Iﬁ OTBCTCTBCHHOCTHb 3a BBIITOJIHCHUC SaI[aHI/Iﬁ 110
OLCHKC PUCKaA NJOJKCH ACHO IPCACTABIIATDH 06J1aCTI/I, KOTOPBIC OXBATBIBACT
nH(opMaloHHast 0€30MacHOCTb.

TepmMuH «yrposza» o0003Ha4aeT COOBITHSI, KOTOpPhIE MOTYT HUMETh
HC6J’IaFOHpI/I$ITHBIe IIOCJICACTBUA.

VYrpasnenue HHPOPMAIIMOHHBIMU pPUCKAMHU — CJIOXKHBIA Tpolece,
TpeOYIOLIUM TOCTOSTHHOT'O aHaJ3a PUCKOB.

Bonpocel  6e30macHOCTH  JIOJDKHBI  OBITh ~ HEOTHEMJIEMON  YaCThIO
pa3pabOTKH KOMIBIOTEPHBIX MPUIIOKEHUH.

XOpOH_IO CIUNIaHUPOBAHHAA W BbIIOJIHCHHAA OLNCHKA pPHUCKa OOJDKHA
3(1)(1)CKTI/IBHO onpceaciiitb U U3MCPATH IMOCJIACIACTBUA HIMPOKOI'O CIICKTPa
yIpos.

KommuecTtBeHHass M KauecTBEHHAs MCTPHUYCCKHUC CXCMbI, IPHUMCHICMBIC
JUIsL  U3MEpPEHUs DJJIEMEHTOB pHCKa, ObUIM BIEpPBbIE pa3pabOTaHb
HarmuonansHbIM OFOPO CTaHIAPTOB.

16. Read the second part of the text, write out key words and write
down short definitions of the clue terms given in the text.

Text 2.

Threat Definition. Before a vulnerability analysis can be
completed, a description of the threat is required. This description includes
the type of adversary, tactics, and capabilities (number in the group,
weapons, equipment, and transportation mode). Also, information is
needed about the threat to estimate the likelihood that they might attempt
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the undesired events. The specific type of threat to a facility is referred to
as the design basis threat (DBT). The DBT is often reduced to several
paragraphs that describe the number of adversaries, their modus operandi,
the type of tools and weapons they would use, and the type of events or
acts they are willing to commit.

The types of organizations that may be contacted during the
development of a DBT description include local, state, and federal law
enforcement (to include searching source material) and related intelligence
agencies.

After the threat spectrum has been described, the information can be
used together with statistics of past events and site-specific perception to
categorize threats in terms of likelihood that each type of threat would
attempt an undesired event. The likelihood of adversary attack can be
estimated with a qualitative relative threat potential parameter. Below we

describe the factors that can be used to estimate relative threat potential.
Adversary Capability

*Access to region
*Material resources
*Technical skills
*Planning/organizational skills
*Financial resources
Adversary History/Intent
*Historic interest
*Historic attacks
*Current interest in site
*Current surveillance
*Documented threats

Relative Attractiveness of Asset to Adversary
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*Desired level of consequence
*Ideology

*Ease of attack

The process for estimating the threat potential follows a complete
threat analysis and the parameter is estimated per undesired event and per
adversary group. The basis of the parameter estimation includes:

 Characteristics of the adversary group relative to the asset to be
protected

* Relative attractiveness of the asset to the adversary group.

The physical protection features must be described in detail before
the security system effectiveness can be evaluated. An effective security
system must be able to detect the adversary early and delay the adversary
long enough for the security response force to arrive and neutralize the
adversary before the mission is accomplished.

DETECTION, the first required function of a security system, is
the discovery of adversary action and includes sensing covert or overt
actions. In order to discover an adversary action, the following events must
occur:

* sensor (equipment or personnel) reacts to an abnormal occurrence
and initiates an alarm

» information from the sensor and assessment subsystems is
reported and displayed

» someone assesses information and determines the alarm to be valid
or invalid.

DELAY is the second required function of a security system. It

impedes adversary progress. Delay can be accomplished by fixed or active
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barriers, (e.g., doors, vaults, locks) or by sensor-activated barriers, e.g.,
dispensed liquids, foams. The security police force can be considered an
element of delay if personnel are in fixed and well-protected positions.

RESPONSE, the third requirement of security systems, comprises
actions taken by the security police force (police force or law enforcement
officers) to prevent adversarial success. Response consists of interruption
and neutralization. Interruption is defined as the response force arriving at
the appropriate location to stop the adversary’s progress. It includes the
communication to the response force of accurate information about
adversarial actions and the deployment of the response force.
Neutralization is the act of stopping the adversary before the goal is
accomplished. The effectiveness measures for neutralization are security
police force equipment, training, tactics, and cover capabilities.

Protection System Effectiveness. Analysis and evaluation of the
security system begin with a review and thorough understanding of the
protection objectives and security environment. Analysis can be performed
by simply checking for required features of a security system, such as
intrusion detection, entry control, access delay, response communications,
and a response force.

Risk Estimation

Risk is quantified by the following equation:

R=PA*(1-PE)*C

where R = risk associated with adversary attack

PA = likelihood of the attack

PE = likelihood that the security system is effective against the
attack
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(1 — PE) = likelihood that the adversary attack is successful (also the
likelihood that security system is not effective against the attack)

C = consequence of the loss from the attack.

Upgrades and Impacts

If the estimated risk for the threat spectrum is judged to be
unacceptable, upgrades to the system may be considered. The first step is
to review all assumptions that were made that affect risk. All assumptions
concerning undesired events, target identification, consequence definition,
threat description, estimation of likelihood of attack, and safeguards
functions should be carefully reevaluated. Upgrades to the system might
include retrofits, additional safeguard features, or additional safety
mitigation features.

Once the system upgrade has been determined, it is important to
evaluate the impacts of the system upgrade on the mission of the facility
and the cost. When balance is achieved in the level of risk and upgrade
impact on cost, mission, and schedule, the upgraded system is ready for
implementation. At this point, the design/analysis process is complete.

17. Grammar. Active Voice.

Grammar tasks

Task A. State grammar tenses. Put questions and write negative

sentences.

1. Most people measure the cost of security high.

2. The evaluation helped consumers to determine the level of security of
IT product or system.

3. Computer systems security will protect the system against intentional

acts.
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4. Security officers have to develop an effective policy.

5. Computer security has played an important role in any organization
policy for the last 30 years.

6. Business functions become increasingly dependent on small computer
systems.

7. Responsibility for the business functions lies with senior executives.

8. A successful security program consists of a number of interrelated key
elements.

Choose the correct form of the verb (Present Perfect/Past Simple).

1. We worked/have worked over this project since | came/have come to the
department.

2. We developed/have developed this program in 2005.

3. At last he presented/has presented his report.

4. When did you finish/have you finished this work?

5. This laboratory specialized / has specialized on the development of
electronic protection means and they just signed / have just signed a
contract.

6. Security police successfully completed / have successfully completed the
evaluation of the risk.

7. The specialists of Risk Protection recently published / have recently
published the results of their research.

8. Our engineers tested / have tested this device last week and didn’t get /
haven’t got satisfactory results.

Task B. Put the verbs in brackets in the correct form.

1. Since the early efforts to conduct quantitative risk assessment, it (gain)
its supporters and opponents.
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2. The National Bureau of Standards (publish) this document in 1979.

3. The article (deal) with artificial intelligence.

4. Your company (realize) the value of developing enterprise-wide

security?

5. First some developers (launch) and (develop) quantitative approaches.

6. Custom applications (require) writing unique security code?

7. Dishonest employees (not want) their acts to be discovered.

6. An honest employee (not make) mistakes in data entry.

8. They already (present) their recommendations of information security.

9. A disgruntled employee is one, who (work) for an organization and
(want) to cause harm to it.

10. Enterprises around the world (undergo) transformations.

11. Hi! Where (go)? — | (see) my partners in 20 minutes.

12. What you (do)? — | (be) an engineer, but now I (work) as a manager.

13. The train (leave) at 8.48. Hurry up. — OK. | (come).

14. What you (look) for? — I (try) to find my papers.

Task C. Translate into English using Present Perfect or Past Simple.

1. ITpuset! JlaBHO TeOs He Buaen. I e Thl ObLT?

2. 5 ob1 B komaHaupoBke B Jlongone. - Korga BepHyncs? - JBa gHs

Ha3an.

3. Ml n3yuuniu Bailie 3asiBJICHUE.

4. MpI pOBENM MOJIHBIN aHAIM3 PUCKOB HA 3TOM MPEANPUITHH.

5. Yuensle pa3padotanu 31oT mmdp B 1993 roxy.

6. Bo1 paciudpoBanu stot Tekct? — Eiiie Her.

7. Creranorpaduio UCTI0JIH30BAIH B JPEBHOCTH.

8. OtoT anroputm 0611 3anaTenToBaH B CIIIA.
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9. C 2000 roma oH UCIIOJIB3YETCSI CBOOOTHO.

18. Communication

1. Prepare a report and take part in the discussion on the topic “The
Aspects of Implementing a Security Policy: Ideas and Obstacles”.

2. Present the variety of modern techniques in risk analysis. Discuss their
advantages and disadvantages.

3. Work out the protection profile of a building. Present it to your group.

4. Choose one of the presented protection profiles and analyze its quality.

Present the analysis in written.

Unit 3. METHODS OF CRYPTOGRAPHY.
Pronunciation

Make sure you pronounce the following words properly:

authenticate [0: 'Oentikelt] eavesdropper ['i:vzdrops]
authenticity ['0:0entisiti] guarantee [garon'ti:]

suite [swi:t] virtual ['va:tjual]

adjustment [o'd3Astmont] incompatible [Inkom'paetobl]
recipient [ri'sipiont] interchangeable [Into'tfeind3obl]
simplify ['simplhifai] guard [ga:d]

authority [2: '6oniti] sign [sain]

binary ['bainari] signature ['signitfs]
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Memorize the terms
1. Read the following terms and their definitions and memorize them:
authenticate information — verify the identity of information
decryption — the reverse process of encryption (see encryption)
eavesdropper — person that doesn’t have the authority to read the message,
someone who tries to get the contents illegally
encryption — the process of coding a message using a cryptographic
algorithm
man-in-the middle-attack — a type of attack when there is an eavesdropper
between the sender and the receiver
optional authentication of the client — additional identification and
verification of the client

plaintext — unencrypted message, text before sending and encryption

2. Match the following words with their synonyms.

a string (of binary) encrypted text

be exploitable set

incompatible standards realization

secure (an application) mutually exclusive
implementation a sequence

suite (of tools) be used

ciphertext protect

3. Match the following words with their Russian equivalents.

communicating host aTaka METOJIOM Iiepedopa
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optional cepBep KIH0YCH
standard-conforming protocol | mpoTokoi cTaHAAPTHOI'O COOTBETCTBHS
adjustment JOTIOJHUTEIbHBIN
brute force (attack) MaTOQyHKITMOHAIIFHAS CMapTKapTa
bulk data TJIABHBIN KOMITBIOTEP
keyring server JOTIOJTHEHUE, TPUIIOKEHUE
small-ability smartcard MAaCCHB JaHHBIX

Reading

4. Pre-reading task.

What is cryptography? Describe the processes of encryption and
decryption basing on the diagram below. What do you know about

cryptographic protocols and algorithms?

Encryption Decryption

Binary “ciphertext”
(byte array/stream)

B osp B

Encoded data Encoded Data

- —, /

Binary “ciphertext”
(byte array/stream)

Your Data J

Your Data

6. Text 1. Read the text and summarize the pieces of advice about

cryptographic algorithms.

Cryptographic Algorithms and Protocols.
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Cryptography is the science of devising methods that allow
information to be sent in a secure form in such a way that the only person
able to retrieve this information is the intended recipient.

The basic principle is this: a message being sent is known as
plaintext. The message is then coded using a cryptographic algorithm.
This process is called encryption. An encrypted message is known as

ciphertext, and is turned back into plaintext by the process of decryption.
Plaintext

Encryption Decryption

Ciphertext

It must be assumed that any eavesdropper has access to all
communications between the sender and the recipient. A method of
encryption is only secure if even with this complete access, the
eavesdropper is still unable to recover the original plaintext from the
ciphertext.

In the last few decades cryptographic algorithms, being
mathematical by nature, have become sufficiently advanced that they can
only be handled by computers. This in effect means that plaintext is binary
in form, and can therefore be anything; a picture, a voice, an e-mail or
even a video - it makes no difference, a string of binary can represent any
of these.

Where possible, use cryptographic techniques to authenticate

information and keep the information private (but don't assume that simple
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encryption automatically authenticates as well). Generally you'll need to
use a suite of available tools to secure your application.

Cryptographic protocols and algorithms are difficult to get right, so
do not create your own. Instead, where you can, use protocols and
algorithms that are widely-used, heavily analyzed, and accepted as secure.
When you must create anything, give the approach wide public review and
make sure that professional security analysts examine it for problems. In
particular, do not create your own encryption algorithms unless you are an
expert in cryptology, know what you're doing, and plan to spend years in
professional review of the algorithm.

In general, avoid all patented algorithms - in most cases there's an
unpatented approach that is at least as good or better technically, and by
doing so you avoid a large number of legal problems.

Often, your software should provide a way to reject ~"too small*
keys, and let the user set what ““too small” is. For RSA keys, 512 bits is
too small for use. There is increasing evidence that 1024 bits for RSA keys
IS not enough either; Bernstein has suggested techniques that simplify
brute-forcing RSA, and other work based on it (such as Shamir and
Tromer's "Factoring Large Numbers with the TWIRL device") now
suggests that 1024 bit keys can be broken in a year by a $10 Million
device. You may want to make 2048 bits the minimum for RSA if you
really want a secure system, and you should certainly do so if you plan to
use those keys after 2015.

When you need a security protocol, try to use standard-conforming
protocols such as IPSec, SSL (soon to be TLS), SSH, S/MIME,
OpenPGP/GnuPG/PGP, and Kerberos. Each has advantages and
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disadvantages; many of them overlap somewhat in functionality, but each
tends to be used in different areas:

. Internet Protocol Security (IPSec). IPSec provides encryption and/or
authentication at the IP packet level. However, IPSec is often used in a
way that only guarantees authenticity of two communicating hosts, not of
the users. As a practical matter, IPSec usually requires low-level support
from the operating system (which not all implement) and an additional
keyring server that must be configured. Since IPSec can be used as a
"tunnel” to secure packets belonging to multiple users and multiple hosts,
it is especially useful for building a Virtual Private Network (VPN) and
connecting a remote machine. As of this time, it is much less often used to
secure communication from individual clients to servers. Note that if you
use IPSec, don't use the encryption mode without the authentication,
because the authentication also acts as integrity protection.

.Secure Socket Layer (SSL) / TLS. SSL/TLS works over TCP and
tunnels other protocols using TCP, adding encryption, authentication of
the server, and optional authentication of the client (but authenticating
clients using SSL/TLS requires that clients have configured X.509 client
certificates, something rarely done). SSL version 3 is widely used; TLS is
a later adjustment to SSL that strengthens its security and improves its
flexibility. SSL/TLS is the primary method for protecting http (web)
transactions. A widely used OSS/FS implementation of SSL (as well as
other capabilities) is OpenSSL.

«OpenPGP and S/MIME. There are two competing, essentially
incompatible standards for securing email: OpenPGP and S/MIME.
OpenPHP is based on the PGP application; an OSS/FS implementation is
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GNU Privacy Guard from http://www.gnupg.org/. Currently, their
certificates are often not interchangeable.

«SSH. SSH is the primary method of securing ~remote terminals”
over an internet, and it also includes methods for tunelling X Windows
sessions. However, it's been extended to support single sign-on and general
secure tunelling for TCP streams, so it's often used for securing other data
streams too (such as CVS accesses). The most popular implementation of
SSH is OpenSSH http://www.openssh.com/, which is OSS/FS. Typical
uses of SSH allows the client to authenticate that the server is truly the
server, and then the user enters a password to authenticate the user (the
password is encrypted and sent to the other system for verification).
Current versions of SSH can store private keys, allowing users to not enter
the password each time. To prevent man-in-the-middle attacks, SSH
records keying information about servers it talks to; that means that typical
use of SSH is vulnerable to a man-in-the-middle attack during the very
first connection, but it can detect problems afterwards. In contrast, SSL
generally uses a certificate authority, which eliminates the first connection
problem but requires special setup (and payment!) to the certificate
authority.

-Kerberos. Kerberos is a protocol for single sign-on and
authenticating users against a central authentication and key distribution
server. Kerberos works by giving authenticated users "tickets", granting
them access to various services on the network. When clients then contact
servers, the servers can verify the tickets. Kerberos is a primary method for
securing and supporting authentication on a LAN, and for establishing
shared secrets (thus, it needs to be used with other algorithms for the actual
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protection of communication). Note that to use Kerberos, both the client
and server have to include code to use it.

Many of these protocols allow you to select a number of different
algorithms, so you'll still need to pick reasonable defaults for algorithms
(e.g., for encryption).

6. Answer the following questions.

What are the main terms of cryptography?

What can be a plaintext?

What should a specialist take into account when he wants to create his
own or use some developed products?

Which protocols are incompatible?

What is the way to prevent “man-in-the middle” attacks used by SSH?
What key length is considered to be secure to use?

What are the basic characteristics of the cryptographic protocols
mentioned in the text?

7. Write if the following statements are true or false.

1. Try to create your own protocol as it’ll be more secure.

2. Created protocols should be very carefully tested.

3. A method of encryption is only secure if even with this complete
access, the eavesdropper is still unable to recover the original
plaintext from the ciphertext.

4. Plaintext is binary so it can be any form.

5. If you use IPSec, you may not use the authentication because the
protocol is secure enough to ignore it.

6. Kerberos works by giving authenticated users "tickets", granting
them access to various services on the network.
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7. If you have the key length equal 1024 you may be sure in the
security of your information.
8. Using IPSec is advantageous while building VPNs.
Vocabulary tasks

8. Form different parts of speech.

Verb Noun

encrypt

security

authenticate

simplicity
Noun Adjective
cryptography
option

communicating

9. Give your definitions of the following terms.
Plaintext, encryption, ciphertext, decryption, optional authentication,

vulnerable.

10. Make the word combinations.

1. incompatible a) of tools

2. communicating b) protection

3. keyring c) attack

4. brute d) authentication
5. integrity e) standards
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6. string f) information
7. optional g) force

8. authenticate h) server

9. man-in-the middle 1) of binary
10.suite J) host

11. What do the following abbreviations from Text 1 mean?

RSA, IPSec, VPN, SSL.

12. Find abbreviations in Text 2 and comment on their meaning.

13. Complete the text using the words given below.

brute force, encrypt, to break, a key length, hardware

For symmetric-key encryption (e.g., for bulk encryption), don't use .....
less than 90 bits if you want the information to stay secret through 2016
(add another bit for every additional 18 months of security). For
encrypting worthless data, the old DES algorithm has some value, but with
modern .... it's too easy to break DES's 56-bit key using .... . If you're
using DES, don't just use the ASCII text key as the key - parity is in the
least (not most) significant bit, so most DES algorithms will .... using a
key value well-known to adversaries; instead, create a hash of the key and
set the parity bits correctly (and pay attention to error reports from your
encryption routine). So-called ““exportable” encryption algorithms only
have effective key lengths of 40 bits, and are essentially worthless; in 1996
an attacker could spend $10,000 .... such keys in twelve minutes or use
idle computer time to break them in a few days, with the time-to-break

halving every 18 months in either case.
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14. Translate into Russian the following paragraph.

Serpent is an AES submission by Ross Anderson, Eli Biham, and
Lars Knudsen. Its authors combined the design principles of DES with the
recent development of bitslicing techniques to create a very secure and
very fast algorithm. While bitslicing is generally used to encrypt multiple
blocks in parallel, the designers of Serpent have embraced the technique of
bitslicing and incorporated it into the design of the algorithm itself.
Serpent uses 128 bit blocks and 256 bit keys. Like DES, Serpent includes
an initial and final permutation of no cryptographic significance; these
permutations are used to optimize the data before encryption. Serpent was
released at the 5th International Workshop on Fast Software Encryption.
Serpent 1 resists both linear and differential attacks.

15. Complete the text by translating Russian phrases given in
brackets.

The use of public key cryptography is thus conceptually simple. But
two immediate worries may spring to mind. A first concern is that
although (1 B3moMImMK, TIEpexXBaTHUB 3aKOJUPOBAHHOE TOCIAHHE DJUTUC)
will only see gibberish, the intruder knows both the key (Bob’s public key,
(2 xoroperii goctymen Bcem) and the algorithm that Alice used for
encryption. Trudy can thus mount (3 BeiOpanHyt0 aTtaky Tekcra), using the
known standardized encryption algorithm and Bob’s publicly available
encryption key to encode any message she chooses. Trudy might well try
to encode messages, or parts of messages she chooses. Trudy might well
try, for example, to encode messages, or parts of messages, that she
suspects that Alice might send. Clearly, if public key cryptography is to
work, (4 moxoop kiroua) and encryption/decryption must be done in such a
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way that it is impossible (or at least so hard to be impossible for all
practical purposes) for an intruder to either determine Bob’s private key or
somehow otherwise (5 pacmmdpoBats unu yragath) Alice’s message to
Bob. A second concern is that since Bob’s encryption key is public, (6
J000M MOXKET OTHpaBUTh 3amudpoBaHHOe mocianue boOy), including
Alice or someone claiming to be Alice. In the case of a single shared secret
key, the fact that the sender knows the secret key (7 xocBeHHO
ycraHaBnuBaeT otmpasButens). In the case of public key cryptography,
however, this is no longer the case since anyone can send an encrypted
message to Bob using Bob’s publicly available key. Certificates, which we
will study later, (8 HeoOXOMUMBI JI TOTO, YTOOBI COOTHECTH YEIIOBEKa M
KOHKPETHBIM OTKPBITBIN KITIOY).
16. Translate into English

XOTsl CyIIECTBYeT MHOIO aJFOPUTMOB M KIIOYEH, OO0Jagarouiux
ATUM CBOMCTBOM, anroput™ PCA (Ha3BaHHBIN B YECTh €r0 pa3padOTUYHKOB
P. PaiiBecta, A.lllamupa un JI.OWamana) ctan npakTUYECKH CHUHOHHMOM
KpUNTOrpauyeCKUX CUCTEM C OTKPBITHIM KJIFOYOM. PaccMOTpuM cHauarna,
kak paodoraer amroput™m PCA. Ilpennonoxxum, bo® xoder oTnpaBUThH
samudpoBanHoe coobiienne. PCA cocTouT u3 JByX B3aMMOCBSI3aHHBIX
KOMITOHEHTOB:

— BBIOOpA OTKPBITOTO M 3aKPBITOrO KIJII0Ya,

— ajaropuTMa 3amudpoBaHus U paciudpoBaHUs.
17. Translate into English

DES anroputmM sBIM€TCS MOEPBBIM NPUMEPOM  IIMPOKOIO
IIPOM3BOJICTBA M BHEAPEHUS TEXHUYECKHUX CPEACTB B 00JIACTh 3alUThI
uHopmanmu. K HacTosieMy BpeMEHHU BBIITYCKAETCsI HECKOJIBKO JIECATKOB
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YCTPOMCTB ammaparHo - mporpaMMHon peanuzanuu DES-anropurma. /s
BBIITYCKa TaKOTro poja YCTPOWCTBA HEOOXOAMMO MOJYYUTh CEepPTU(]PUKAT
HamuonansHoro bropo CraHmapToB Ha MOpaBO peaau3alldd IMPOJYKTa,
KOTOPBIN BBIAETCS TOJIBKO IIOCIIE BCECTOPOHHEN IPOBEPKH.

JlocTurHyta BBICOKass CKOpOCTh mmu@poBanus. [lo HekoTopbIM
COOOIIIEHUSIM, B OJTHOM U3 YCTPONCTB Ha OCHOBE CHEHUAIU3UPOBAHHOMN
MHUKPOCXEMbI OHA COCTaBIISIET OKOJIO 45 MoOut/cex.

OcHoBHble 00siactu npuMmeHeHust DES-anropurma:

- XpaHeHue JaHHbIX B OBM (mmdpoBanue daitnos, maponeil);

- 9JICKTPOHHAs CUCTeMa IuiaTexel (MeX1y KIMEHTOM U 0aHKOM);

- DJEKTPOHHBIH OOMEH KOMMepuecKol HuHpopmarmen (Mexay
MOKYIIaTeJIEM U MPOABIIOM).

18. Read the text and underline the sentences with the information
about the basic algorithms and the sphere of their application.

Text 2. Symmetric Key Encryption Algorithms. Public Key

Algorithms. Cryptographic Hash Algorithms.

The use, export, and/or import of implementations of encryption
algorithms are restricted in many countries, and the laws can change quite
rapidly. Find out what the rules are before trying to build applications
using cryptography.

For secret key (bulk data) encryption algorithms, use only
encryption algorithms that have been openly published and withstood
years of attack, and check on their patent status. WWe would recommend
using the new Advanced Encryption Standard (AES), also known as
Rijndahl -- a number of cryptographers have analyzed it and not found any
serious weakness in it, and we believe it has been through enough analysis
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to be trustworthy now. However, in August 2002 researchers Fuller and
Millar discovered a mathematical property of the cipher that, while not an
attack, might be exploitable into an attack. A good alternative to AES is
the Serpent algorithm, which is slightly slower but is very resistant to
attack. For many applications triple-DES is a very good encryption
algorithm; it has a reasonably lengthy key (112 bits), no patent issues, and
a very long history of withstanding attacks. Twofish appears to be a good
encryption algorithm, but there are some lingering questions - Sean
Murphy and Fauzan Mirza showed that Twofish has properties that cause
many academics to be concerned. MARS is highly resistent to "~ "new and
novel" attacks, but it's more complex and is impractical on small-ability
smartcards. Your protocol should support multiple encryption algorithms,
anyway; that way, when an encryption algorithm is broken, users can
switch to another one.

For symmetric-key encryption (e.g., for bulk encryption), don't use
a key length less than 90 bits if you want the information to stay secret
through 2016 (add another bit for every additional 18 months of security).
For encrypting worthless data, the old DES algorithm has some value, but
with modern hardware it's too easy to break DES's 56-bit key using brute
force. If you're using DES, don't just use the ASCII text key as the key -
parity is in the least (not most) significant bit, so most DES algorithms will
encrypt using a key value well-known to adversaries; instead, create a hash
of the key and set the parity bits correctly.

Block encryption algorithms can be used in a number of different
modes, such as electronic code book" (ECB) and " cipher block
chaining" (CBC). In nearly all cases, use CBC, and do not use ECB mode -
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in ECB mode, the same block of data always returns the same result inside
a stream, and this is often enough to reveal what's encrypted. Many modes,
including CBC mode, require an initialization vector" (IV). The IV
doesn't need to be secret, but it does need to be unpredictable by an
attacker.

There are a number of different streaming encryption algorithms,
but many of them have patent restrictions. If you use RC4, use it as
intended - in particular, always discard the first 256 bytes it generates, or
you'll be vulnerable to attack. SEAL is patented by IBM - so don't use it.
SOBER is patented.

For public key cryptography there are only a few widely-deployed
algorithms. One of the most widely-used algorithms is RSA. The Diffie-
Hellman key exchange algorithm is widely used to permit two parties to
agree on a session key.

NIST developed the digital signature standard (DSS) for digital
signature generation and verification; one of the conditions for its
development was for it to be patent-free.

RSA, Diffie-Hellman, and El Gamal's techniques require more bits
for the keys for equivalent security compared to typical symmetric keys. A
512-bit RSA key is considered completely unsafe. In the past, a 1024-bit
RSA key was considered reasonably secure, but recent advancements in
factorization algorithms (e.g., by D. J. Bernstein) have raised concerns that
perhaps even 1024 bits is not enough for an RSA key.

If you need a public key that requires far fewer bits (e.g., for a
smartcard), then you might use elliptic curve cryptography (IEEE P1363
has some suggested curves; finding curves is hard).
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Some programs need a one-way cryptographic hash algorithm, that

Is, a function that takes an "arbitrary” amount of data and generates a

fixed-length number that hard for an attacker to invert. For a number of

years MD5 has been a favorite, but recent efforts have shown that its 128-

bit length may not be enough and that certain attacks weaken MDS5's

protection.

19. Grammar. Passive Voice. See Grammar reference.

Task A. Choose the correct form of Passive Voice.

1. The assumed threats to security specify/ specified/are specified below.

2. The unauthorized disclosure has been prevented/has prevented/has
being prevented.

4. The repeatable key based/is based/bases on the following principles.

5. Knowing about the risk, one is prepares/prepared/is prepared better to

protect information.

6. A sound IRM program founds/founded/is founded on a well thought out
IRM policy infrastructure.

7. An event, the occurrence of which could have an undesirable impact, is
defined/define/ defines as threat.

8. Nowadays real-time operating system is employed/are employed/were

employed in consumer devices.

9. The underlined secure network services installed/was installed/were
installed in accordance with the operational documentation.

Task B. Put the verbs in brackets in the correct form of Passive Voice.

1. Uncertainty (measure) inversely with the respect to confidence.

2. The papers of the conference (translate) into 12 languages.
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3. Both expected frequency and exposure factor for fire (increase) by not
having a fire suppression system.

4. Exposure factor (express) as a percent.

5. Generally accepted Information Security Principles (base) on an
Authoritative Foundation of supporting documents and guidelines.

6. It is essential that the process of analyzing and assessing risk
(understand) by all sides.

7. It (discover) that 1024 bits is not enough for an RSA key.

8. The program (develop) for about three months before some mistakes

(find) in it.

9. New tools for solving this problem (design) now.

10. By the end of the term the students (master) new technicues.

Task C. Put the verbs in brackets in the correct form, Active or

Passive Voice.

1. The curves (show) in figure 4.

2. Our analysis (suggest) the spheres of practical application of our

technique.

3. Our ongoing work (focus) on the use of other biometric measurements.

4. If the BUSINESS module (choose) this can (use) to generate a detailed
questionnaire appropriate to the system under review.

5. W.F.Friedman’s monograph «The Index of Coincidence and its

Application in Cryptography» (appear) in 1918.

6. These systems (share) an unmatched reputation for operating 24 hours a

day, 365 a year, nonstop.

57



7. Back in the 90-s, Anti-virus researchers first (fight back) by creating
special detection routines designed to catch each polymorphic virus, one
by one.

8. By hand, line by line, they (write) special programs.

9. US Army and Navy (work) entirely in secret, when their specialists
(begin) making fundamental advances in cryptography.

10. H.Feistel, who earlier (work) on identification friend or foe devices for
the Air Force, (change) the sphere of his scientific interests.

20. Communication.

Prepare a report and take part in the discussion on the topic “New and
Novel Cryptographic Algorithms”.

Questions for discussion.

Which ideas made the greatest contribution to the development of
cryptography (present them in chronological order)?

What are the most famous cryptographic algorithms?

What do you know about their developers?

Which facts from the history of cryptography impressed you most of all?

Unit 4. MODERN METHODS OF CRYPTANALYSIS.
Pronunciation

Make sure you pronounce the following words properly:

incomprehensible drudgery ['drad3ori]

[Inkompri'hensobl]
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cipher ['saifs] avalanche ['&evala:n(]

altitude [‘ltitju:d] precede [pri'si:d]

finite ['fainait] genetic [d3I'netik]

mimic ['mimik] quantitative ['kwontitativ]
endure [In'djus] mutate [mju:'teit]

subtle ['satl] duplicate ['djuiplikat]
trial ['traisl] inheritance [In'heritans]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
avalanche property of DES - changing a single bit in a DES key results in
every bit of the enciphered block being changed randomly after only a few
rounds
ciphertext-only solution — process of decryption when cryptanalyst has
only encrypted text to recover the plaintext
endure — bear, stand, suffer, sustain
flaw — disadvantage, demerit, weak point in the system
incomprehensible ciphertext — encrypted message that is impossible to
read and understand
mimic the process — imitate, simulate the process
overlapping superencipherment groups — partial matching of encrypted

MesSages
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remove one bit of drudgery — simplify monotonous work
subtle — delicate, gentle, hardly seen

2. Match the following words with their Russian equivalents.

chain of discrete elements OTCEUYCHHBIN nuddepeHman
avalanche property of DES HCKITIOYAIOIIEE «HITH)

hill climbing algorithm KOHEUHBIN aBTOMAT

truncated differential JITOPUTM HAXOXKJCHUS IKCTpEMyMa
finite state machine TIPOOHBIA KITFOY

Xor JaBUHHOE cBOMCTBO DES

encipher the known plaintext II0CJIEI0BATEILHOCTD JTUCKPETHBIX

KOMITIOHEHTOB

trial key 3amu@poBaTh UMEIOLITUICS

(M3BECTHBIN ) OTKPBITHIA TEKCT

3. Match the following words with their synonyms.

unrelated (characteristics) scaling, computation, evaluation

overlapping punched card machines

consistent unreadable, impossible to
understand

obtain clue not connected

converted unit record equipment derive, extract, obtain key

incomprehensible match, coincide
calculus compatible
Reading

4. Pre-reading task.
What do you know about cryptanalysis? What cryptographic algorithms

can you name?
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5. Read the text and find out if it mentions the following:

1.  Cryptanalysis requires hard work and intelligence.

2.  Automated aids are of great help with modern cipher systems,

3. In Al approach it is tried to combine the speed of the computer with

the way a human cryptanalyst works.

4.  Hill climbing algorithm provides solutions of DES algorithm.

5. Genetic programming is a method by which a computer produces an
answer to a question by mimicing the process of natural selection.

Text 1. Cryptanalysis.

Cryptanalysis is hard work, requiring a willingness to endure many
false starts, and a painstaking attention to detail. It requires intelligence to
see subtle patterns in incomprehensible ciphertext.

Automated aids to cryptanalysis come in many forms. Some collected
statistical information about ciphertexts, thus removing one bit of drudgery
from human shoulders. Others, such as the Bombe used in attacking the

German Enigma, or the DES cracker built by the Electronic

Crack the Coge!
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1 1
[ 1 [ 1
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Frontier Foundation, or the converted unit record equipment (punched card
machines) which compared Japanese code messages to one another at
various  displacements to find messages with  overlapping
superencipherment groups, work by trying thousands, or millions, of
possibilities, one after another.

Neither of these techniques is adequate to deal with many cipher
systems, particularly modern ones. A well-designed cipher will not offer a
simple opportunity to try different possibilities to find partial information
about the key, and will have a key large enough to make trying every
possible key hopeless. Nor is ordinary statistical information about the
frequencies and contacts of bytes in the ciphertext likely to be much use.

Thus, approaches taken from the field of Al (artificial intelligence)
have been tried. In these approaches, it is attempted to combine the speed
of the computer with steps that at least slightly move towards the skill and
judgement of a human cryptanalyst.

Hill-climbing
Because the individual bits of the subkeys in DES are actual bits taken
from the 56-bit DES key, an approach like the following to recover a DES
key must have occurred to many people.

Given a block of known plaintext, and its corresponding ciphertext,
starting with a random 56-bit possible key, do the following:

. Encipher the known plaintext with that key, and with every one of
the 56 other keys obtained by inverting one bit of that key.

. Compare the resulting ciphertext to the actual ciphertext.

. In those of the 56 cases where the flipped bit results in the ciphertext
produced differing in fewer bits from the actual ciphertext than that
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produced by the original trial key, invert that bit of the trial key to obtain
the next trial key.

This is a simple example of a hill-climbing algorithm, where the
number of bits by which a trial encipherment differs from the actual
ciphertext is a measure of one's (lack of) altitude.

It would, however, never work against DES. That is because of the
avalanche property of DES; changing a single bit in a DES key results in
every bit of the block being enciphered being changed randomly after only
a few rounds.

Thus, even attempting to improve the hill climbing algorithm above
by, for each trial, enciphering the known plaintext for eight rounds with
the trial key, and deciphering the actual ciphertext for eight rounds with
the trial key, and then determining the number of bits by which these two
results differed would not be enough to help.

Another idea would be to choose two rounds of DES, and by
determining the input to those rounds by enciphering the known plaintext
by the previous rounds, and the required output from those rounds by
deciphering the actual ciphertext by the following rounds, examine the two
48-bit subkeys for the rounds, and, by examining the four possibilities for
each group of 6 bits in those subkeys to produce the required change in
each half of the block, find those which are consistent with the origin of
those two subkeys from the original 56-bit key, and then try the resulting
new 56-bit key or keys on the basis that it or they might be improvements
over the preceding trial key.

Genetic Programming
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A thesis by A. J. Bagnall described the ciphertext-only solution of
some simple rotor machines by means of the technique of genetic
programming.

Genetic programming is a method by which a computer produces an
answer to a question, or even a computer program to perform a task, by
mimicing the process of natural selection. As noted in the thesis, and in the
book Artificial Life by Stephen Levy, this technique was originated by
John Holland in the mid-1960s, and his student David Goldberg was one
of the first to refine the technique so that it could be used in practice with
real problems of importance.

It can be thought of as a special case of the hill-climbing algorithm,
in that a quantitative measure of how "warm" the computer is in
approaching the desired solution is required.

Programs or answers must be in the form of a chain of discrete
elements, such that there is at least a reasonable likelihood that a chain
formed by taking one chain, and replacing a span of elements within it by
the corresponding elements from another chain, will "make sense".
Random mutations are also usually used, although genetic crossover has
been found to be much more important.

Starting with a random selection of solutions, those that work best
are retained, and used as the parents of the next generation of solutions to
be tried. Often, this retention is also randomized, so that better solutions
have a higher probability of being retained.

One type of mutation that happens in real life has not, to my
knowledge, been used for genetic programming yet. Occasionally, plants
and animals will increase the size of their genetic inheritance by
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duplicating part of it. Thus, a finite state machine could mutate by
becoming a machine with twice as many states. It might be useful to make
provision for this where a problem might be more complex to solve than
initially realized.

6. Answer the following questions.

What automated aids to cryptanalysis do you remember? Characterize
them in a few words.

What are the approaches to cryptanalysis?

What are the specific feature and potential of Al approach?

What fact is the idea of hill-climbing algorithm based on?

What does avalanche property of DES mean?

What are the tendencies in genetic programming?

Vocabulary tasks

7. Form different parts of speech and translate them.

Verb Noun
mutation
approach
comprehend
inherit
origin

8. Give as many word combinations as possible and translate them.

Key, solution, cipher.

9. Make the word combinations.

1. ciphertext-only a) a DES key
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2. flipped b) ciphertext

3. hill climbing C) aids

4. trial d) the process

5. recover e) bit results

6. mimic f) of discrete elements
7. incomprehensible g) solution

8. chain h) algorithm

9. automated 1) group

10. superencipherment J) key

10. Complete the text using the terms and word combinations given
below.
Running through, a strong encryption algorithm, maps, in parallel, the
cryptanalyst, the actual message, computing power

There are several distinct types of cryptoanalytic attack. The type
used depends on the type of cipher and how much information ..... has.

Types of cryptoanalytic attacks. A standard cryptoanalytic is to
determine the key which ... a known plaintext to a known ciphertext. This
plaintext can be known because it is standard or because it is guessed. If
the plaintext segment is guessed it is unlikelely that its exact position is
known however a message is generally short enough for a cryptoanalyst to
try all possible positions ... . In some systems a known ciphertext-plaintext
pair will compromise the entire system however ... will be unbreakable

under this type of attack.
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A brute force attack requires a large amount of ... and a large
amount of time to run. It consists of trying all possibilities in a logical
manner until the correct one is found. Another type of brute force attack is
a dictionary attack. This essentially involves ... a dictionary of words in
the hope that the key (or the plaintext) is one of them. This type of attack
Is often used to determine passwords since people usually use easy to
remember words.

In a ciphertext only attack the cryptanalyst has only the encoded
message from which to determine the plaintext, with no knowledge
whatsoever of ....

11. Complete the text.

Given a block of known plaintext, and its corresponding ... , starting with
a random 56-bit possible key, do the following:

. ... the known plaintext with that key, and with every one of the 56
other keys obtained by inverting one bit of that key.

« Compare the resulting ciphertext to the ... ciphertext.

. In those of the 56 cases where the flipped bit results in the ciphertext
produced ... in fewer bits from the actual ciphertext than that produced by
the original trial key, invert that bit of the trial key to obtain the next trial
key.

This is a simple example of a ... algorithm, where the number of
bits by which a trial encipherment differs from the actual ciphertext is a
measure of one's (lack of) altitude.

12. Translate into English the following passage.
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OCYHICCTBJISISI aTaKy, KPUITOAHAJIUTUK MOXKCT CTAaBUThb MCJIbIO
peuicHuc CICAYHOmUX 3aJaad: IOJIYUYCHHUC OTKPLITOIO TCKCTAa U3
3aK(pPOBAHHOTO, BHIYUCIIEHUE KIIIOUA MIHU(PPOBAHUS.

BTopasg M3 mepedMcleHHBIX 3ajiay SIBISETCS CYHIECTBEHHO Oosee
CIOXKHOM, ueMm mnepBad. Opgnako, wumes K1Y WK(poOBaHUS,
KpUIITOAHAJIUTUK MOXCT BIIOCIICACTBUU paCIHI/I(I)pOBBIBaTB BCE€ OAHHBIC,
3amKr(poBaHHbIE HAWJIEHHBIM KiaO4oM. Takas artaka (B ciy4ae ee
YCIICHIHOTO OC}’HI@CTBJI@HI/ISI) HA3bIBACTCA NOJIHbIM PACKpblmMuem
anroputMa mudpoBaHus.

ATaku Ha aropuTMbl KU(POBAHUS NPUHATO KIaCCU(UIIMPOBATH B
3aBUCHUMOCTH OT TOro Habopa wuHOpMalUMH, KOTOPBIA HMEET
3JIOYMBIIJICHHUK IICPCa OCYHICCTBJICHUCM CBOEH aTaKH!.

13. Read the text, choose one type of ciphers and characterize it orally.
Text 2.
Cryptanalytic Methods for Modern Ciphers.

Block ciphers like DES are intended to be very hard to break, and
they are largely successful in achieving this. Having even copious
quantities of corresponding plaintext and ciphertext, it is intended that the
fastest way to discover the key, so as to be able to decrypt other messages,
would be a brute-force search, that is, trying every possible key until the
right one is found.

Many block ciphers appear to meet this condition. Two
cryptanalytic methods that can do slightly better with some of the earlier
block ciphers, such as DES and LUCIFER, are differential cryptanalysis

and linear cryptanalysis.
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Differential Cryptanalysis. However, if one is fortunate enough to
have a large quantity of corresponding plaintext and ciphertext blocks for a
particular unknown key, a technique called differential cryptanalysis,
developed by Eli Biham and Adi Shamir, is available to obtain clues about
some bits of the key, thereby shortening an exhaustive search.

After two rounds of DES, knowing both the input and output, it is
trivial to determine the two subkeys used, since the outputs of both f-
functions are known. For each S-box, there are four possible inputs to
produce the known output. Since each subkey is 48 bits long, but the key is
only 56 bits long, finding which of the four possibilities is true for each
group of six bits in the subkeys is a bit like solving a crossword puzzle.

As the number of rounds increases, though, the simple correlations
disappear. Differential cryptanalysis represents an approach to finding
more subtle correlations.

In fact, however, a complete pattern of which bits change and do not
change in the input and in the output is the subject of differential
cryptanalysis. The basic principle of differential cryptanalysis, in its
classic form, is this: the cipher being attacked has a characteristic if there
exists a constant X such that given many pairs of plaintexts A, B, such that
B = A xor X, if a certain statement is true about the key, E(B,k) = E(A k)
xor Y for some constant Y will be true with a probability somewhat above
that given by random chance.

Linear Cryptanalysis. Linear cryptanalysis, invented by Mitsuru
Matsui, is a different, but related technique. Instead of looking for isolated
points at which a block cipher behaves like something simpler, it involves
trying to create a simpler approximation to the block cipher as a whole.
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For a great many plaintext-ciphertext pairs, the key that would
produce that pair from the simplified cipher is found, and key bits which
tend to be favored are likely to have the value of the corresponding bit of
the key for the real cipher. The principle is a bit like the summation of
many one-dimensional scans to produce a two-dimensional slice through
an object in computer-assisted tomography.

Truncated differentials. It is of course possible that some of the
bits of E(A,k) xor E(B,k) will be more likely to match those of Y than
others. If one can, in addition, ignore some of the bits of A and B, one has
a truncated differential for the cipher being attacked, and this technique,
due to Lars R. Knudsen, has been found to be very powerful.

Higher-order Differentials. Another important addition to the
available techniques deriving from differential cryptanalysis is the use of
higher-order differentials, which first appeared in a paper by Xuejia Lai.

A differential characteristic of the type described above, where for a
large number of different values of A, B equals A xor X, and the encrypted
versions of A and B for a given key, k, are expected to have the relation
E(Ak) = E(B,k) xor Y, if a target statement about the key k is true, can be
made analogous to a derivative in calculus, and then it is termed that Y is
the first derivative of the cipher E at the point X.

A second-order derivative would then be one involving a second
quantity, W, such that E(A,k) xor E(B,k) = E(C,k) xor E(D,k) xor Z is
expected to be true more often than would be true due to chance, where
not only is B = A xor X, but C = A xor W and D = B xor W. In that case, Z
Is the second derivative of the cipher E at the point X,W. Since xor
performs the function of addition and subtraction, the four items encrypted
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for any A are just lumped together in this case, but if differential
cryptanalysis were being performed over another field where the
distinction is significant, then Y=E(A+X,k)-E(A,k) and Z=(E(A+X+W,Kk)-
E(A+W,K))-(E(A+X,k)-E(A,Kk)) would be the appropriate equations to use.

The Boomerang Attack. Recently, a means of improving the
flexibility of differential cryptanalysis was discovered by David A.
Wagner. Called the boomerang attack, it allows the use of two unrelated
characteristics for attacking two halves of a block cipher.

This diagram shows how the attack might work if everything goes
perfectly for a particular initial block.

1. Start with a random block of plaintext. Based on the
characteristic known for the first half of the cipher, if we XOR a certain
vector with it, called d1 (equal to 00100000 in the diagram), the result
after half-enciphering the two plaintext blocks, before and after the XOR,
will differ by c1 (equal to 00110110 in the diagram), if what we wish to

learn about the key happens to be true.

L1l 3

°°°°°°°° = e e 2. Since the
% E % E characteristic applies only to the
¢d¢ ¢Q¢ first half of the cipher, the results
E g % after the whole block cipher
won't be related. Take those two

| 11111111 | 11111111 : e v tEroE R
2 T T results and XOR each one with

d2 (equal to 01001011 in the diagram), which is the vector corresponding
to the characteristic for the second half of the cipher. In each case,
XORing d2 with a ciphertext block is expected to change the result after

71



deciphering halfway by c2 (equal to 00010000 in the diagram), again, if
something is true of the key.

3. With two intermediate results that differ by c1, if each one has
c2 XORed to it, the two results of the XOR will still differ by c1. Since
this difference now relates to the first half characteristic, it can be seen in
the final output, thus indicating the truth or otherwise of two hypotheses
about the key.

This increases the potential effectiveness of differential
cryptanalysis, because one can make use of characteristics that do not
propagate through the complete cipher.

14. Grammar. Active and Passive Voice. See Grammar Reference.
Grammar tasks.
Task A. Choose the correct form.
1. We’re sure this approach will/is going to be unique.
2. We will/are going to buy new equipment.
3. This laboratory will/is going to work over a speech synthesizer.
4. I’ve got problems with this program. — | will/am going to help you.
5. In this case unauthorized physical access will prevent/will be
prevented/will prevented.
6. Knowing about the risk, one is prepares/will prepared/will be
prepared to mitigate it.
7. The underlined secure network services will be installed/will have
been installed/is installed in accordance with the operational

documentation.
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8. A two-dimensional slice through an object will produce/will be
produced/will produced by the summation of many one-dimensional
scans in computer-assisted tomography.
9. The project will launch/will be launched/will have been launched by
the end of the month.
10. Big credit card companies will develop/will be developed/are going
to develop more secure ways to use credit cards.
Task B.
Put the verbs in brackets in the correct form of Passive Voice.
1. This work (finish) next month.
2. The papers of the conference (translate) into 12 languages.
3. The system (develop) by 2010.
4. It is essential that the process of analyzing and assessing risk
(understand) by all sides.
5. By the end of the year all the problems (settle).
6. You (inform) about the decision of the consumers in a week.
Complete the sentences with the verbs in brackets and will/going to.
1. Could you meet our colleagues at the airport? — OK. | (do) it.
2. | (launch) this program tomorrow.
3.  Where you (stay) in London?
4. | think biometrics (use) for identification and authentication
everywhere.
5. 1 (present) our research at the conference in Moscow in June
6. At this time next year we (discuss) the details of the experiment.
7. Our scientists (develop) modern equipment next month. All
arrangements have been made.
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8. We hope that the new device (develop) next year.

Task C. Put the verbs in brackets into a suitable form.
1. Don’t phone between 8.00 and 14.00. We (make) a presentation.
2. By the time he (arrive) at the office the work already (start).
3. According to the timetable the bus (arrive) at 8. Chris (come) an hour

later.

4. We (meet) at the airport tomorrow.
5. If the BUSINESS module (choose) this (use) to generate a detailed
questionnaire appropriate to the system under review.
6. Our consumers (hope) the results of the risk assessment (obtain)
soon.
7. C.E. Shannon (develop) a method for symbolic analysis of switching
systems and networks in the late 1930-s.
8. He (work) at Bell laboratories when he (publish) a paper on
information theory.
9. He and his IBM colleagues (contribute) to the early research in this
field.
10. Rochester (take part) in the MIT artificial Intelligence Project.
11. When we (come), the professor (deliver) the lecture.

15. Communication.

Prepare a report about the development of first automation tools for

cryptanalysis.

Dwell on the history of cryptanalysis in Russia.

Prepare a report and take part in the discussion on the topic: Modern

Trends in Cryptanalysis.
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Make a table containing the analysis of modern cryptanalytic methods.

Present the table to the group and discuss it.

Unit 5. STEGANOGRAPHY.

Pronunciation

Make sure you pronounce the following words properly:

covert ['kavat] subtle ['satl]
nefarious [ni'fearias] flourish ['flan]]
fraud [fro:d] innocent ['Inasant]
unreadable [An'ri:dobl] medium [‘mi:djom]
analogy [o'nalod3|] template ['templit]
categorize ['keetigoralz] carrier ['keerio]

espionage [espiona:3] technique [tek'ni:k]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
carrier text - — place where secret message is kept

coin a term — invent and introduce
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doodle — flourish, additional dash in the letter

grille cipher — cipher that can be decrypted using special grid put on the
message hidden in the carrier text

retrieve the hidden text — restore, reconstruct the secret message
semagram — secret message where any symbols can be used except letters
and figures

steganography medium — concept that includes hidden_message, carrier
and steganography_key

2. Match the following words with their Russian equivalents.

digital watermarking NOpa3psAHO UIACHTUIHBIN

doodle TpadapeTHbIN MHdp

cue code COKaTHE C TIOTepei JaHHBIX
bit-for-bit identical HYJIEBOH KO/

treat KJIIOUEBOU KOJT

null cipher paccMaTpuBaTh

grille cipher JIOTIOTHUTENIbHBIN IITPUX B OYKBE
lossy compression HaHeceHue (IU@POBBIX) BOMSHBIX

3HAKOB (METOK)

3. Match the following words with their synonyms.

covert communication side

nefarious application simulation, imitation
intend built in

microdot secret, stealthy interaction
(spam) mimic deception, cheating

party tiny photograph
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embed be about, be going to

(financial) fraud dishonest, corrupt using

Reading

4. Pre-reading task.
Look at the title of the text. What information do you expect to read here?
What would you like to know about steganography?
Where have you met steganographic techniques?
5. Text 1. Read the text and give brief characteristics of the main
steganographic techniques.

Steganography.

Steganography is the art of covered or hidden writing. The purpose
of steganography is covert communication to hide a message from a third
party. This differs from cryptography, the art of secret writing, which is
intended to make a message unreadable by a third party but does not hide
the existence of the secret communication. Although steganography is
separate and distinct from cryptography, there are many analogies between
the two, and some authors categorize steganography as a form of
cryptography since hidden communication is a form of secret writing.
Nevertheless, this paper will treat steganography as a separate field.

Although the term steganography was only coined at the end of the
15th century, the use of steganography dates back several millennia. In
ancient times, messages were hidden on the back of wax writing tables,
written on the stomachs of rabbits, or tattooed on the scalp of slaves.
Invisible ink has been in use for centuries—for fun by children and

students and for serious espionage by spies and terrorists. Microdots and
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microfilm, a staple of war and spy movies, came about after the invention
of photography.

Steganography hides the covert message but not the fact that two
parties are communicating with each other. The steganography process
generally involves placing a hidden message in some transport medium,
called the carrier. The secret message is embedded in the carrier to form
the steganography medium. The use of a steganography key may be
employed for encryption of the hidden message and/or for randomization
in the steganography scheme. In summary:

steganography _medium = hidden_message + carrier +
steganography key

Figure 1 shows a common taxonomy of steganographic techniques.

. Technical steganography uses scientific methods to hide a
message, such as the use of invisible ink or microdots and other size-

reduction methods.

Steganography |
Technical Linguistic
Steganography Steganography
Semagrams Open Codes
\ . s ¥ ‘l\l
= : Jargon Covered
Visual Text ”
Semagrams Semagrams _Code g'pheri
 Null  Grille |
Cipher Cipher |

Figure 1. Classification of Steganography Techniques (Adapted from

Bauer 2002)
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. Linguistic steganography hides the message in the carrier in
some nonobvious ways and is further categorized as semagrams or open
codes.

. Semagrams hide information by the use of symbols or signs. A
visual semagram uses innocent-looking or everyday physical objects to
convey a message, such as doodles or the positioning of items on a desk or
Website. A text semagram hides a message by modifying the appearance
of the carrier text, such as subtle changes in font size or type, adding extra
spaces, or different flourishes in letters or handwritten text.

. Open codes hide a message in a legitimate carrier message in
ways that are not obvious to an unsuspecting observer. The carrier
message is sometimes called the overt communication, whereas the hidden
message is the covert communication. This category is subdivided into
jargon codes and covered ciphers.

. Jargon code, as the name suggests, uses language that is
understood by a group of people but is meaningless to others. Jargon codes
include warchalking (symbols used to indicate the presence and type of
wireless network signal, underground terminology, or an innocent
conversation that conveys special meaning because of facts known only to
the speakers). A subset of jargon codes is cue codes, where certain
prearranged phrases convey meaning.

. Covered or concealment ciphers hide a message openly in the
carrier medium so that it can be recovered by anyone who knows the
secret for how it was concealed. A grille cipher employs a template that is
used to cover the carrier message. The words that appear in the openings
of the template are the hidden message. A null cipher hides the message
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according to some prearranged set of rules, such as "read every fifth word"
or "look at the third character in every word."

As an increasing amount of data is stored on computers and
transmitted over networks, it is not surprising that steganography has
entered the digital age. On computers and networks, steganography
applications allow for someone to hide any type of binary file in any other
binary file, although image and audio files are today's most common
carriers.

Steganography provides some very useful and commercially
important functions in the digital world, most notably digital
watermarking. In this application, an author can embed a hidden message
in a file so that ownership of intellectual property can later be asserted
and/or to ensure the integrity of the content. An artist, for example, could
post original artwork on a Website. If someone else steals the file and
claims the work as his or her own, the artist can later prove ownership
because only he/she can recover the watermark. Although conceptually
similar to steganography, digital watermarking usually has different
technical goals. Generally only a small amount of repetitive information is
inserted into the carrier, it is not necessary to hide the watermarking
information, and it is useful for the watermark to be able to be removed
while maintaining the integrity of the carrier.

Steganography has a number of nefarious applications; most notably
hiding records of illegal activity, financial fraud, industrial espionage, and
communication among members of criminal or terrorist organizations.

6. Answer the following questions.
What is the purpose of steganography?
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How is steganography related to cryptography?
What was the early use of steganography?
What is carrier?
How can you define steganography medium?
What is the application of steganography nowadays?
7. Mark the following statements “true” or “false”. Correct the false
statements.
1. Steganography is the art of hiding the existence of secret
communication.
2. Steganography got its name several millennia back.
3. Steganography is related to cryptography.
4. Carrier is a special medium where the secret message is put.
5. Jargon codes use special phrases with the meaning that is not
understood by malicious users.
6. Technical steganography changes the way the carrier text looks
by adding extra spaces or using different flourishes.
7. Digital watermarking is one of the modern steganography
techniques.
8. Cue codes are a subclass of grille ciphers.
9. A visual semagram modifies the appearance of the carrier text.
10. Null cipher is a kind of linguistic steganography.
Vocabulary tasks
8. Remember word combinations containing the following terms and
translate them.
Steganography, cipher, code, medium, message, communication.
9. Make the word combinations
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1. digital a) communication
2. size-reduction b) code

3. covert c) application

4. open d) fraud

5. nefarious e) text

6. nonobvious f) watermarking
7. cue g) a message

8. convey h) method

9. carrier 1) code

10. financial ) way

10. Complete the text using the terms and word combinations given
below.

Apparent message, covered, illegal, a transport layer, the visible lines,
suspicion.

The word "Steganography" is of Greek origin and means " ... or
hidden writing". Its ancient origins can be traced back to 440 BC.
Generally, a steganographic message will appear to be something else: a
picture, an article, a shopping list, or some other message. This ... is the
covertext. For instance, a message may be hidden by using invisible ink
between ... of innocuous documents.

The advantage of steganography over cryptography alone is that

messages do not attract attention to themselves, to messengers, or to
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recipients. An unhidden coded message, no matter how unbreakable it is,
will arouse ... and may in itself be incriminating, as in countries where
encryption is ....

Steganography used in electronic communication includes
steganographic coding inside of ..., such as an MP3 file, or a protocol,
such as UDP.

11. Translate the following passage into Russian.

Like many security tools, steganography can be used for a variety of
reasons, some good, some not so good. Legitimate purposes can include
things like watermarking images for reasons such as copyright protection.
Digital watermarks (also known as fingerprinting, significant especially in
copyrighting material) are similar to steganography in that they are
overlaid in files, which appear to be part of the original file and are thus
not easily detectable by the average person. Steganography can also be
used as a way to make a substitute for a one-way hash value (where you
take a variable length input and create a static length output string to verify
that no changes have been made to the original variable length input).
Further, steganography can be used to tag notes to online images (like
post-it notes attached to paper files). Finally, steganography can be used to
maintain the confidentiality of valuable information, to protect the data
from possible sabotage, theft, or unauthorized viewing.

12. Translate the following passage into English.

B nacrosimiee BpeMsi MOSIBUJIOCH HOBOE HAIpaBlICHHE B 00JIaCTH
3amuThl UHGOPMAIMM — KOMIBIOTEpHAsl cTeraHorpadus. Y4uThIBas
€CTECTBCHHBIC HETOYHOCTH YCTPOMCTB OLM(PPOBKU U H3OBITOYHOCTH
dHAJIOroBOro BHACO- MM aAyAHOCHI'HAJIA, MCTOIbI KOMHBIOTCpHOfI
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creraHorpadu IO3BOJISIIOT CKPBIBaTh COOOIIEHHUS B KOMITBIOTEPHBIX
daitlax ¥ moTokax JaHHbIX. [Ipudem, B oriuuume oT Kpuntorpadumu,
JAHHBIE METOJIbl CKPBIBAIOT caM (akT nepenaur uHpopmauu. COKpbeITHE
COO0OIIIEHUSA METOJaMUu creranorpaduu 3HAYUTECIBHO CHUKaCT
BEPOSITHOCTh OOHApYXeHUs caMoro (akra mepenadyd COOOIIEHHUs, MpHU
3TOM IMHU(POBAHUE COOOIICHUSI 00E€CTIEUMBAECT €ro KOHMUACHIIUAIbHOCTh
B cliyyae oOHapykeHusi. B Hacrosiinee BpeMs MOKHO BBIJICIUTH YETHIPE
TECHO CBSI3aHHBIX MEXIY HAIPAaBJICHUS NPUIOKEHUS CTETaHOrpapuu:
e  3aIuTa KOH(UICHITNATLHON uHpopmaIuu oT
HCCAHKIMOHUPOBAHHOI'O JOCTYIIA,
® [IPCOJOJICHME CHCTEM MOHHUTOPUHIa U YIpPaBJICHUA
CCTCBBIMU pCCYPCaAMU;
e Kamy(QuMpPOBAaHHE IPOTPAMMHOTO 0OECIICUCHUS;
° 3alquTa aBTOPCKOI'O IMpaBa Ha HCKOTOPBLIC BHIbI
MHTEJUIEKTYaIbHON COOCTBEHHOCTH.
13. Scan the text and point out its main ideas. Write the abstract of the
text (See Appendix 2).
Text 2.
Null Ciphers
Historically, null ciphers are a way to hide a message in another
without the use of a complicated algorithm. One of the simplest null

ciphers is shown in the classic examples below:

PRESIDENT'S EMBARGO RULING SHOULD HAVE IMMEDIATE NOTICE. GRAVE
SITUATION AFFECTING INTERNATIONAL LAW. STATEMENT FORESHADOWS RUIN OF MANY
NEUTRALS. YELLOW JOURNALS UNIFYING NATIONAL EXCITEMENT IMMENSELY.

APPARENTLY NEUTRAL'S PROTEST IS THOROUGHLY DISCOUNTED AND IGNORED.
ISMAN HARD HIT. BLOCKADE ISSUE AFFECTS PRETEXT FOR EMBARGO ON BYPRODUCTS,
EJECTING SUETS AND VEGETABLE OILS.
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The German Embassy in Washington, DC, sent these messages in
telegrams to their headquarters in Berlin during World War | (Kahn 1996).
Reading the first character of every word in the first message or the second
character of every word in the second message will yield the following
hidden text:

PERSHING SAILS FROM N.Y. JUNE 1

On the Internet, spam is a potential carrier medium for hidden

messages. Consider the following:

Dear Friend, This letter was specially selected to be sent to you! We will comply with
all removal requests! This mail is being sent in compliance with Senate bill 1621; Title 5;
Section 303! Do NOT confuse us with Internet scam artists. Why work for somebody else
when you can become rich within 38 days! Have you ever noticed the baby boomers are more
demanding than their parents & more people than ever are surfing the web! Well, now is your
chance to capitalize on this! WE will help YOU sell more & SELL MORE. You can begin at
absolutely no cost to you! But don’t believe us! Ms Anderson who resides in Missouri tried us

and says "My only problem now is where to park all my cars™. This mail is being sent in

This message looks like typical spam, which is generally ignored
and discarded. This message was created at spam mimic, a Website that
converts a short text message into a text block that looks like spam using a
grammar-based mimicry idea first proposed by Peter Wayner. The reader
will learn nothing by looking at the word spacing or misspellings in the
message. The zeros and ones are encoded by the choice of the words. The
hidden message in the spam carrier above is: Meet at Main and Willard
at 8:30.

Special tools or skills to hide messages in digital files using
variances of a null cipher are not necessary. An image or text block can be

hidden under another image in a PowerPoint file, for example. Messages
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can be hidden in the properties of a Word file. Messages can be hidden in
comments in Web pages or in other formatting vagaries that are ignored by
browsers. Text can be hidden as line art in a document by putting the text
in the same color as the background and placing another drawing in the
foreground. The recipient could retrieve the hidden text by changing its
color. These are all decidedly low-tech mechanisms, but they can be very
effective.

Digital Image and Audio

Many common digital steganography techniques employ graphical
images or audio files as the carrier medium. It is instructive, then, to
review image and audio encoding before discussing how steganography
and steganalysis works with these carriers.

Figure 1 shows the RGB color cube, a common means with which
to represent a given color by the relative intensity of its three component
colors—red, green, and blue—each with their own axis (more Crayons
2003). The absence of all colors yields black, shown as the intersection of
the zero point of the three-color axes. The mixture of 100 percent red, 100
percent blue, and the absence of green form magenta; cyan is 100 percent
green and 100 percent blue without any red; and 100 percent green and
100 percent red with no blue combine to form yellow. White is the

presence of all three colors.

Green

5

Figure 1. The RGB Color Cube
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24 bits, comprising the three RGB bytes as described above. Other
applications encode color using eight bits/pix. These schemes also use 24-
bit true color but employ a palette that specifies which colors are used in
the image. Each pix is encoded in eight bits, where the value points to a
24-bit color entry in the palette. This method limits the unique number of
colors in a given image to 256 (28).

The choice color encoding obviously affects image size. A 640 X
480 pixel image using eight-bit color would occupy approximately 307 KB
(640 X 480 = 307,200 bytes), whereas a 1400 X 1050 pix image using 24-
bit true color would require 4.4 MB (1400 X 1050 X 3 = 4,410,000 bytes).

Color palettes and eight-bit color are commonly used with Graphics
Interchange Format (GIF) and Bitmap (BMP) image formats. GIF and
BMP are generally considered to offer lossless compression because the
image recovered after encoding and compression is bit-for-bit identical to
the original image.

The Joint Photographic Experts Group (JPEG) image format uses
discrete cosine transforms rather than a pix-by-pix encoding. In JPEG, the
image is divided into 8 X 8 blocks for each separate color component. The
goal is to find blocks where the amount of change in the pixel values (the
energy) is low. If the energy level is too high, the block is subdivided into
8 X 8 subblocks until the energy level is low enough. Each 8 X 8 block (or
subblock) is transformed into 64 discrete cosine transforms coefficients
that approximate the luminance (brightness, darkness, and contrast) and
chrominance (color) of that portion of the image. JPEG is generally

considered to be lossy compression because the image recovered from the
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compressed JPEG file is a close approximation of, but not identical to, the
original.

Audio encoding involves converting an analog signal to a bit
stream. Analog sound—voice and music—is represented by sine waves of
different frequencies. The human ear can hear frequencies nominally in the
range of 20-20,000 cycles/second (Hertz or Hz). Sound is analog, meaning
that it is a continuous signal. Storing the sound digitally requires that the
continuous sound wave be converted to a set of samples that can be
represented by a sequence of zeros and ones.

Analog-to-digital conversion is accomplished by sampling the
analog signal (with a microphone or other audio detector) and converting
those samples to voltage levels. The voltage or signal level is then
converted to a numeric value using a scheme called pulse code
modulation. The device that performs this conversion is called a coder-
decoder or codec.

Pulse code modulation provides only an approximation of the
original analog signal, as shown in Figure 2. If the analog sound level is
measured at a 4.86 level, for example, it would be converted to a five in
pulse code modulation. This is called quantization error. Different audio
applications define a different number of pulse code modulation levels so
that this "error" is nearly undetectable by the human ear. The telephone
network converts each voice sample to an eight-bit value (0-255), whereas
music applications generally use 16-bit values (0-65,535).

Signal

Figure 2. Simple Pulse Code Modulation
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Analog signals need to be sampled at a rate of twice the highest
frequency component of the signal so that the original can be correctly
reproduced from the samples alone. In the telephone network, the human
voice is carried in a frequency band 0-4000 Hz; therefore, voice is sampled
8,000 times per second (an 8 kHz sampling rate). Music audio applications
assume the full spectrum of the human ear and generally use a 44.1 kHz
sampling rate.

The bit rate of uncompressed music can be easily calculated from
the sampling rate (44.1 kHz), pulse code modulation resolution (16 bits),
and number of sound channels (two) to be 1,411,200 bits per second. This
would suggest that a one-minute audio file (uncompressed) would occupy
10.6 MB (1,411,200*60/8 = 10,584,000). Audio files are, in fact, made
smaller by using a variety of compression techniques. One obvious method
Is to reduce the number of channels to one or to reduce the sampling rate.
Other codecs use proprietary compression schemes. All of these solutions
reduce the quality of the sound.

14. Grammar. Modal Verbs. See Grammar reference.
Grammar tasks
Task A. State the function of the following modal verbs.
1. Electronic Signatures can come in many forms.
2. The single-photon source and the detectors must be connected by a
“quantum channel”.
3. Two forms of attack might be carried out.
4. A DMBS application may consist of one or more executable images

and one or more data files.
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6.
7.
8.
9.

High-quality signatures can offer authentication, integrity and non-
repudation.

Could you help us?

Shall we stop working over this project?

I’m sure you should continue your research.

It must have been the developed algorithm we hadn’t met yet.

10. We believe our research group will be able to finish work in time.

Task B. Paraphrase the following sentences using the modal verbs

given below.

1.
2. | think you are not working hard. (should)

3.

4. Perhaps our colleagues will come in time. It depends on the traffic.

o

9.

Task C. Write sentences using modal verbs and the following

I’m sure the paper is somewhere in the office. (must)

| need this job! (must)

(might)

I’m sure the analysis is not ready. (can)

. I think you don’t pay proper attention to the questions of security.

(should)

It is forbidden to write your password anywhere! (must)

If you don/t know how to solve this problem, ask your colleagues to
help you. (should)

The failure of the security system is not his fault. ’'m sure in it. (can)

words. Comment on the modal verbs used in the sentences.

1.
2.
3.

The idea/machine/generate speech/be discussed/for about 50 years.
The vulnerability analysis/take/five work days.
Employee/change/passwords.
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4.  l/help you/with the project?

5. Excuse me! You/explain this message for me?

6. While designing a network, consider how other components of its
perimeter (intrusion detection systems, routers, and VPNs) /
influence the security of infrastructure.

7.  Block encryption algorithms / be used in a number of different
modes, such as “electronic code book™ and “cipher block chaining”.

8. Worms are programs that / run independently and travel from
machine to machine across network connections.

15. Writing.

Write an abstract of the material you’d like to present at the conference

(see Appendix 2).

16. Communication.

Find positive and negative examples of applying steganography in the life
of the modern society.
Make a presentation to illustrate the facts you’ve found.

Prepare the report for the group conference and be ready to discuss it.

Unit 6. QUANTUM CRYPTOGRAPHY.
Pronunciation

Make sure you pronounce the following words properly:

quantum ['kwontom] qubit [kju:bit]
eavesdrop ['i:vzdrop] mechanics [mi'keniks]

vibrate [var'breit] angle ['engl]
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vibration [var'breifon] discrepancy [dis'krepansi]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
be a bit off — be switched over, changed a bit
be bugged — be overheard
be on the lunatic fringe — be considered of minor importance, be ignored
discrepancy — difference, diversity
Eavesdrop — overhear, intercept
expand on an idea — study and speak in detail about an idea
insecure channel — unprotected channel that can be easily eavesdropped
measure — scale, determine
prearranged code — discussed beforehand
random result — probabilistic, patternless choice

2. Match the synonyms.

allow through ruin

discrepancy truncate

unauthorized sequence

string let pass

discard difference

collapse not having legal access
Reading

3. Pre-reading task.
Texts
What do you know about quantum cryptography and its application?

Comment on the efficiency of the quantum cryptography methods.
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Can you name scientists and laboratories that conduct research in this
sphere in Russia and abroad?

4. Text 1. Quantum cryptography. Find in the text the description of
the phenomena of quantum mechanics.

Quantum cryptography is another kind of cryptography in this
world. With it, you can create a communication channel where it is
Impossible to eavesdrop without disturbing the transmission. The laws of
physics secure this quantum channel: even if the eavesdropper can do
whatever he wants, even if the eavesdropper has unlimited computing
power. Charles Bennett, Gilles Brassard, Claude Crepeau and others have
expanded on this idea, describing quantum key distribution.

According to quantum mechanics, particles don't actually exist in
any single place. They exist in several places at once, with probabilities of
being in different places if someone looks. However, it isn't until a
scientist comes along and measures the particle that it "collapses™ into a
single location. But you can't measure every aspect (for example, position
and speed) of a particle at the same time. If you measure one of those two
quantities, the very act of measuring it destroys any possibility of
measuring the other quantity. The quantum world has a fundamental
uncertainty and there's no way to avoid it.

That uncertainty can be used to generate a secret key. As they
travel, photons vibrate in some direction; up and down, left to right or
more likely at some angle. Normal sunlight is unpolarized; the photons
vibrate every which way. When a large group of photons vibrate in the
same direction they are polarized. Polarization filters allow only photons
that are polarized in a certain direction through; the rest are blocked. For
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example, a horizontal polarization filter only allows horizontally polarized
photons through. Turn that filter 90 degrees, and only vertically polarized
photons can come through.

Let's say you have a pulse of horizontally polarized photons. If they
try to pass through a horizontally polarized filter, they all get through.
Slowly turn that filter 90 degrees; the number of photons getting through
gets smaller and smaller, until none gets through. You'd think that turning
the filter just a little will block all the photons, since the photons are
horizontally polarized. But in quantum mechanics, each particle has a
probability of suddenly switching its polarization to match the filter. If the
angle is a little bit off, it has a high probability. If the angle is 90 degrees
off, it has zero probability. And if the angle is 45 degrees off, it has a 50
percent probability of passing through the filter.

5. Answer the following questions.

What laws of physics is quantum cryptography based on?

Why can't you measure every aspect of a particle at the same time?

How do polarization filters work?

How can the laws of quantum mechanics be used in cryptography? Base

on the diagram below.
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Alice Bob

(the sender) Eve (the receiver)
plaintext (the eavesdropper) plaintext

encryption public channel decryption

algorithm (i.e. telephone or internet) algorithm

key | ‘key

quantum state quantum channel quantum state
generator (i.e. optical fiber or free space) detector

6. Mark the following statements true or false. Correct the false
statements.
1. The communication channel can be protected from the
eavesdropper by the laws of physics.
2. No eavesdropper can intercept the transmission protected by
quantum cryptography.
3. All characteristics of particles as studied by quantum mechanics
can be easily measured.
4. Polarization filters let polarized photons pass through the
communication channel in any direction.
5. If we turn the vertically polarized filter 90 degrees the
horizontally polarized photons won’t get through.
6. You can learn the polarization only if you measure it in the
basis it is polarized.
7. If we turn the horizontally polarized filter 30 degrees the
vertically polarized photons will get through.
8. In quantum mechanics particles can change the polarization to

get through the filter.
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9. Quantum cryptography is still theoretical.
10. According to quantum mechanics particles can adapt to the
polarization of the filter.

Vocabulary tasks
7. Give English equivalents of the following Russian words and
words combinations.
HeonpenenenHocts, mnepenavya (MHGOpPMAIUK), BO3MOXKHOCTH, IO/
yIJIOM, B OIPEICIECHHOM HaIpaBJICHUH, HW30€XaTh, MNPOXOIUTH
CKBO3b 4YTO-1100.
8. Give Russian equivalents of the following English words and
words combinations.
Expand, disturb the transmission, over an insecure channel,

discrepancy, the parity of subsets, discard, recover the bits.

9. Make the word combinations.

1. polarization a) channel

2. rectilinear b) of subsets

3. the parity C) bit commitment
4. communication d) on the idea

5. quantum e) channel

6. random f) polarization

7. expand g) code

8. insecure h) filter

9. pre-arranged 1) polarization
10. diagonal J) result
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10. Complete the text using the terms and word combinations given
below.

An eavesdropper, guarantees, without disturbing, vulnerable, access

It 1s impossible to obtain information about physical system ... it in a

random, uncontrollable way. This fundamental quantum-mechanical

law ... the security of Quantum Key Exchange (QKE) protocols.

QKE protocols such as BB84 have been proved to be secure under

the assumption that the known laws of physics hold. Given this

assumption, QKE is unconditionally secure, i.e. secure even in the
presence of ... with unlimited computational power.

QKE requires that the parties have ... to an authentic channel. Any

QKE protocol that does not fulfill this requirement is ... to a man-in-

the middle attack.

2. Render the following passage in Russian.
Quantum Channels.

The single-photon source and the detectors must be connected by a
“quantum channel”. Such a channel is not especially quantum, except that
it is intended to carry information encoded in individual quantum systems.
The idea is that the information is coded in a physical system only once, in
contrast to classical communication, in which many photons carry the
same information. Note, that the present-day limit for fiber-based classical
optical communication is already down to a few tens of photons, although
in practice one usually uses many more.

Individual quantum systems are usually two-level systems, called
qubits. During their propagation they must be protected from
environmental noise. Here “environment” refers to everything outside the
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degree of freedom used for the encoding, which is not necessarily outside
the physical system. If, for example, the information is encoded in the
polarization state, then the optical frequencies of the photon are part of the
environment. Hence coupling between the polarization and the optical
frequency has to be mastered. Moreover, the sender of the qubits should
avoid any correlation between the polarization and the spectrum of the
photons.

13. Translate into English.

1. KganToBO-kpunrtorpadpuueckue CHUCTeMbl - 3TO MNOOOYHBIN
IMPOAYKT pa3pa6aTLIBaeMoro B HACTOAMICC BpEMsA TaK HA3bIBACMOI'O
KBAaHTOBOI'O KOMIIBKOTCPA.

2. OcHOBHas NpUYMHA OYPHBIX UCCIICIOBAaHUN B 00JIACTU KBAHTOBBIX
KOMIIBOTCPOB — ITO €CTECTBEHHBIN IapaJuicjin3m KBAHTOBBIX
BBIUHCJICHUH.

3. HaHpI/IMep, CCJIM KBAHTOBAs IMaMATb COCTOUT U3 IBYX K}’6I/ITOB, TO
MBI MapaJIJIEIbHO pabOTaeM CO BCEMHU €€ BO3MOXKHBIMU cocTostHUAMU: 00,
01, 10, 11.

4. bypHO€ pa3BUTHE KBAHTOBBIX TEXHOJOTHUM U BOJIOKOHHO-
OIITUYCCKUX JIMHUU CBA3U IMIPUBCIIO K ITOABJICHUTIO KBAHTOBO-
KpUNTOrpaduyeCKUX CUCTEM.

5. B kBaHTOBO-KpUNTOrpauueckoM amnmnapare MPUMEHUM MPUHIIUI
HeompeneneHHocTu  ['eii3enOepra, COrjJacHO  KOTOPOMY  MOIBITKA
IMPONU3BCCTHU N3MCPCHU B KBAHTOBOM CHCTEME BHOCHUT B Hee HapyumcHus, U
MOJIydeHHas B PE3yJIbTaTe TaAKOTO U3MEPEHUsS MH(OpMaLus onpeaesieTcs

MPUHUMAEMON CTOPOHOM Kak Je3uH(OpMaIIus.
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6. Wrtak, 1Be KOHEYHBIX I1I€JIM KBAHTOBOW (KaK M KJIaCCUUYECKOMN)
KpunTtorpaduu:

1) obOecreunTh OTIPABUTENI0 W aApecaTy 3alluICHHBbIM KaHaj
obmeHa uHhopMalmei;

2) obecnieynuTh MEXaHN3M IIPOBEPKU CEKPETHOCTU TAKOTO OOMEHA.

/. CekpeTHbIM M aOCOJIIOTHO 3aIMIICHHBIM, B TMPHUHIMUIE, MOXKHO
CIeNaTh JII00OM KaHaj nepeaadr UHGOpMaIuu.

8. Jloctatouno umIb 4YTOO0 OOMEH IIIET  COOOIICHUSIMH,
3aH_II/I(1)pOBaHHBIMI/I KpHHTOCTOﬁKHM IJ_II/I(I)pOM n Ka4€CTBCHHBIM
CCKPCTHBIM KJIFOYOM.

9. CereTHBIM cyuTracM KJIIro4, W3BECTHBIN JIMIIb OTIIPABUTCIIIO U
ajgpecary.

10. KayecTBeHHBIH KIIOY TPEACTaBIsIET CcOOOM  aOCOJIFOTHO
CIy4alHYIO MocienoBaTebHOCTh O 1 1.

14. Read the text and outline the process of secret key
generation.

Text 2.

Secret Key Generation.

Polarization can be measured in any basis: two directions at right
angles. An example basis is rectilinear: horizontal and vertical. Another is
diagonal: left-diagonal and right-diagonal. If a photon pulse is polarized in
a given basis and you measure it in the same basis, you learn the
polarization. If you measure it in the wrong basis, you get a random result.
We're going to use this property to generate a secret key:

For example: Alice and Bob are users, and Eve is an eavesdropper.
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1) Alice sends Bob a string of photon pulses. Each of the pulses is
randomly polarized in one of four directions: horizontal, vertical, left-
diagonal, and right-diagonal.

2) Bob has a polarization detector. He can set his detector to
measure rectilinear polarization or he can set his detector to measure
diagonal polarization. He can't do both; quantum mechanics won't let him.
Measuring one destroys any possibility of measuring the other.

Now, when Bob sets his detector correctly, he will record the
correct polarization. If he sets his detector to measure rectilinear
polarization and the pulse is polarized rectilinearly, he will learn which
way Alice polarized the photon. If he sets his detector to measure diagonal
polarization and the pulse is polarized rectilinearly, he will get a random
measurement. He won't know the difference.

3) Baob tells Alice, over an insecure channel, what settings he used.

4) Alice tells Bob which settings were correct.

5) Alice and Bob keep only those polarizations that were correctly
measured.

Using a prearranged code, Alice and Bob each translate those
polarization measurements into bits. For example, horizontal and left-
diagonal might equal one, and vertical and right-diagonal might equal
zero.

So, Alice and Bob have generated bits as many as they like. On the
average, Bob will guess the correct setting 50 percent of the time, so Alice
has to send 2n photon pulses to generate n bits. They can use these bits as
a secret key for a symmetric algorithm or they can guarantee perfect
secrecy and generate enough bits for a one-time pad.
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The really cool thing is that Eve cannot eavesdrop. Just like Baob,
she has to guess which type of polarization to measure; and like Bob, half
of her guesses will be wrong. Since wrong guesses change the polarization
of the photons, she can't help introducing errors in the pulses as she
eavesdrops. If she does, Alice and Bob will end up with different bit
strings.

6) So, Alice and Bob compare a few bits in their strings. If there are
discrepancies, they know they are being bugged. If there are none, they
discard the bits they used for comparison and use the rest.

Improvement to this protocol allows Alice and Bob to use their bits
even in the presence of Eve. They could compare only the parity of subsets
of the bits. Then, if no differences are found, they only have to discard one
bit of the subset. This detects eavesdropping with only a 50 percent
probability, but if they do this with n different subsets Eve's probability of
eavesdropping without detection is only 1 in 2".

There's no such thing as passive eavesdropping in the quantum
world. If Eve tries to recover all the bits, she will necessarily break the

communication.

Vocabulary and Grammar 1-6. Revision.
l. Put the words in the correct order. The first word is
underlined.

1. scientists, of, the method, frequency, using, a code, discovered,

Arabic, breaking, analysis, by, was
2.  process, input, the results, are, of, valuable, the evaluation, to,
the accreditation
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3. will, evaluation, the CC, between, independent, permit , the

results, comparability, of, security

4.  Dbegan, hackers, in 1990, the government, campaign, to
crackdown, nationwide

5. to remain, developments, cryptology, an area, interesting,
promises, of

6. by, evaluated, Protection Profile, be, applying, can, the APE

criteria
7. aspects, algorithms, combine, secure and fast, hybrid

cryptosystems, are, of, and, symmetric, public-key, and

8. any, change, in, does, transposition (or permutation), not, bits,

the plaintext
II. Complete the sentences using the words given below.
Block ciphers, require, were hidden, judgments, to recover,
inspection, a protocol, certification, jargon code, a set.
1. The certification process is the independent of the results

of the evaluation leading to the production of the final certificate or

approval.
2. The CC is presented as of distinct but related parts.
3. The evaluation scheme, methodology and processes are

the responsibility of evaluation authorities that run evaluation
scheme.

4. Many of the evaluation criteria the application of expert

judgements and background knowledge for which consistency is

more difficult to achieve.
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5. The CC contains criteria to be used by evaluators when forming
about the conformance of TOEs to the security
requirements.

6. In ancient times, messages on the back of wax
writing tables.

7. A method of encryption is only secure if even with this complete
access, the eavesdropper is still unable the original
plaintext from the ciphertext.

8. Kerberos is for single sign-on and authenticating users
against a central authentication and key distribution server.

Q. like DES are intended to be very hard to break.

10. , as the name suggests, uses language that is
understood by a group of people but is meaningless to others.

I11. Match the lines.
1. assurance a) host
2. trial b) analysis
3. covert C) cipher
4. estimate d) text
5. vulnerability e) measures
6. carrier f) encipherment
7. integrity g) aids
8. automated h) protection
9. communicating 1) communication
10. null J) the risk

V. Put the verbs in brackets in the correct form Active or Passive.

103




1. Back in the 90-s, Anti-virus researchers first (fight back) by creating

special detection routines designed to catch each polymorphic virus, one

by one.

6. By hand, line by line, they (write) special programs.

7. W.F.Friedman’s monograph «The Index of Coincidence and its
Application in Cryptography» (appear) in 1918.

8. US Army and Navy (work) entirely in secret, when their specialists
(begin) making fundamental advances in cryptography.

9. H.Feistel, who earlier (work) on identification friend or foe devices
for the Air Force, (change) the sphere of his scientific interests.

10.The earliest ciphers (involve) only vowel substitution.

11.French cryptographer of the 16™ century B. de Vigenere (produce) a
more sophisticated autokey cipher, but for the last 400 years people
(attach) his name to a weaker cipher.

12.Ch.Wheatstone (initiate) the usage of electromagnets in electric
generators.

13. Codes, in which all combinations (have) identical length, (hame)
uniform.

14.There are the cases when the information (transfer) not only from one
subscriber to another, but also in the opposite direction.

15.Memory cards (not process) the information.

16.Message-digest algorithms (develop) in 1989 — 1991.

17.The global network Internet (take) a significant place for the last 50
years.

18.The traditional cryptosystems (design) so that they (accept) only
identical keys which (use) for encryption and decryption.
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19.Cryptographic key (can/hide) within the user’s biometric template.

20.1f a photon pulse (measure) in the wrong basis, a random result (get).

V. Give definitions of the following terms.

Availability, hill climbing algorithm, plaintext, optional authentication

of the client, reduce risk, semagram, ciphertext-only solution, be a bit

off, integrity, access point.

V1. Translate into Russian.

1. Part 2 of the CC, security functional requirements, establishes a set
of functional components as a standard way of expressing the
functional requirements for TOEs.

2. Unauthorised access to the database can be carried out in a form of
passive attacks (e.g. monitoring of network).

3. To keep your PC protected from new viruses, Trojan horses and
other malicious software flying around the Internet, the anti-virus
program needs to download regular updates from the manufacturer.

4. The process begins with a characterization of the facility including
identification of the undesired events and the respective critical
assets.

5. In the last few decades cryptographic algorithms, being mathematical
by nature, have become sufficiently advanced that they can only be
handled by computers.

6. A well-designed cipher will not offer a simple opportunity to try
different possibilities to find partial information about the key.

7. Although the term steganography was only coined at the end of the

15th century, the use of steganography dates back several millennia.
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8. According to quantum mechanics, particles don't actually exist in any

single place.

9.

10.

The evaluation results may help consumers to determine whether the
IT product or system is secure enough for their intended application.
The converted unit record equipment (punched card machines)
compared Japanese code messages to one another at various
displacements to find messages with overlapping superencipherment

groups.

VII. Translate into English.

1.

Tepmun «yrpoza» o0003HauaeT COOBITHSA, KOTOPbIE MOTYT HMETh
HEOJIaronpusTHBIC MTOCIICICTBH.

VYrpaBrnenne WHPOPMAIMOHHBIMM PHUCKAMH — CJIOKHBIA ITpoIiece,
TpeOYIONTUI TOCTOSIHHOTO aHAJIN3a PUCKOB.

Bormpocsl 0€301acHOCTH  JOMKHBI OBITh HEOTHEMJIEMOM YacThIO
pa3pabOTKH KOMIIBIOTEPHBIX TTPUIIOKCHH.

XOopollIo CIUIAaHUPOBAHHAS M BBIMOJHEHHAs! OLEHKA pUCKa JOJKHA
3¢ (PEKTUBHO OMNpENeNsATh M HU3MEPATHh IOCIEACTBUS IIUPOKOTO
CIEKTpa yrpos.

KonuuecTBeHHasT M KauyeCTBEHHAss  METPUYECKUE  CXEMBbl,
NPUMEHSIEMBIC JJISI U3MEPEHHSI DJIEMEHTOB PHCKA, ObUIM BIIEPBbBIC
pa3paboTtanbl HanmoHaabHbIM OIOPO CTaHIAPTOB.

B TpamumnmonHoi kpunrtorpa@uu OTHpaBUTENh W IOJydaTesb
COOOIIEHUS] HMCIOJIB3YIOT OJUH U TOT € CEKPETHBIM KIIOY st
3amudpoBaHus U paciudpoBaHusl.

bbino mpeanpuHATO HECKOJIBKO TOMBITOK OINPEACIUTh HAIUYNE
creraHorpaduueckux o0bekToB B UHTEpHETE.
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8. OTOT MOTOYHBIM IMM(P HCHOAB3YeTCS ISl 3alIUThl Tele(OHHBIX
Pa3roBOpoOB B OOJIBIIMHCTBE eBponerickux crpan u CIIIA.
9. DES mmupoko ucnonb3yercs yxe 20 ner.
10. K aHanu3y prcka npoaoiKatoT OTHOCUTHCSA CKENTUYECKH.
VI1Il. Communication
Role play. Work over the role you’ve chosen. Be ready to take part in
the conference.
International Conference on Computer Security and Privacy.
Chairman. Study the topics and summaries of the reports. Think of
the agenda, your comments and possible questions.
Secretary. Be ready to make notes of the reports, questions and
answers.
Members of the conference. Be ready to present your report using
diagrams and hand-out. Take part in the discussion of the reports.
Journalists. Study the topics and summaries of the reports. Listen
to the presentation of the reports. Be ready to ask questions.
IX. Writing
Write an abstract of your report for the conference to be presented in

the group (see Appendix 2).

Unit 7. MEANS AND METHODS FOR THE INFORMATION
PROTECTION IN THE INTERNET
Pronunciation

Make sure you pronounce the following words properly:

penetration [peni‘treifon] emphasize [‘emfasalz]
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intrusion [In'tru:3en] legislative ['led3islativ]
vulnerable ['vAlnarabl] legal ['li:gal]

access [‘akses] virus ['valaras]

maintenance ['meintonons] | PUTPOSe ['pa:pas]

reliance [ri'lalons] enterprise ['entopralz]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
embedding of a program — building into a program
penetration — illegal, unauthorized access
shortcoming (of an approach) — disadvantage, weak point
smart-attack — a kind of specially directed generated attack
take a significant place — be of great importance
unauthorized user — user that tries to get access illegally, without any
permission or license
vulnerable network component — network component that is subject to risk

2. Match the following words with their synonyms:

penetration reliable, strong

reveal keep form

intrusion consider, take into consideration

prevent intrusion

take into account breaking the security system,
penetration
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proof (algorithm) detect

integrity safety

Reading
3. Pre-reading task.
Dwell on the role and the spheres of application of Internet in the life of
the modern society.
What types of information threats in Internet do you know?
What are the “weak points” in the information protection of the Internet?
What means of information protection can you name?
Which means would you recommend?
4. Decide where the following sentences go in the text.

_ The examples of software protection tools are: firewalls,
cryptographic program means, authenticating means, means for the
vulnerable network components definition and protection.

_ The access of organization to the global network INTERNET essentially
increases its functioning effectiveness and opens a set of new
opportunities.

_On the other hand, the organization should provide the creation of
information resources protecting system to prevent an access of
unauthorized users, who may use, modify or destroy important
information.

_ The hardware tools are the set of hardware means intended to the data
enciphering and to the protection from viruses.

Text 1. The information protection in the global network internet.

The global network INTERNET takes a significant place in a life of
the modern society. Nowadays the INTERNET covers many spheres of
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activities, in particular, such branches as information technologies,
commercial operations, information interchange, bank business, education
etc. Regardless of its specifics, the information protecting system for
global networks is a part of general security complex directed on
information safety assurance. The information protection is the complex of
means directed on information safety assuring. In practice it should
include maintenance of integrity, availability, confidentiality of the
information and resources used for data input, saving, processing and
transfer. The complex character of this problem emphasizes that for its
solution the combination of legislative, organizational and software-
hardware measures should be realized.

The main threats to the information safety in the INTERNET.

The unauthorized access (UAA) in the INTERNET can be
performed, in particular, using the following actions:

— penetration into network with the purpose of reading the
confidential information;

— penetration into network with the purpose of updating or
destroying the existing information;

— embedding of the programs - viruses, which will disorganize the
network functions or perform all above mentioned actions;

— destroying of the INTERNET-servers functioning or local
computers connected to the INTERNET.

All these actions can be realized separately or in any combination.

Let's list some examples of the unauthorized intrusions in the
INTERNET: smart attacks of the INTERNET-viruses, the Troyan
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programs that assemble the secured information from WEB-pages, destroy
the servers functioning etc.

The protection from unauthorized access in the INTERNET.

Every information protecting mean is directed to the certain type of
safety threats, and realizes the protection against specific types of the
unauthorized access. There are program and hardware protecting tools.

The software protecting tools are program complexes intended to
reveal and to prevent the possible UAA threats.

The examples of hardware tools are: cryptographic electronic
boards and hardware complexes-anti-viruses.

Nowadays the simple approaches to the protection system
organization are the most widespread, such as the systems for protection
from the unauthorized users’ access. These systems are rather reliable
however they do not offer the required flexibility. They are based on the
various tools for protection assurance, for example, the tools that permit
the data transfer only to those users who possess the certain addresses of
network protocol IP, tools that deny the direct users access to the
INTERNET resources and local networks. The shortcomings of this
approach consist in narrowness of the solved problem: to prevent access of
the unauthorized users to the various local networks. The similar
protection is used for access prevention of the certain users of the local
network (for example, corporate network of the enterprise) to the all
INTERNET resources, except for electronic mail. The principle of this
protection method is the following: the protection of the local information
and decreasing of external channels traffic. However users and providers
of the INTERNET services are more concerned in maintaining of general
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safety of network, in particular, the confidentiality of the information of

the sender and receiver, and the absolute reliance is necessary for the

providers and users that on the other end of the communication channel is

the legal user.

5. Answer the following questions.

What are the demerits of using Internet?

What types of information threats in Internet are mentioned in the text?

What are the examples of such threats?

What are the most widespread means for information protection?

What are the main directions of the protection activities for the users and

providers of the Internet services?

How can the main threats to the information safety in the INTERNET be

classified?

6. Mark the following statements true or false. Correct the false

statements.

1. Information safety assurance involves keeping all operations with
data protected.

2.  Software-hardware measures are enough to solve the problem of
UAA.

3. The examples of software protection tools are cryptographic
electronic boards.

4.  An example of hardware tools is a hardware complex-anti-virus.

5. Nowadays the complicated approaches to the protection system
organization are the most often used.

6. The access of organization to the global network INTERNET

essentially increases its functioning effectiveness.
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7. The information protection should include maintenance of integrity,
availability, confidentiality of the information and resources used for
data input, saving, processing and transfer.

8. The Troyan programs collect the secured information from WEB-
pages.

9. The systems for protection from the unauthorized users’ access just
prevent access of the unauthorized users to the various local
networks.

10. There are some general protecting means that can work against all
threats.

Vocabulary tasks

7. Give as many word combinations as possible and translate them.

Access, system, tools, protocol, network.

8. Form different parts of speech and translate them.

Verb Noun
expand
intend
intrusion
direction
allow
Noun Adjective
complex
reliability
digit

9. Give your definitions of the following terms.

Smart attack, flexibility of a system, proof algorithm, shortcoming
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10. Make the word combinations.

1. take a) the required flexibility

2. proof b) complex

3. shortcomings c) of a program

4. an access d) a significant place

5. unauthorized e) assurance

6. increase f) of an approach

7. offer g) algorithm

8. embedding h) functioning effectiveness
9. general security 1) user

10. information safety J) of an organization

11. Complete the text using the terms and word combinations given
below.

Change, run together, operating system, to malfunction, floppy
discs, follow, to attach themselves

Virus is a self-duplicating computer program that interferes with a
computer’s hardware or .... Like any other computer program, a virus
must be located in the computer’s memory, and the computer must then ...
the virus’s instructions. These instructions are called the payload of the
virus. The payload may destroy or ... data files, display an irrelevant or
unwanted message, or cause the operating system ....

Infection is much more frequent in PCs than in professional
mainframe systems because programs on PCs are exchanged primarily by

means of ... , e-mail or over unregulated computer networks.
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Some viruses have the ability ... to legitimate programs. This
attachment may occur when the legitimate program is created, opened or
modified. The virus is ... with the program.

12. Render in Russian the following passage.

Hosts attached to a network - particularly the worldwide Internet -
are exposed to a wider range of security threats than are unconnected
hosts. Network security reduces the risks of connecting to a network. But
by nature, network access and computer security work at cross-purposes.
A network is a data highway designed to increase access to computer
systems, while security is designed to control access. Providing network
security is a balancing act between open access and security.

The highway analogy is very appropriate. Like a highway, the
network provides equal access for all - welcome visitors as well as
unwelcome intruders. At home, you provide security for your possessions
by locking your house, not by blocking the streets. Likewise, network
security generally means providing adequate security on individual host
computers, not providing security directly on the network.

In very small towns, where people know each other, doors are often
left unlocked. But in big cities, doors have deadbolts and chains. In the last
decade, the Internet has grown from a small town of a few thousand users
to a big city of millions of users. Just as the anonymity of a big city turns
neighbors into strangers, the growth of the Internet has reduced the level of
trust between network neighbors. The ever-increasing need for computer
security is an unfortunate side effect. Growth, however, is not all bad. In

the same way that a big city offers more choices and more services, the
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expanded network provides increased services. For most of us, security
consciousness is a small price to pay for network access.

Network break-ins have increased as the network has grown and
become more impersonal, but it is easy to exaggerate the extent of these
security breaches. Over-reacting to the threat of break-ins may hinder the
way you use the network.

Common sense is the most appropriate tool that can be used to
establish your security policy. Elaborate security schemes and mechanisms
are impressive, and they do have their place, yet there is little point in
investing money and time on an elaborate implementation scheme if the
simple controls are forgotten.

13. Translate into English the following passage.
Cucrema pacliO3HABAHUA aTAK HOJDKHA o0ecreynBaTh peajin3anunro
CAeAYIONIUX (DYHKITHM:
06Hap}I)KeHI/Ie IIOATOTOBKH K aTaKeE,
cOOpKa MaKeToB;
BBISABJICHUC THUIIOBBIX ATaK HA OCHOBC 6a351 CUTHATYP aTakK;
BbISIBJICHUC aTaK; OTCYTCTBYIOIIUX B 6ase CUTHATYP, IIPHU ITOMOIIH
UCII0JIb30BAHUSI HEUPOHHOM CETH JJI aHAJIU3a CETEBOIo Tpaduka;
dBTOMATHUYCCKOC OCYIICCTBJICHUC OTBETHOH peakuun CHUCTCMbI B
ciyyae oOHapyXEHUS aTaKu.
Cpencta MOACIUPOBAHMS aTaKk TaKKe pa3pabaThIBAIOTCS HA OCHOBE
apXUTEKTYphI 3axBarta nmakeros WinPcap.

14. Scan the text and mark the sentences about the main
disadvantage of using credit cards. Point out the ways to solve the
problem mentioned in the text.
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Text 2.

Credit Card Security.

This is the age of plastic money. It's not uncommon for the typical
consumer in the western world to go weeks at a time without ever handling
a coin or bill. Everything we need is available to us with the simple "swik-
swik' sound of a credit card sliding through a reader.

The big question is: "How safe is all this plastic?"

Cash has its obvious benefits. When you buy a sandwich for $2.95
and you hand the cashier a $5 bill, you know you haven't been ripped off
when he hands you $2.05 right then and there. But when you hand your
card to a waitress at the local chain restaurant, how do you know she hasn't
taken a moment to sneak into the office and copy your card number and
signature?

In response to these issues, the big credit card companies have
developed more secure ways to do business. MasterCard International and
Visa got together and came up with a set of guidelines called the Payment
Card Industry Data Security Standards. This is a list of 12 guidelines that
imposes strict regulations on all transactions taking place between the card
company and the merchants it trades with. While these standards have
been in place since 2005, merchants are taking some time to catch up to
them. However, in the past year there has been marked improvement, and
both credit card companies have stepped up their tactics to the point where
merchants may be experiencing losses of service if they do not fall in line
soon.

Discover Card has responded to the pressure for more secure
methods with its own program. They call it the Secure Online Account
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Number program. Anytime you use your Discover card to purchase a
product online, their program will generate a random account number to
"stand-in" for the one on your card. You then send this number to the
merchant in place of the real number. When the number is verified with
Discover Card, it will link to your account and the purchase is charged to
you. The benefit of this system is that the merchant never sees your true
account number. Only you and Discover Card have access to it. Once the
transaction is completed the randomly generated account number is no
longer valid, so any attempts to use it result in denial.

A security method that online merchants are employing is the
requirement of a shipping address that matches the billing address on your
credit card. This is to guard against thieves who may steal your account
number but will have no access to your billing address. This way, if your
card is stolen, it can only be used to make purchases that will ship to your
address. Any prospective thieves will have to pick up their orders from
your mailbox, not something the average anonymity-seeking thief will
want to do.

There are also third party systems in place for ensuring online credit
card security. VeriSign's SSL (Secure Sockets Layer) technology is the
leader in the field. VeriSign will give each merchant it conducts business
with 2 "keys" (like coding alphabets), a public key and a private key. The
public key is used to encrypt information, and the private key is used to
decipher it. VeriSign's technology now offers this encryption in 128- to
256-bit encryption, which provides a nearly un-guessable number of
possible combinations of codes.

15. Grammar. The Gerund. See Grammar Reference.
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Grammar tasks

Task A. Translate the sentences into Russian. State the functions of
the gerund.

I'm sure we should go on making the experiment. As well as devising the
Playfair cipher Charles Wheatstone invented the Wheatstone bridge. One
starts performing the encryption by locating the two letters from the
plaintext into matrix. The other approach to concealing plaintext structure
in the ciphertext involves using several different substitutional ciphers. It
is the periodicity of the repeating key which leads to the weakness in this
method. Decryption is simply the reverse of the encryption process using
the same secret key. When decrypting a route cipher, the receiver simply
enters the ciphertext into the agreed-upon matrix. For encrypting elements
of a plaintext made up of more than a single letter only digraphs (two
successive letters ) have ever been used.

Task B. Find the gerund and the Complex Gerundial Constructions.
Translate the sentences into Russian.

They announced that no one had chance of cracking the cipher.
Wheatstone's inventing the cipher made development of substitution
ciphers. They insisted on the encryption being made. It may be easier to
remember this as the plaintext letters being at two corners of a rectangle.
He succeeded in cryptoanalyzing running-key ciphers. The Greeks being
the inventors of the first transpositional cipher wrote the first work "On the
Defense of Fortifications". The first European manual on cryptography,
consisting of a compilation of ciphers, was produced by Gabriele de
Lavinde of Parma. Herbert Yardley organized and directed the US
government's breaking of the codes during and after the First World War.
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Task C. Translate the sentences into English.

1. 5 He HamepeH 31eCch OOJIBIIE OCTABATHCA.

2. MI3BuHUTE 3a 0€CIIOKOMCTBO.

3. lymato, oH CriocoO€H CIPaBUTHCS C ITOM pabOTOM.

4. 4 Bcerma  uHTEpecoBaiCA npoOjieMOi  3allUThl  OT
HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA B I/IHTepHeTe.

5. IIpoekT uMeeT 1eIbi0 pa3padoTKy MOJUTUKUA Oe3omacHOCTH MHTepHeT.

6. Crtacu00 3a mOMOIIIb.

7. BuOpupysi B 0JJHOM HamnpaBJje€HUH, POTOHBI MOJAPUYIOTCS.

8. Mkl 3HA€M, 4YTO ToMmko IMPCAJIOKNUIT p33pa6aTBIBaTB ITOBTOPAIOIIUCCA
KJIFOYHU HAa OCHOBC 6I/IOMeTpI/III€CKI/IX JAHHBIX.

9. Wcnonb3oBaHWe MOPTATUBHOIO MIU(PPYIOIIETO YCTPOMCTBA MO3BOJISIET

3alIUTATh UHOOPMAITUIO, XPAHSIIYIOCS B KOMIIBIOTEPE.

10. ITocne oOHapyxeHUsI BUpyCa aHTUBUPYCHAs ITporpaMma yaaisieT ero.

11. CymecTByeT MHOTO IPUMEPOB BUPYCOB, 3aPAKAIOIINX KOMIBIOTEPHBIE

IIPOrPAMMBL.

12. Pe3ympraToM 3TOro aHaiv3a SIBJISETCS OIPEICICHHUE YSA3BUMOCTH,

KOTOpast MOXKET YBEJIWYUTH 4YacTOTy WIM BIIMSIHHEC YIpO3 Ha ICICBYIO

cpeny oOBbeKTa.

13. Ml x1a11 3aBepIlIeHUs] OLICHKH 0€30MaCHOCTH.

16. Communication

You’re going to have a job interview. Get ready for it. Prepare your

resume, CV and short video presentation. Point out your academic skills,

work experience, career plans.

17. Writing. Resume. Read the variants of resume and write your own

one. See Appendix 3.
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Unit 8. INTRANET SECURITY
Pronunciation

Make sure you pronounce the following words properly:

iris ['atoris] misconception
[miskon'sepfon]

employee [emplor'ic] legacy ['legosi]

guideline ['gaidlain] proprietary [pra‘pralotori]

encompass [In'kampas] paramount ['paeromaunt]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
external risk - risk of breaking security outside, e.g. by unauthorized users

not involved in the work of the enterprise
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internal risk — risk of breaking security inside, e.g. by the staff of the
enterprise

malware — software created by malicious users

one-time password — password that is used only once

outsourcing — transfer of some business functions or some parts of a
business process of an enterprise to an eternal contractor

reusable password — password that is used several times without changing
it

security breach — malicious actions directed to getting unauthorized access
security outsourcing — engaging outside resources for solving problems of
information protection

2. Match the following words with their Russian equivalents.

Packet sniffing OJIOKHPOBAHUE CIICIKECHUS
Secure Sockets Layer aKTUBHBIN, YITPEKIAFOITUN
dedicated private line KOHTPOJIb COOOIIEHNH,

nepcaaBacMbiX I10 CCTHU CBA3H, C
OCJIBIO BBISIBJIICHU A

KOH(pUACHIIMaTLHON HH(POpMaLIUK

intranet publishing guideline JacTHasi CEeTh JUIS CHEIUATbHBIX
LeJen

blocking snooping IIPOTOKOT 0e30ImacHBIX
COCIMHECHU I

proactive PYKOBOJICTBO IO  TIOJIb30BAHHIO

KOPHOPATUBHOM CETHIO

3. Match the following words with their synonyms.

repository counteracting
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misconception outside

theft ordinary

external stealing

reactive data storage

thin (client) misunderstanding
Reading

4. Pre-reading task.
What is Intranet?
Why are intranets built?
Which advantages and disadvantages does building of intranets have?
5. Read the text and find out whether the following ideas are true,
false or not discussed in it.
1. Few organizations use Intranets nowadays.
Intranets are used more often than Internet.
Intranets are secure unlike Internet.
One-time passwords are rather rarely used.
Reusable passwords are the main reason of intrusions.
Most security breaches in Intranet are committed by hackers.

Encryption is not used for protecting intranets.

© N o g bk~ 0D

In the report most attention is paid to the procedure of security staff
employment.

9. Extranets contribute to the developing of E-commerce.

10. The report presented below underlines the necessity of cooperative
activities aimed at intranets securing.

Text 1. Intranet Security

123



ORGANIZATION

Intranets: An  Emerging

Business Resource. Intranets are

GOVERNING

‘ revolutionizing the way

_ organizations function. Internal
Web servers have moved from
propLe 1 e A being a repository for simple

N

shared content to encompassing
applications that interact with legacy systems. Unfortunately, these
advantages also bring critical risks if the intranet is not properly secured.
CTR's new report, Intranet Security, is designed to help information
systems (IS) managers and other information security personnel work
together to build secure corporate intranets. The report discusses the
misconception that intranets are intrinsically more secure than Internet
applications and explains why businesses must evaluate their risk level
before implementing a security policy. Specific security tools and the
future of intranets are also examined in detail.

Intranet Security: Internal and External Risks. CTR's Intranet
Security report evaluates the internal and external risks related to intranets,
including: data theft, viruses, Web server vandalism, client security, and
reusable passwords. Reusable passwords act as the doorway for intruders
in 72% of attacks. The report addresses the need for strong authentication
methods, such as one-time passwords (OTP) and digital certificates. The
report also explores the risks associated with providing remote intranet
access. Virtual private networks (VPN's) provide a means to securely
connect remote offices to the intranet. The technology behind VPN's is
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examined, as well as the cost of providing access using VPN's versus
leased lines. Because intranets are typically open to the entire company,
the majority of security breaches are committed internally. The report
discusses this issue and offers valuable information on how to protect your
organization against internal security breaches.

Intranet Security Solutions. Intranet Security offers an in-depth
discussion of available intranet security products and technologies.
Perhaps the most well-known measure for securing intranets is the use of
firewalls. The report compares the different types of firewall products,
describes the capabilities and limitations of firewalls, and offers a set of
guidelines for successfully operating firewalls. Another key technology for
securing intranets is encryption. The report assesses the need for
encryption and offers an overview of important encryption concepts and
technologies such as public key encryption, digital signatures, and the
Secure Sockets Layer (SSL).

Developing an Intranet Security Policy. Developing an intranet
security policy is the most important measure that organizations can take
to improve their security. While existing security policies may address
computing and network issues, intranet policies must cover such areas as
intranet publishing guidelines and employee use of the Internet.

Future Trends in Intranet Security. Intranet Security includes a
discussion of trends in the intranet security market, including all-in-one
solutions, increased use of security outsourcing, and predictions that
intranet security breaches will increase in the short-term as many
organizations are reactive rather than proactive in implementing intranet
security. One important, and very popular, trend in corporate intranets
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involves making intranets available to third parties. Extended intranets,
called extranets, allow customers and business partners’ access to the
intranet. This connection enables the use of technologies such as E-
commerce. Intranets offer strategic advantages to businesses by creating a
centralized knowledge base, enabling collaboration, and providing a
standard interface to information across all hardware platforms. As
intranets grow into trusted resources, relied on by employees and
customers alike, the need to protect them becomes paramount. This new
report from CTR includes the tools and information necessary to help
ensure the protection and success of your corporate intranet.

6. Answer the following questions.

How can you characterize the kind of this text?

What is it made for?

What is the role of Intranets as business resource?

What are the risks of Intranet Security?

What are extranets?

How are they connected with E-commerce?

What means of intranet protection are mentioned in the text?

What are the ways and perspectives of developing an Intranet Security
Policy?

Vocabulary tasks

7. Form different parts of speech and translate them.

Noun Adjective
advantage

confidential
capability
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access
value
Noun Verb
value

ensure
breach

8. Give your definitions of the following terms.
Remote intranet access, security outsourcing, intranet publishing

guideline, reactive, proactive, misconception.

9. Make the word combinations.

1. internal a) password
2. retinal b) breach

3. data c) certificate
4. host d) intranet access
5. Port e) data

6. reusable f) pattern

7. proprietary g) risk

8. security h) forwarding
9. remote 1) theft

10. digital J) network

10. Give English equivalents of the following words and word
combinations.

B3anmopeiicTBoBaTh, 3aluInaTh HaJISKaANIUM 00pa3oM, IOAPOOHO
paccMaTpuBaThCA, KapTa mH(popMaIlmu, oOecreuynBaTh, Pl MHCTPYKITAH,

pearupoBaTh Ha YTO-TUOO0, MPOTHO3, TOCTYITHBIM.
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11. Give Russian equivalents of the following words and word
combinations.

Shared content, encompassing applications, intrinsically, remote intranet
access, leased line, security outsourcing, paramount.

12. Translate into Russian.

VPN can be a cost effective and secure way for corporations to
provide users access to the corporate network and for remote networks to
communicate with each other across the Internet. VPN connections are
more cost-effective than dedicated private lines. Usually a VPN involves 2
parts: the protected or "inside" network, which provides physical and
administrative security to protect the transmission; and a less trustworthy,
"outside" network or segment (usually through the Internet). Generally, a
firewall sits between a remote user's workstation or client and the host
network or server. As the user's client establishes the communication with
the firewall, the client may pass authentication data to an authentication
service inside the perimeter. A known trusted person, sometimes only
when using trusted devices, can be provided with appropriate security
privileges to access resources not available to general users.

13. Complete the text by translating Russian phrases given in
brackets.

(1 Mp1 npeacTaBisieM HOBBIH moaxon) to improving the security
of passwords. In our approach, the legitimate user’s typing patterns
(e.g., durations of keystrokes and latencies between keystrokes) (2
COUeTarTCSd ¢ IapojeM ToJsb3oBatens) to generate a hardened
password that is (3 mecomuenno Ooinee Hazexen) than conventional
passwords alone. In addition, (4 Hama cXxema aBTOMAaTHYECKH
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aZanTUPYETCs K IMOCTENCHHBIM (IEePUOAMYCCKHM) H3MEHEHHsIM) IN a
user’s typing patterns while maintaining the same hardened password
across multiple logins, for use in file encryption or other applications
(5 mg KOTOpPBIX HEOOXOJMM JIOJATOCPOYHBIN CEKpeTHBIM Kirod). Using
empirical data and a prototype implementation of our scheme, (6 mb
noarBepikaaem) that our approach is viable (7 B npakTuke, mpocTore
HCITIOJIB30BAHNAI, MMOBBIMIEHHON 0€3011aCHOCTH U I/ICHOJ'IHCHI/II/I).

14. Read the text and write the plan. Characterize briefly the
types of VPNs.

Text 2.

Virtual private network.

A virtual private network (VPN) is a private communications
network often used by companies or organizations to communicate
confidentially over a public network. VPN traffic can be carried over a
public networking infrastructure (e.g. the Internet) on top of standard
protocols, or over a service provider's private network with a defined
Service Level Agreement (SLA) between the VPN customer and the VPN
service provider. A VPN can send data (e.g., voice, data or video, or a
combination of these media) across secured and encrypted private
channels between two points.

Authentication mechanism

VPN can be a cost effective and secure way for corporations to
provide users access to the corporate network and for remote networks to
communicate with each other across the Internet. VPN connections are
more cost-effective than dedicated private lines. Usually a VPN involves 2
parts: the protected or "inside" network, which provides physical and
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administrative security to protect the transmission; and a less trustworthy,
"outside" network or segment (usually through the Internet). Generally, a
firewall sits between a remote user's workstation or client and the host
network or server. As the user's client establishes the communication with
the firewall, the client may pass authentication data to an authentication
service inside the perimeter. A known trusted person, sometimes only
when using trusted devices, can be provided with appropriate security
privileges to access resources not available to general users.

Types

Secure VPNSs use cryptographic tunneling protocols to provide the
intended confidentiality (blocking snooping and thus Packet sniffing),
sender authentication (blocking identity spoofing), and message integrity
(blocking message alteration) to achieve privacy. When properly chosen,
implemented, and used, such techniques can provide secure
communications over unsecured networks. This has been the usually
intended purpose for VPN for some years.

Because such choice, implementation, and use are not trivial, there
are many insecure VPN schemes available on the market.

Secure VPN technologies may also be used to enhance security as a
"security overlay" within dedicated networking infrastructures.

Secure VPN protocols include the following:

IPsec (IP security) - commonly used over IPv4, and an
obligatory part of IPv6.
SSL/TLS used either for tunneling the entire network stack, as

in the OpenVPN project, or for securing what is, essentially, a web proxy.
A major practical advantage of an SSL-based VPN is that it can be
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accessed from any public wireless access point that allows access to SSL-
based e-commerce websites, whereas other VPN protocols may not work
from such public access points. OpenVVPN, an open standard VPN. Clients
and servers are available for all major operating systems.

PPTP (Point-to-Point Tunneling Protocol), developed jointly by
a number of companies, including Microsoft.

L2TP (Layer 2 Tunneling Protocol), which includes work by
both Microsoft and Cisco.

L2TPv3 (Layer 2 Tunneling Protocol version 3), a new release.

VPN Quarantine The client machine at the end of a VPN could
be a threat and a source of attack; this has no connection with VPN design
and is usually left to system administration efforts. There are solutions that
provide VPN Quarantine services which run end point checks on the
remote client while the client is kept in a quarantine zone until healthy.
Microsoft ISA Server 2004/2006 together with VPN-Q 2006 from
Winfrasoft or an application called QSS (Quarantine Security Suite)
provide this functionality.

MPVPN (Multi Path Virtual Private Network). MPVPN is a
registered trademark owned by Ragula Systems Development Company.
See Trademark Applications and Registrations Retrieval (TARR)

Some large ISPs now offer "managed" VPN service for business
customers who want the security and convenience of a VPN but prefer not
to undertake administering a VPN server themselves.

Trusted VPNs do not use cryptographic tunneling, and instead rely

on the security of a single provider's network to protect the traffic. In a
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sense, these are an elaboration of traditional network and system
administration work.

Multi-Protocol Label Switching (MPLS) is often used to build
trusted VPN.

L2F (Layer 2 Forwarding), developed by Cisco, can also be
used.

Mobile VPNs are VPNs designed for mobile and wireless users.
They integrate standards-based authentication and encryption technologies
to secure data transmissions to and from devices and to protect networks
from unauthorized users. Designed for wireless environments, Mobile
VPNs are designed as an access solution for users that are on the move and
require secure access to information and applications over a variety of
wired and wireless networks. Mobile VPNs allow users to roam
seamlessly across IP-based networks and in and out of wireless coverage
areas without losing application sessions or dropping the secure VPN
session,

However, since VPNs extend the "mother network" by such an
extent (almost every employee) and with such ease (no dedicated lines to
rent/hire), there are certain security implications that must receive special
attention:

Security on the client side must be tightened and enforced, lest
security be lost at any of a multitude of machines and devices. This has
been termed Central Client Administration, and Security Policy
Enforcement. It is common for a company to require that each employee
wishing to use their VPN outside company offices (eg, from home) first
install an approved firewall (often hardware).
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The scale of access to the target network may have to be
limited.
Logging policies must be evaluated and in most cases revised.

A single breach or failure can result in the privacy and security of
the network being compromised. In situations in which a company or
individual has legal obligations to keep information confidential, there
may be legal problems, even criminal ones, as a result. Two examples are
the HIPAA (the Health Insurance Portability and Accountability Act)
regulations in the U.S. with regard to health data, and the more general
European Union data privacy regulations which apply to even marketing
and billing information and extend to those who share that data elsewhere.

One way to reduce the consequences from a lost or stolen laptop is
to use one of the thin client laptops now sold by several companies. These
can allow mobile workers to access security-sensitive databases with less
risk of lost or compromised data should the laptop be lost or stolen since it
has no local storage.

Tunneling

Tunneling is the transmission of data through a public network in
such a way that routing nodes in the public network are unaware that the
transmission is part of a private network. Tunneling is generally done by
encapsulating the private network data and protocol information within the
public network protocol data so that the tunneled data is not available to
anyone examining the transmitted data frames. Port forwarding is one

aspect of tunneling in particular circumstances.
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Security dialogues

The most important part of a VPN solution is security. The very
nature of VPNs — putting private data on public networks — raises
concerns about potential threats to that data and the impact of data loss. A
Virtual Private Network must address all types of security threats by
providing security services in the areas of:

Authentication (access control) - Authentication is the process of
ensuring that a user or system is who the user claims to be. There are many
types of authentication mechanisms, but they all use one or more of the
following approaches:

something you know: a login name, a password, a PIN

something you have: a computer readable token (i.e., a Smart
card), a card key

something in you: fingerprint, retinal pattern, iris pattern, hand
configuration, etc

Generally, systems use only of one of these components, usually a
login name/password sequence. Strong authentication is usually taken to
combine at least two authentication components from different areas (i.e.,
two-factor authentication).

15. Grammar. The Infinitive. See Grammar Reference.

Grammar tasks

Task A. Translate the sentences into Russian. State the function of the
infinitive.

We’ll consider the formula to be used in our calculations. Computer
science is to be regarded as one the most important discipline in technical
university. We listened to the professor deliver a lecture. We expect this
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profile to be next month. The Arabs were the first to develop the principles

of cryptography. To translate this article is difficult. The first step in

performing encryption is to locate the two letters from the plaintext into

the matrix. The ideas of Protection Profile to be presented were kept

secret.

Task B. Find the Infinitive and the Complex Infinitive Constructions.

Translate the sentences into Russian.

The only thing for you to do is to use this algorithm. Todygiu is believed

to know the problem well. The teacher made the students do the task. The

ciphers of this sort are unlikely to be secure. To approach the acceptable

level of security, the route should be much more complicated. The order of

the columns to be written is determined by the key. This block size is

likely to increase to 128 bits. Everybody knows plaintext to be the source

of information to be secured.

Task C. Translate into English.

1. Jleneramusi, KOTOPYHO HY>KHO BCTPETHUTb, COCTOMT M3 CTYJICHTOB H

[IPENOIaBaTENEH.

2. Mbl 3HaeM, 4TO NMEPBBIMHU, KTO UCIIOIB30BAI IKU(p, ObUIN CIIAPTAHIIBI.

3. JI. b. Anp06epTl U3BECTEH TEM, UTO OH U300peIT MUPPOBAITLHBINA TUCK.

4. YtoObl UMTaTh CTAThM HA QHTJIMHCKOM SI3BIKE, CTYJCHTHI JOJKHBI 3HATh

TECPMUHBI.

5. Kaxercs, OH He MOHUMAET BOITPOCOB.

6. PaboTa, KOTOpYIO0 HY>KHO 3aBEPIIHUTH, OblJla OUE€Hb CIIOKHOM.

7. nst rpekoB mpocTas 3aMeHa WM MEepecTaHOBKA OYKB B MOCJIAHUSX HE
OblIa YeM-TO HEOOBIYHBIM.

8. Llenmpro 3TOro SKCIepUMEHTa ObLIO CO3/TaHNE HOBBIX MIU(POB.
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9. Jlns oOHapyXeHus BHpyca HEOOXOJIMMO HCIMOJb30BaTh KOMILIEKC
IIPOrPaMM.

10. A xouy, yToOBI BBI TpeACTaBUIIN CBOIO pa3pabOTKy Ha KOH(QEPEHIIUH.
11. I'oBOpsAT, 4TO 3TOT BUPYC 3apa3ui KaKAbIA MSATHIA KOMIIBIOTEP B MUPE.
12. DTOT anropuT™ CO3/1aH JiJIsl TOr0, YTOObI CUHTE3UPOBATH PEYb.

16. Communication. Role play.

Job Interview.

Participants.

Staff Manager.

Candidate 1.

Candidate 2.

Top Manager.

Staff Manager. You re interested in hiring a young and enthusiastic
person. Think of your requirements and questions which will clear out the
suitable candidate. Give the comments of your choice.

Candidate 1. You've just graduated from ... university. You feel
quite well-prepared theoretically for the job and have lots of plans. Think
and be ready to present your advantages and ideas.

Candidate 2. You've got some Job experience and good
recommendations from your previous job. You're very good at doing
practical work. Think of the details and be ready to present your
advantages.

Top Manager. You have to choose the most suitable candidate.
Think of your requirements and questions to the candidates. Be ready to
test their knowledge and professional skills and comment on your choice.
17. Writing. Write your CV. See Appendix 4
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Unit 9. FIREWALL
Pronunciation

Make sure you pronounce the following words properly:

distributed [dis'tribju:t] determine [di'ta:min]
intermediary [Inta'mi:djori] penetrate ['penitreit]
relevant ['relivant] flaw [flo:]

efficient [1'fifont] adequate [‘&edikwit]
unified [ju:nifai] dual ['dju:al]

Memorize the terms
1. Read the following terms and their definitions and memorize them:
chart a table of filtering rules — prearrange a set of rules for packet
filtering
flag — marker, indicator
information outflow — leakage of confidential information
local firewall — means of protection installed on the computer
outside hub - wiring panel located outside
packet filter — means that processes packets and doesn’t allow passing of
malicious items
traffic filtering — processing and passing or blocking the information of
the internet

2. Match the following words with their Russian equivalents:
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software firewall

(YHKIIMOHAIBHBIN YPOBEHb

collapsed network

IIJIK03

distributed firewall

cepBep MPUKIIATHOTO YPOBHSI

functional layer

HOMEP MOPTa OTIPABUTEINS

gateway

PYXHYBIIAs CETh

application layer server

IIPOrPaMMHOE CPEICTBO CETEBOU

3alIUThI

source port number

pacmpocTpaHsiemMast cucreMa

3aIUTHI TOCTYIA

3. Match the following words with their synonyms:

(packet) proceeding get, obtain

relevant let pass

flaw broken down

gate (v) movement

gain intermediary, in-between

collapsed (network)

defect

mediator

significant, meaningful

Reading

. Pre-reading task.
Do you use firewall? Which one?

Where are firewalls to be used?

What are the principles of their work?

What are the criteria of choosing a firewall?

5. Scan the text and mark the sentences about

- the principles of classification of firewalls;
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- the most advantageous method of prevention access to undesirable
internet-resources and blocking external attacks;

- how information exchange between driver and application program

Is realized.

Text 1. Personal firewall.

Problem of information security in
global network is very important today
because a lot of personal computers have
connection to Internet. This problem can

be solved by means of using personal

firewall. Firewall is a system which allows
dividing network by several parts, and realizing a set of rules determining
conditions of information between these parts.

Firewalls can be classified by implementation as software, hardware
and mixed type; or by component model as local and distributed. But
classification by function layer is the most useful. Here we can determine
three types of firewalls: packet filters, application layer servers and session
layer gateways.

Session layer gateway represents system translating connections
outside. User process connects to firewall when access is gaining. Then
firewall connects to outside hub. During the work firewall duplicates
incoming and outgoing information. Such system is low efficient and
doesn’t grant new network services protection.

Application layer server represents mediator between user process

and required service. It passes through all traffic and takes a decision about
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its safety according to security policy. Such firewall is also low efficient
and very expensive.

Packet filtering lies in taking decision of gating or not one or another
packet on basis of information about IP-address, source and destination
port numbers, flags. Administrator’s task involves charting table of
filtering rules. This system has high speed of packet proceeding and low
cost.

But independently from type firewall must block all known attacks
types. Also it must prevent information outflow if harmful code has
already penetrated into computer. Control of access to internet-resources is
the best way to save labour time of staff.

The most convenient way to prevent access to undesirable internet-
resources and to block external attacks lies in packet filtering. Packet filter
is configured to filter incoming and outgoing packets on the basis of
information containing in TCP and IP headers. This technology is used
because rules of filtering can be configured flexible and speed of packet
processing is high. Main disadvantage of packet filter is visibility of net
configuration from the internet. But this fact is not relevant for personal
computer.

There are two methods of traffic filtering. First method lies in
developing user application without creating network protocol driver. Such
filters are simple in realization, but they don’t grant adequate protection.

Another method of traffic filtering adverts directly to core. There are
several technologies in this group, but we’ve chosen TDI-filter. Such
personal firewall represents packet filter and consists of driver and
application program.
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Driver realizes functions of Transport Data Interface (TDI) and
intercepts all addresses to original TCP driver to store information about
existing connections. Transport Data Interface represents unified program
interface for interconnection between transport drivers (TCP driver, for
example) and TDI-clients (servers, network interfaces emulators,
redirectors). TDI makes TDI-clients independent from used transport
protocols.

Application program reflects information about rules and packets and
realizes simple user interface. This program receives information about
blocked packets from driver. Information exchange between driver and
application program is realized by means of standard functions of Win32
Application Programming Interface.

6. Answer the following questions.

What is firewall?

How are the firewalls classified?

Which firewall is considered to be not very efficient and expensive?

Which firewall has most advantages?

Which two methods of traffic filtering are mentioned in the text?

What is Transport Data Interface?

How does application program receive information about blocked
packets?

7. Write if the following statements are true or false.

1. Firewalls monitor the information in the Internet and control its
passing.

2. The most efficient classification of firewalls is one by
implementation.
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3. Session layer gateway is the most expensive system of information
protection.

4. But session layer gateway is unable to protect new network services.

5. Application layer server is characterized as low effective.

6. The cheapest system is packet filtering.

7. The system of packet filtering operates the information about IP-
address, source and destination port numbers, flags in its work.

8. The most serious problem for personal computer is visibility of net
configuration from the internet during packet filtering.

9. The main idea of information protection in the Internet is to control
of access to internet-resources.

10. TDI-filter intercepts all addresses to original TCP driver and stores
information about all connections.
Vocabulary tasks.
8. Give as many word combinations as possible and translate them.
Layer, packet, filter, gate, gateway, application,
9. What do the following abbreviations from Text 1 mean?
IP, TDI, TCP, ICS

10. Make the word combinations.

1. packet a) firewall

2. filtering b) proceeding
3. information c) address

4. traffic d) configuration
5. session layer e) hub

6. outside f) outflow

7. functional g) gateway
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8. distributed h) rules

9. net 1) filtering

10. IP J) layer

11. Translate into Russian the following passage.

When a user downloads a virus, worm or Trojan (or it penetrates a
gateway security device), intrusion detection systems (IDSs) can issue
alerts about those attacks and intrusion prevention systems (IPSs) can
block them—if you have enough confidence in the detection signature and
if these in-line devices are on the same segment as the security breach.
However, these solutions don’t effectively address non-signature threats or
mitigate a network-wide outbreak.

Furthermore, a greater threat to businesses is posed by non-
signature-based malicious or accidental threats such as multiple files sent
to an outside e-mail address by an employee preparing to resign or music
file sharing that not only uses corporate assets but also opens that
employee’s entire C: drive. These are much harder to detect and defend
against.

12. Complete the text by translating Russian phrases given in
brackets.

Like every other component or device in your network, firewalls
also (1 HeoOxomumo MojaepHHU3MpoBaTh ) SO that they can continue to
perform and respond to new threats.

Not that you should be pessimist, but (2 ecau Bwl cumraere, yTo
Bam mexcereBorM 3KpaH ycTapen €me B TOT JE€Hb, Koraa Bel ero

ycranoBwin), you will be more able to cope with the constant need to
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update and cover the new services under your firewall, sometimes, if you
have a packet filtering firewall, you may even need to recycle it.

Of course, (3 Bam HyxeH gocTyn Kk MIHTepHET-TIouTe ¥ HOBOCTSIM),
vendors, and other users to be a part of the dialog about changes in
network security practices. Just as with application upgrades, (4
HeoOxoauMo J00aBUTH HOBYIO ycinyry B Bamry cers) the day it is issued
from the vendors. (5 Ge3omacHee HEMHOIO IMOAOXKIATH M IOHAOJIIOIATH)
while the market “shakes out the bugs and (6 m Oyayr pa3padoTaHbI
HOBBIE cTpaTeruu OesomacHocth). But without a doubt, (7 Bam
MEKCETeBOM KpaH He BeueH), and eventually you will need to recycle it,
update it to say the least.

13. Translate into English the following passage.

s 3¢ (PEeKTUBHOTO MOCTPOEHUS pacnpeieIeHHbIX
MH()OPMALIMOHHBIX TEXHOJOTUA HEOOXOAMMO YYacTue IMOJIb30BaTeNsl B
(GYHKIMSAX, BBIIOJHIEMBIX B PACHPEACICHHBIX YCTPOMCTBAX, 4YacTo
YAAIEHHBIX OT MECTa MOJIOKEHHUSI CaMOro IMOJb30BaTelsd. B cBs3M ¢ 3THM
BCTAa€T 3ajaya WJCHTU(PUKAIMM W ayTEHTU(PUKAIMU T[0JIb30BaTEICH B
Pa3IMYHBIX KOMIIOHEHTAX PACHPEAEICHHOM CHUCTEMbI W MPOTPAMMHOU
UH(PPaCTPYKTYyphl B 3aBUCUMOCTH OT BBIMOJHAEMBIX OH3HEC-TIPOIECCOB.
CymiectByeT KJaccudukanus B3aUMOJICVCTBUS Pa3IMYHBIX
nmoJib30BatTeniel, KOoTopas  TpeOyeT  pas3jiMyHbIX  pEUIeHUH  TO
uaeHTU(DUKAIMK U ayTeHTU(PUKAIMU U 3anuTe WHOOpPMAlUU B IIEJIOM.
Jns  choyxammx KOMIIAHMM — ayTeHTU(UKAUUS JOJKHA TO3BOJIHUTH
o0ecreunTh JOCTYNl K Pa3jIu4HbIM PacCTpeeICHHBIM MPUIOKECHUSIM,
oOecreunBas MHTETPALMIO PA3IUYHBIX MPUJIOKEHUH U B TO K€ BpeMs
yCTaHaBJIMBAs 3aJlaHHbIe TpeOoBaHus 1o 6ezonacHoctu (B2E).
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14. Read the second part of the article and write one sentence to
characterize each type of firewall architecture.

Text 2.

On occasion companies choose to implement a firewall based solely
on a single machine, be it a router or host. More often than not, however,
the stronger firewalls are composed of multiple parts. In this section, we'll
take a look at what we consider the five most common types of firewall
architectures: the screening router, the dual homed gateway, the screened
gateway, the screened subnet, and the "belt-and-suspenders" firewall.

Screening Router

The simplest way to implement a firewall is by placing packet
filters on the router itself. This architecture is completely transparent to all
parties involved, but leaves us with a single point of failure. Moreover,
since routers are primarily designed to route traffic, the default failure
mode on routers is usually to pass traffic to another interface. If something
were to happen to the router access control mechanism, then the possibility
would exist for unauthorized traffic to find its way into the network or for
proprietary information to "leak" out of the network.

Moreover, screening routers tend to violate the choke point
principle of firewalls. Although all traffic does pass through the router at
one point or another, the router merely passes the traffic on to its ultimate
destination. Although screening routers can be an important part of a
firewall architecture, we don't consider them adequate firewall
mechanisms on their own.

Dual-Homed Gateways
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Another common architecture places a single machine with two
networks as a dual-homed gateway. Such gateway can be used as a generic
dual-homed gateway, as described earlier, in which all users must log in to
the machine before proceeding on to the other network, or as a host for
proxy servers, in which user accounts are not required.

From a "fail-safe" perspective, dual-homed gateways offer a step up
from the simple screening router. Nevertheless, dual-homed gateways have
certain feasibility and usability problems that don't always make them easy
to use.

Screened Host Gateway

Now let's take a look at how hosts and routers can be used together
in a firewall architecture. One of the most common combinations in use
today is the screened host gateway.

In the screened host gateway scenario, the router is still the first line
of defense. All packet filtering and access control is performed at the
router. The router permits only that traffic that the policy explicitly
identifies, and further restricts incoming connections to the host gateway.
This gateway performs a number of functions:

1. It acts as the name server for the entire corporate network.

2. It serves as a "public" information server, offering Web and
anonymous FTP access to the world.

3. It serves as a gateway from which external parties can
communicate with internal machines.

Screened Subnet

The screened subnet approach takes the idea of a screened host
gateway one step further. The screening router is still present as the first
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point of entry into the corporate network, and screens incoming traffic
between the Internet and the public hosts. Rather than a single gateway, as
in the screened host gateway approach, however the functions of that
gateway are spread among multiple hosts. One of the hosts could be a Web
server, another could serve as the anonymous FTP server, and yet a third
as the proxy server host, from which all connections to and from the
internal corporate are made.

Functionally, the screened subnet is similar to the screened host
gateway: the router protects the gateway from the Internet, and the
gateway protects the internal network from the Internet and other public
hosts. One distinct advantage that the subnet has over the screened
gateway is that it is much easier to implement a screened subnet using
"stripped down" hosts, that is, each host on the subnet can be configured to
run only those services it is required to server, thus providing an intruder
with fewer potential targets on each machine.

Belt and Suspenders Approach

A final architecture takes the idea of the screened subnet and
extends still another step further. The principles are the same as the subnet
architecture: an external screening router protects "public" machines from
the Internet. Instead of a gateway running proxy server software as well as
protecting the internal network, however, those functions are split: the
proxy server host now resides on the DMZ subnet, while an internal
screening router serves to protect the internal network from the public
machines. This architecture is often called the "belt-and-suspenders"

architecture.
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The belt-and-suspenders architecture is only subtly different from
the screened subnet, but the difference is important from a security point
of view. Whereas the subnet relies on the proxy servers to perform all
access control to and from the internal network, the belt-and-suspenders
approach relies on the proxy server as the first line of authentication
defense, but the internal router serves to back up the server, as well as to
protect the internal network from the machines on the public network.

15. Grammar. The Participle. See Grammar Reference.

Grammar tasks

Task A. Translate the sentences into Russian. State the function of the
participle.

The unpolarized photons are blocked by polarization filters. While testing
the equipment you should put down the results. Having been discovered
many years ago, this method was put to practical use only last year. When
included, the elements of the risk assessment project help to avoid
confusion and misunderstanding. The fuzzy matching of biometrics cannot
be performed in the encrypted domain. The security of this method is
dependent on the security of the key being hidden and retrieval algorithms.
The described biometrics-based keys allow both performing user
authentication by biometric component and handling secure
communications by a generic cryptographic system.

Task B. Find the Participle and the Complex Participial
Constructions. Translate the sentences into Russian,

Sometimes a user doesn't want engineered authentication systems to be
used. Data can be recovered from cipher only by using exactly the same
key used to encipher it. When implemented in accordance with FIPS 140-1
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other FIPS approved cryptographic algorithms may be used in addition to

this standard. When correctly implemented and properly used, this

standard will provide a high level of cryptographic protection to computer

data. The protection provided, this algorithm will be reviewed within 5

years to assess its adequacy. The cryptographic algorithm specified in this

standard transforms a 64-bit binary value in to a unique 64-bit binary value

based on a 56-bit variable. Authentication being done the biometrics

matching would be carried out in the transformed space. The scientist

working at this problem is well-known.

Task C. Translate into English.

1. MBI HE BHUJICJIM, KaK HAIl KOJIJICTA T'OTOBHJICA K BBICTYIIJICHUIO.

2. OnucaHHBIN METOJI UMEET PsiJi HEIOCTATKOB.

3. DT0 caMblif HaIS)KHBIN U3 U3BECTHBIX CITIOCOOORB 3aIIMThl HHGOPMALIHH.

4. Korga s roToBWJICS K KOH(EPEHIIMH, MHE TPHUIILIOCH TPOCMOTPETH BCE
MOHWU 3allncCu.

5. Korga MoeMy OTily MpeUIOKUIM padOTy 3a TpaHULIC, OH OTKa3ajics
ye3KaTh U3 CBOEU CTPAHBI.

6. [Tocne Toro Kak KOHTPaKT ObLI MOJMUCAH, Mbl OTIPABUJIMCH JOMOM.

7. 51 xoten Obl, 4TOOBI ATa cTaThs ObLIa HanKMcaHa Bamu.

8. Ilocne TOoro kak MeXCETEeBOM HSKpaH ObLI YCTAHOBJICH, aTaKu HU3BHE

CTaju OJIOKMPOBATHCSI.

9. Ilpm BbIOOpE KpUNTOrpaUUYECKOro MPOTOKOJIA OOpaTUTE CBOE

BHHMAaHHE HA HAaNOOJIEE YacTo HCII0JIb3YCMBIC.

10. byayun mmMpOKO pacmpoOCTPAHEHHBIMHA, MHOTOPA30BbIE IAPOJIH

CITOCOOCTBYIOT HAPYIICHUIO OC30ITaCHOCTH.

16. Communication
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Project work. Imagine that you are a senior manager responsible for
Intranet security of an enterprise. Work out a set of corporate rules aimed
at information protection. Think of all possible risks and security solutions.
Make a presentation and be ready to discuss the problem you’re going to
solve in your project.

17. Writing.

Write an abstract of your project.

Unit 10. WIRELESS COMMUNICATION
Pronunciation

Make sure you pronounce the following words properly:

overlap (n) ['suvalap] circuit ['sa:kit]
overlap (V) [auva'lap] issue ['1fu:]
nomadic [nou'madik] knot [not]

scheme [ski:m] malicious [mo'lifos]

Memorize the terms.
1. Read the following terms and their definitions and memorize them:
security compromise — security failure, breech of protection system
assets of an enterprise — amount of property, tangible and intangible like
stocks, physical capital, buildings, equipment, documents, developments
and all information connected with the work of an enterprise

two-way radio — receiver-transmitter, send-receive set
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PDA — Personal Digital Assistant, electronic device used as electronic

organizer/secretary

data rate — rate of information exchange

inbound traffic — incoming information

2. Match the following words with their Russian equivalents:

bandwidth CIIELIMAJIbHAS TEIECETh

low power consumption HETIOCTOSTHHBIM, BPEMEHHBIN
JOCTYTI

two-way radio CTATUCTUYCCKH Ha3HAYCHHBIH
aapec

ad hoc network 10JIOCA MPOMYCKAHMUSI

nomadic access 00paboTKa JTAHHBIX Ha

KOMMYTATOPC KaHaJIOB

statically-assigned IP address

IMPpUCMHO-IICpCaaroniasn

paOyCTaHOBKA

circuit switched data service

MaJjioe SHEPronoTpedIeHue

3. Match the following words with their synonyms:

node

match (partially)

(data) rate

agreement

cordless (system)

penetrator, attacker

overlap knot

inbound speed

intruder deceive
compromise incoming

spoof battery-operated
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Reading

4. Pre-reading task.
Which wireless devices can you name?
Which ones are most commonly used?
What can you say about Wi-Fi protection means?
What are the perspectives of their development?
5. Text 1. Read the text and outline the main problems of wireless
communication security and the perspectives of protection means.

An overview of the security of wireless networks.

More and more applications are being accessed through wireless
systems, including commerce, medical, manufacturing, and others.
Wireless devices have become an extension of corporate databases and
individuals. Their security compromises are as serious as any attack to the
corporate database and may have damaging effects on the privacy of
individuals and the protection of assets of an enterprise. Wireless devices
include cellular phones, two-way radios, PDAs, laptop computers, and
similar. These are normally portable devices with limitations of weight,
size, memory, and power. The increase in functions in cellular devices
creates new possibilities for attacks. Standard attacks against the Internet
may now take new forms. Lists of vulnerabilities are already available,
showing flaws in many existing products.

Communicating in the wireless environment has its own issues and
challenges. It is characterized by relatively low bandwidth and data rates,
as well as higher error rates, and the need for low power consumption (for
mobile devices). The mobility of the nodes in cases such as ad hoc
networks adds another significant layer of complexity and unpredictability.
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There exist many different forms of wireless communications and
networking.

Some popular forms of wireless communications include:

Satellite communication;

Cellular networks, Cordless systems;

Mobile Internet Protocol (Mobile IP);

Wireless Local Area Networks (WLANS) including LAN extensions,
Cross-building interconnects, Nomadic access, Mobile ad hoc networks
(MANETS).

The security of wireless systems can be divided into four sections:

1. Security of the application. This means the security of user
applications and standard applications such as email.

2. Security of the devices. How to protect the physical device in
case it is lost or stolen.

3. Security of the wireless communication. How to protect messages
in transit.

4. Security of the server that connects to the Internet or other wired
network. After this server the information goes to a network with the usual
security problems of a wired network (not discussed here).

There is serious concern about the vulnerabilities of wireless
systems. The easy access to the medium by attackers is a negative aspect
compounded by the design errors in the early protocols. The US
Department of Defense recently issued Directive 8100.2 that requires
encrypting all information sent in their networks according to the rules of
the Federal Information Processing (FIP) standard. The provision also calls
for antivirus software.
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On the other side, Ashley et al. arrived to the conclusion that WAP
provides excellent security. It is true that Wi-Fi is becoming more secure
and Bluetooth appears reasonably secure but they (and WAP) cover only
some of the security layers. A basic security principle indicates that
security is an all- layer problem, one or more secure layers is not enough.

Third generation systems will have voice quality that is comparable
to public switched telephone networks. Voice over IP will bring its own
set of security problems. The new systems will have also higher data rates,
symmetrical and asymmetrical data transmission rates, support for both
packet and circuit switched data services, adaptive interface to the Internet
to reflect common asymmetry between inbound and outbound traffic, more
efficient use of available spectrum, support for wide variety of mobile
equipment, and more flexibility. All of these are the potential sources of
new security problems.

Web services are not delivered directly to portable devices but
transformed in the gateway. However, this situation is changing and
predictions indicate that web services in cell phones will be arriving soon.

Security patterns are a promising area to help designers build secure
systems. Several patterns have been found in the Bluetooth architecture,
including versions of the Broker, Layers, Lookup, and Bridge patterns.
However, no security patterns for wireless systems have been found yet.
This is an area to explore.

6. Answer the following questions.

What are the peculiarities of wireless communication?
What are the forms of wireless communication?

How can the security of wireless systems be classified?
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What are the contradictory opinions of experts about wireless security?

What is the forecast of wireless systems protection?

7. Mark the following statements “true” or “false”. Correct the false
statements.

1. An access to corporate and private data is often gained via wireless
devices now.

2. Security breeches in wireless devices don’t have as disastrous outcomes
as in corporate networks.

3. Modern information protection systems aren’t efficient in counteracting
the attacks against wireless devices.

4. Nomadic access implies permanent access.

5. Security of the application protects using e-mail.

6. Security of the wireless communication helps to protect the process of
sending and receiving messages.

7. The vulnerability of wireless systems is still underestimated.

8. Bluetooth is considered to be the most secure.

9. Further development of third generation systems will lead to new

information protection problems.

Vocabulary tasks

8. What do the following abbreviations from Text 1 mean?

PDA, WLAN, IP, MANET

9. Give your definitions of the following terms.

wireless environment, vulnerability, smart device, security pattern, flaw,
assets of an enterprise
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10. Make the word combinations.

1. data a) network

2. nomadic b) compromise
3. inbound C) rate

4. two-way d) interconnect
5. cordless e) of an enterprise
6. power f) traffic

7. ad hoc g) access

8. cross-building h) radio

9. security 1) system

10. assets J) consumption

11. Translate into Russian the following passage.

In recent years, many authentication protocols for the wireless
network have been proposed. When a mobile user is roaming in wireless
environment, it is desirable to protect the relevant information about him.
Assuring the anonymity of a mobile user prevents unintended parties from
associating him with the messages to/from him or with the sessions in
which he participates. The disclosure of a mobile user’s identity allows
unauthorized entities to track his moving history and current location. The
illegal access to any information related to users location without his
notice can be a serious violation of his privacy. So, anonymity is one of
importance property of these protocols.

A Dbasic solution for the provision of user anonymity is to use the
temporary identity (TID) of a mobile user instead of his real one. Our
proposed authentication scheme is based on the public key cryptosystems,

but mobile users only do symmetric encryption and decryption.
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12. Translate into English the following passage.

Perynspasie uccienoBaHusi B 00J1acTU OECHPOBOJIHBIX CETEH H
MPOTOKOJIOB TIOMOTalOT HaM TMOJYYUThb TMPEACTABICHUE O PEATbHOM
MOJIOKEHUH JIeT B 3TOM 00siacTu. MBI cTapaeMcsi OCBEIaTh 3TU BOIIPOCHI B
HaIllUX CTaTbsiX, YTOOBI MPHUBJICYHL K HUM BHUMAHHUE II0JIb30BATENCH.
OcHOBHBIMU OOBEKTAMH HAIIIEr0 HCCIEIOBaHUA SIBIISOTCS Wi-F1 Touku
J0CTyIa U MOOUJIbHBIE YCTPOMCTBA C MOAIEPKKOM mpoTokoiia Bluetooth.

Mpbl mwanupoBaiu coopath ctatucTuky 1no Bluetooth-ycTpoiictBam
Ha BBICTABKE, B MAPMKCKOM METPO U MPOCTO Ha yiuiax ropoxaa. Jlo cux
MOp HaM HM pasy He YyJaBajoch 3a(UKCHPOBATH HAIMUUE XOTSI OBl OJTHOTO
3 MOOMIBHBIX udepBeit — Cabir mm Comwar — B KPYMHBIX TOpojax
MHpa, HO Ha DpaHIKIO0 MBI BO3JIarajid 0COOBIE «HAJEHKbI», CBSI3aHHBIC C
TEM, YTO MepBbId MOOMIILHBIN YepBh (Cabir) ObLIT CO37/aH UMEHHO TaM.

14. Text 2. Read the text and write down the main ideas of its parts.

1

2

3

1. Gateways are devices that control the flow of traffic into or out
of a network. Although definitions differ, for this context a gateway can be
thought of as a device that passes packets between subnets (real or virtual),
and performs operations above OSI layer 3 (session, flow control, protocol
conversion, and application specific). Gateways can also be the source of
vulnerabilities. Gateways are important to wireless networks and mobile

wireless devices for several reasons:
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Wireless networks do not afford the same physical levels of security
as wired networks. Due to resource constraints, mobile wireless devices
are themselves often less secure than wired devices. Wireless security
gateways can protect a wired network from untrusted wireless hosts.
Unlike firewalls, for which hosts are either “inside the firewall” or
“outside the firewall,” the distinction between inside and outside is
somewhat blurred for mobile wireless devices. A company’s trusted
workers may need “inside” kinds of connectivity while using wireless
devices. Conversely, visitors may need “outside” kinds of connectivity
while connecting to the company’s wired network through an access point
inside the corporate firewall. Wireless security gateways address these
issues by performing two-way authentication and limiting access
privileges on a per-device basis.

2. Mobile wireless devices often have limited resources that cannot
support the same protocols as wired devices. They may therefore use
resource-sharing protocols which must be translated in a protocol gateway
to enable interaction with standard Internet protocol services. For example,
a WAP gateway translates protocols in the WAP suite, including WML
(HTML), WML Script (CGI), WBMP (BMP), WBXML (XML), WSP
(HTTP), WTP (TCP/IP), WTLS (SSL), and WDP (UDP).

These kinds of translation pose security issues both because the
wireless protocols are often less secure than the corresponding wired
protocols, and because, in translation, encrypted data takes an unencrypted
form inside the gateway.

Wireless devices often exist on subnets that do not support the full
Internet addressing scheme. For example devices may use IP addresses
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reserved for local access only, or otherwise not support all of the
capabilities needed for WAN access. Gateways can provide a bridge
between these local subnets and a broader WAN, (i.e., Internet). Common
SOHO wireless switches provide NAT to allow local devices to all access
the Internet using a single IP address. Similarly, a Personal Mobile
Gateway with WAN connectivity like GSM/GPRS can allow Bluetooth,
802.11, or 802.15 devices on a PAN to have full Internet connectivity.

The fact that devices behind a NAT gateway do not have unique IP
addresses has implications for some security strategies (i.e., IPSEC-AH).

Mobile wireless devices may be involved in various sorts of
commerce, such as M-commerce and downloading multimedia streams
with digital rights.

Depending on how you look at it, where conflicting privacy and
ownership interests come into play, “trusted gateways” can bridge the no
man’s land, or encapsulate the overlap as a trusted third party. This space
Is an area of active research and is, as yet, not as well defined as the other
gateway functions. Issues here are closely tied to digital rights
management. See for example the Shibboleth project.

The Internet was built on “transparency” and the “end-to-end
principle”. Roughly stated, transparency ‘“refers to the original Internet
concept of a single universal logical addressing scheme, and the
mechanisms by which packets may flow from source to destination
essentially unaltered.” The end-to-end principle holds that functions of
data transmission other than transport, such as data integrity and security,
are best left to the transmission endpoints, themselves. This allows
applications to be ignorant of the transport mechanisms, and transport
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systems to be ignorant of the data being transported. Gateways, by their
nature, violate one or both of these principles.

3. Gateway deployment strategies

At the basic network level, gateways are viewed as servers or end-
systems. But gateways create their own overlay networks and may be
involved in ISO level 2 and level 3 routing. The use of gateways can
greatly complicate problems of network management. Their deployment
should be carefully considered within a comprehensive network coverage
and security strategy.

The main reason for using a wireless security gateway is that
intruders may gain access through an insecure wireless access point and
mount an attack on the internal network.

802.11b, Bluetooth, and WAP are all potentially insecure. Access
points with stronger security are possible using Cisco or 802.1x protocols.
Typically, a large site or campus, will need many access points for good
coverage. The cost of numerous high-end access points and the problem of
managing them, especially when they are not all from the same vendor, is
a major concern. A common strategy is to use simple (“thin””) access
points and put one or more security gateways between all wireless access
points and the wired network. Then even if anyone can establish a
connection to an access point, they will be challenged at the gateway. The
gateway might use IPSEC, VPN, and/or LDAP encryption and
authentication.

Several strategies are available to ensure that access points connect

only to a gateway.
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Access points could be physically wired on a separate subnet where
gateways provide the only bridge to the main wired network. Over a large
area, the need to maintain two wired networks, one for access points, may
be impractical. Multiple smaller networks can be used, each with its own
gateway. Multiple gateways can share a common, central management tool
— like CA or HP OpenView. They may also be arranged in master/slave
relationships, i.e., for configuration and fail-over. Another alternative is to
use access points that VPN tunnel to a single gateway, using the regular
wired network as the transport medium.

Gateways can grant different users different levels of trust. The
easiest way to set this up is to differentiate users by their IP address, and
grant different levels of service (i.e., bandwidth) and different kinds of
access (i.e., specific protocols like ftp and http, and specific destination
hosts) using ISO level 2 (IP address) and level 3 (protocol type) filtering.
Access classes can be grouped by role, and identified by predefined ranges
of IP address.

15. Sum up the ideas of the text orally.

Vocabulary and Grammar 7-10. Revision.

I.  Write if the sentences are true or false. Correct the false
sentences.

1. The access of organization to the global network INTERNET
essentially increases its functioning effectiveness as well as
vulnerability of its assets.

2. Level 4 is the lowest level of authentication assurance.
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3. Trusted VPNs use cryptographic tunneling, and don’t rely on the
security of a single provider's network to protect the traffic.

4. According to the classification by function layer we can determine
two types of firewalls: packet filters and session layer gateways.

5. The easy access to the medium by attackers in wireless
communication is a negative aspect compounded by the design errors in
the early protocols.

6. To solve the problem of information protection in the Internet it’s
necessary to involve legislative measures of protection.

7. Most security breaches in Intranet are committed by clients.

8. Corporate databases include wireless devices.

9. Extranets allow customers and business partners’ access to the
intranet.

10. Firewalls can be classified by component model as software,
hardware.

I1. Complete the sentences using the words given below.

Visibility, portable, threats, identical, firewalls, portable, securing,
evaluate, outgoing, reveal.

1. The traditional cryptosystems (e.g., symmetric ciphers as AES
and asymmetric ciphers such as RSA) are designed to accept only

keys used for encryption and decryption.

2. The software protecting tools are program complexes intended
to and to prevent the possible UAA threats.
3. Businesses must their risk level before

implementing a security policy.
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4, Main disadvantage of packet filter is of net

configuration from the internet.
5. Wireless devices are normally devices with

limitations of weight, size, memory, and power.

6. Every information protecting mean is directed to the certain
type of safety

7. Another key technology for intranets is encryption.
8. Packet filter is configured to filter incoming and

packets on the basis of information containing in TCP and IP headers.

Q. Wireless devices are normally devices with
limitations of weight, size, memory, and power.

10. Perhaps the most well-known measure for securing intranets is

the use of

. Match the lines.

1. unauthorized a) outflow
2. reusable b) signature
3. security C) access

4. internal d) traffic

5. data e) password
6. outside f) breach

7. information g) user

8. outbound h) hub

9. nomadic 1) theft

10. digital J) risk
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V. Choose the correct form of the verb.

1. In this article, we were examined / have examined / have been
examined several Internet-centric firewall designs in an attempt to meet
security and performance requirements of multitier applications.

2. When designing a network, consider how other components of its
perimeter (intrusion detection systems, routers, and VPNs) may / should /
must influence the security of infrastructure.

3. In this design, all servers host / are hosted / are hosting on the
same subnet, and warrant / are warranted / are warranting equal
protection by the firewall that separate / separates / is separated them
from the Internet.

4. Many approaches explored / have explored / have been explored,
but choices about how to optimize the elliptic curve group operation often
depend / are depend / are depended on the relative costs of operations.

5. Worms are programs that can / should / have to run independently
and travel from machine to machine across network connections; worms
can / should / have to have portions of themselves running on many
different machines.

6. A true virus is a sequence of code that inserts / is inserting / is
inserted into other executable code, so that when the regular program runs
/ is running / is run, the viral code executes / is executing / is executed.

7. There is/has been/is been very little progress in the solution of this
problem since then.

8. Cryptographers interest/are interesting/are interested in two main

classes of problems.
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9. The security of the RSA algorithm depends/is depending/is
depended on the factoring problem.
10. Cyberterrorists use/are using/are used computers, electronic

networks and IT for achievement of the terrorist purpose.
V. Put the verbs in brackets in the correct form. There are some non-
finite forms necessary.

1. Speech synthesis (base) on MBROLA algorithm (produce) high

quality speech.

2. This method (propose) by the authors (detect) complex attacks.

3. The fingerprint image (need) a resolution of 500 dpi.

4. Quantum Key Exchange (also/know) as Quantum Key Distribution.

5. Such systems (call) hybrid systems.

6. The authentication mechanism (use) (provide) the authentic channel

may or may not be secure.

7. Systems (use) Quantum Key Exchange require a quantum channel

between the communication parties.

8. Bacteria, also known as rabbits, are programs that (not damage) any

files explicitly.

9. The goal of our experiment was (evaluate) empirically the number

of distinguishing features for the average user.

10. (Eliminate) reliance on a single firewall you can use multiple

firewalls to guard subnet boundaries.

V1. Give definitions of the following terms.

Security outsourcing, embedding of a program, chart a table of

filtering rules, repository, internal risk, proactive, intrusion, integrity,

misconception, software firewall.
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VII. Translate into Russian.

Security management systems protect employees, buildings, office
equipment, stock and intellectual property. ISGUS hardware and software
applications are an effective solution to diverse security requirements at all
time.

Organizational structures and employee tasks change over time and
therefore security areas, room zones and authorizations for staff and
visitors must be flexible and facilitate fast and efficient administration.

VI1I1. Translate into English.

HCCMOTpH Ha OITaCHOCTb InepexBara KOH(I)I/IJIGHLII/IEU‘IBHO?I
I/IH(l)OpMaHI/II/I, XUIICHUA JIMYHLIX JAHHBIX W HAPYHICHUA HOPMAJIbHOI'O
(GYHKIIMOHUPOBAHUS ~ MOOWJIBHBIX ~ YCTPOMCTB,  TOJBKO  €AWHUIIBI
noyib3oBaTeael  oOecrnmokoeHbl MmpooOsiemoit  3amuthl. [lomaBistoriee
OOJIBLIIIMHCTBO a00OHEHTOB HE YACIHACT BOIIPpOCaAM 0€30I1aCHOCTH JOJIZKHOTI'O
BHUMAHUA, HC CHHUTAsS 3TH YI'PO3bl KPUTHYHBIMMU.

Mexnay TeM OT NEMCTBUU 3J0YMBIIUJIEHHUKOB MOTYT NOCTPaaaTh U
a0OHEHTHI CETEH COTOBOM CBSI3M, U OMEPATOPHI, U MPOU3BOAUTENN. UTOOBI
CBCCTHU K MHUHUMYMY BO3MOXHBIC [MoTCpHn oT HHIOUACHTOB 151
IPOTUBOCTOSITh HOBBIM ~ yrpo3aM, WIpOKaM pblHKAa U aOOHEHTaM
HEO0OXOAMMO YXKe ceiuac MPUHUMATh YIPEKIAIOIINE MEPHI.

I X. Translate into English using non-finite forms of the verbs.

1. DTOT METOJ, OTKPBITBIA MHOIO JIET Ha3ajd, CTaJl HUCIOJIb30BaThCS
JIMIIIb HEAABHO.

2. Ilocne Toro, kak ObUT MPOBEIECH aHAJIN3 PUCKOB, PYKOBOJICTBY ObLIT

PEAJIOKEH P MEP IO 3aIuTe HHHOPMAITMOHHBIX aKTHBOB.
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3. Mbl 3HaeM, 4YTO TMepBbie MUGPOBAIBHBIE MAIIWHBI ObUIH
n3o0perensl B JlpeBHeil ['pennn.
4. BBIOJHUTH 3TO 3aJaHUE - HEJIETKO.
5. IlepBoe pykoBoacTBO no kpuntorpaduu B EBporne, BKIOUaromiee
pazn4HbIe BUBI IU(POB, ObLI0 co3aaHo B Utanuu.
6. bymyum Xopomo mnpoayMaHHOW, cHCTeMa O€30MacHOCTH
NPEANPUATHUS HE NOMyCKala HapyLIECHU M.
7. PazpaboTaHHBI MEKCETEBOM 3KpaH UMEET Pl IPEUMYILIECTB.
8. BeposiTHO, pa3paboTka HAAECKHBIX CPEJICTB AyTEHTUPUKAIMU —
HCJICI'Kas 3aaa4a.
9. Pa3pa60TKa, OCHOBAaHHAas Ha OJ9TOM MCTOAC, IMPCACTABJICHA B
OKJIaJ1c.
10. ITocne oOHapYyKEeHUST BUPYC YHHUYTOXKAECTCSI.

X. Communication

Project Presentation

Chairman. Study the project beforehand. Be ready to conduct the
meeting, ask your questions and make some conclusions.

Developers. Present your project. Try to point out the advantages of
using your development.

Consumers. You 're interested in buying the product which will be
efficient and cost-effective. Think of your questions to the developers and
comment on your choice.

Secretary. Be ready to make notes of the presentation, questions
and answers.

XI. Writing. Write the abstract of your project work.
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APPENDIX 1
GRAMMAR REFERENCE

Unit 3
Passive Voice
Passive
Simple Progressive Perfect Perfect
Progressive
sometimes, every | now, still, at the | already, ever, just,
day, often, always, | moment never, yet
% etc. am have
(72)
E“t’ am is being asked been asked
is asked are has
are
yesterday, two | when he came, at | by the time, already,
years ago, in 1995, | that moment, etc. etc. =
o
= etc. S <
2 : £ £
X was was have 5 3 9
g 98 &
asked being asked been asked % g» § g
S o 2 L
were were has e L =59
__ e 8 3
tomorrow BMECTO by the time in the| § <« g,
o L 5
orcyrctByromen | future % o =
=
bopMbI m
(b
=i will be asked Future will have been asked
>
H Progressive
yrnoTtpeoisercs
Future Simple
be V3 be being V3 have been V3
z £
£
< =
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unit5s
Modal Verbs

Ynompeobnenue.
BoipaskeHune cliocOOHOCTH WJIM YMEHHS YTO-JIM00 1eJ1aTh.

Can- moub, ymeTh, be able to- Ob1Th B cocTosIHMM.
BoipakeHne BO3MOKHOCTH (BEPOSITHOCTH).

May - ompesienieHHast CTETIEHb BEPOSITHOCTH,

Might - Gosbinas creneHs BepostHocTH. They may be at work. There might be some

sugar in the cupboard.

Must — ysepennoctb. They look alike. They must be twins.

Can’t — kaxeTcst HeBO3MOXKHBIM. You’ve been sleeping all day. You can't be tired.

Can ... be — Bo3amoxxHo 1. Can she still be at school?
BoipaskeHnne pa3penieHusi B BONpocax.

Can — wedopmansuoe. Can | borrow your pen?

Could - 6onee Bexxauoe. Could I borrow your car?

May — dhopmansHoe. May | use your phone?

Might — emie 6ostee hopmansHoe. Might | see your driving license please?
Bripa:xeHue pa3penieHusi B 0TBeTax.

Can — HeopmanbHoe pasperrenne. You can have my pen.

May — dhopmansHOe paspemieHre. YOU may come in.

Mustn’t, can’t — 3anpet. You mustn’t park here. You can't enter this room.
BripaxkeHue npeaioKeHus.

Would you like, shall 1/ shall we — BexnuBoe npemioxeHue.

Would you like some coffee please? Shall we buy him a present?
BripaxkeHune npocbObI.

Can — npocr6a. Can you help me finish my work?

Could - BexxmBas npoce6a). Could | have some more paper?

Will — medopmainenas nmpocsoa. Will you help me?

Beipaxkenue coBera.
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Should/ought to, had better.
You should walk more. You'd better rewrite this passage.
BripaxkeHue 10/15KeHCTBOBaHUS (HEO0X0AMMOCTH).
Must — oo6s3anHOCTE. We must obey the laws.
Have to - HeoOX0aMMOCTh, MPOAUKTOBaHHAs BHemHUMU (akTopamu. | have to be at
work at 8.30.
I've got to — HedopmasibHOE BhIpaXKeHUE JINYHOM HeoOxoaumocTH. |'ve got to leave.
Needn't, don’t have to — oTcyTcTBHE HEOOXOAMMOCTH.
BripaxkeHnue 3anpera.
Mustn’t, can’t — 3anpet. You mustn’t park here. You can't enter this room. It's room
for the staff.
Unit 7.

The Gerund.

Ynompeonenue. I'epynnuii — HenuyHas ¢opma riarosia, UMeErOUas MPU3HAKA Kak
CYLIECTBUTEIBHOTO, TaK W Trjaroja W BbIpaXarolas JeWlcTBHe, KaK IpoIliecc.
CaMoOCTOSTEIbHO BHE KOHTEKCTa HA PYCCKUW SI3bIK HE TEpPEeBOAMUTCS, TaK Kak B
PYCCKOM SI3bIKE aHAJIOTUYHBIX (popM HeT. ['epyHaunii, B 3aBUCUMOCTH OT €r0o (YHKIIUU
B TPEIJIOKEHUH, TEPEBOAUTCS OTIIIArOJbHBIM CYIIECTBUTEIbHBIM, WHOUHUTHUBOM,
JeeNpPUYaCTUEM WJIM IIeJIbIM TpeaoKeHHeM (4arie mnpuaaTouHbiM). OOOpOTHL ¢
TepyHAMEM IUPOKO UCTIONB3YIOTCS B HAYYHO-TEXHUUYECKON JTUTEpATypE.
Oobpaszosanue. I'epyHnuii oOpasyercs IyTeM NpUOABICHUS OKOHYAaHHMSI — INQ K
OCHOBE TJIaroja M BbIPa)KaeT OTBJICYEHHOE IMOHATHE O JCWCTBUMU, HE YKa3biBass Ha
YHUCJIO, JTULO U HAKIIOHEHHE.

I'epynauii B QyHKIUH MOAJIEKAIET0 MOXKET MEPEBOAUTHCS CYIIECTBUTEIbHBIM
WM HHPUHUTHBOM.
Using virtual environments has considerably widened the range of training
possibilities. HMcmonp3oBaHue BUPTYaIbHOW PEaTbHOCTH CYIIECTBEHHO PACIIUPUIIO
BO3MOKHOCTH OO0 y4EHHUS.

Measuring temperatures is necessary in many experiments. M3mepsaTs Temmeparypy
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HEO0OXOUMO TIPU MHOTHX OIIbITaX.

NMenHass 4YacTh COCTABHOIO HMEHHOI0 CKAa3yeMoOro TIEpeBOJUTCS
CYIIECTBUTEIbHBIM WU UH(OUHUTHUBOM.
One more fact is worth mentioning. Ctout ynoMsiHyTh emmé oauH (axr.
| can't help being surprised at their success. - He Mory He yIUBIIATBCS X yCHEXY.

I'epysauiik B (GyHKUUM [JONOJHEHMSI TIEPEBOAUTCS  CYLIECTBUTEIBHBIM,
IPUAATOYHBIM MPEJI0KEHUEM, UHOUHUTHBOM.
Most memory training systems involve associating the things you want to remember
with something you already have safely stored in your head. BonbmuHcTBO cuctem,
TPEHUPYIOIIUX MaMsATh, BKIIOUYAIOT MPOIECC aCCOIMUPOBAHUS BEIEH, KOTOPHIC BBI
XOTHUTE 3aIIOMHHUTh, C Y€M-TO, YTO BBI YK€ HAJICKHO 3aTIOMHUIIH.

I'epynauii B pyHKIIUM 1OTIOJHEHUS YIOTPEOIsIeTCS:
— MocJe TJIarojioB, Belpaxaromux npeamnourenue like, love, hate, enjoy, prefer u
IPYTUX U MOCJIE IJ1arojoB, BRIPAXKAIOIIUX HAa4yanao0, KOHEI U IPOJOJKEHUE JAEHCTBUS
start, begin, continue, finish u apyrux. HyxHO MMeTh B BHIy, YTO IOCIIE HHX
MOXET yHOTpeOJsAThbcsl U HWHOUHUTUB, O0€3 0co00ro M3MEHEHHUsS 3HAa4YeHUS
BBICKA3bIBAHMS;
— mocne riarojos Stop, regret, remember, forget, mean, go on wmoxer
yIOTpeOIAThCS U TePYHIUN, U UHOUHUTUB, HO 3HAYCHUE BBHICKA3bIBAHUS MPU ITOM
MEHSIETCS, YTO, COOTBETCTBEHHO OTPA3HUTCS U Ha MEPEBO/IE.

I'epynaumit B (QyHKUMH  NOPEIJIOKHOIO  JAONMOJHEHUS  TIEPEBOJIUTCS
CYILIECTBUTEIBHBIM WUJIU MPUIATOYHBIM MPEITI0KEHUEM.
There are many stories about dolphins saving sailors from drowning. CymecTtyer
MHOTO UCTOPHUH O TOM, KaK JeTb(OHUHBI CIIacaIl TOHYIINX MOPSIKOB OT THOCIIH.
The present project aims at promoting an active role of the astronomers. JlanHbrit
MPOEKT HarelieH Ha (JOPMUPOBAHUE AKTUBHOMN PO aCTPOHOMOB.
Bcerna ynmorpe0JisieTcsi repyHamid mocie ciaeayrommx riaroos: to be capable of, to
depend on, to consist in, to result in, to be interested in, to feel like, to look like, to
prevent from, to accuse of, to reply on, to approve of, to insist on, to agree to, to be

tired of, to think of, to complain of, to rely on, to speak of, to suspect of, to look
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forward. It looks like raining. IToxoxe Ha moxxas. They insisted on prolonging the
negotiations.
B ¢yHkuum ompenesneHusi repyHAMii 0OBIYHO yHOTPEOJAETCS C MPEAJIOTaMU

"of", "for", "in". IlepeBomMTCSA CYINECTBUTCIBHBIM C  MPESAJIOTOM WU
HeomnpeAeeHHO (QopMol Tiiarona, a TakKe CYIIECTBUTEIBbHBIM B POJUTEIHHOM
magcxe.

The difficulties in designing these devices led to the development of a new
technological method. TpyaHoctu B pa3paboTke gaHHBIX MPHUOOPOB MPHUBEIU K
Pa3BUTHUIO HOBOTO TCXHOJIOTUYICCKOT'O MCTOIA.

I'epynauii B GyHkmum o0CTOATENBCTBA YHOTPEOJACTCS C TpeioraMu |
IMEPCBOAUTCHA CYIICCTBUTCIIbHBIM C COOTBCTCTBYIOIIUM npcajioroMm 200051
ACCIIPUIACTUCM.

A system can be realized by making a superconducting tunnel junction. MoxHo
pe€ain30BaThb CUCTCMY, oOecreuns CBCPXITPOBOAAIICC TYHHCIIBHOC COCIUHCHUC.

On being heated to a sufficient temperature any body becomes a source of light.
JIro6oe TCJI0, HArpE€TOC 10 Hy>KHOI71 TEMIICPATYpPHI, CTAHOBUTCA UCTOYHHUKOM CBCTA.
The Complex Gerundial Constructions.

Ynompeonenue. Coueranue repyHausi ¢ NpeAlIECTBYIOUIUM €MY MPUTKATEIbHBIM
MCCTOUMCHHUCM HWJIM CYHICCTBHUTCIBHBIM B IIPUTAKATCIIBHOM HIINU 06HI€M naacxke
HA3bIBACTCS CJIOKHBIM TePYHAHAJIBHBIM 000poToM. Takoii 000poT O0OBIYHO
IICPCBOAUTCA IIPpUAATOYHBIM IIPCIJIOKCHUCM, ¢ BBOJAHBIMHA CJIOBAMH «TO, YTO», «TOI'O,
qTO», «O TOM, YTO».

CYHIGCTBI/ITCJ]BHOC HJIIK MCCTOMMCHHUC, CTOALICC IICpCa I'CPpyYHAUCM, CTAHOBUTCA B
PYCCKOM  SI3BIKE MOMJICKAIIUM NPUAATOYHOTO MPEIJIOKEHUS, a TepyHAud —
CKa3yEMbIM.

The man's coming so early surprised us. To, 9To 3TOT YeJIOBEK MPUIIIEI TaK PaHO, HAC
YIAUBUIIO.

I never doubted his working in this field of science. {1 Hukorma He COMHEBAJICS B TOM,
YTO OH paboTaeT B 3TOM 00JACTH HAYKH.

We looked forward to the contract being signed. Msl ¢ HeTepreHHEM OXHIIATH
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MOJITMCaHKS KOHTPAKTA.

Unit 8

NupunuTus ¢ yacruueu — to.

Ynompeonenue. Nubunutue — 310 OoCHOBHas (opma riarona. Ero dhopmaibHbIM
nokasareeM siBisieTcs yactuia — t0. MTHGUHUTHB uMeeT cieayromye (JOpMbI.

Forms Active voice Passive voice

Simple to translate to be translated

Continuous to be translating —

Perfect to have translated  to have been translated

Perfect Continuous to have been translating —

Simple Infinitive — o6o3Havaer [gelcTBHE, OJHOBPEMEHHOE JCHCTBUIO,
BBIPaXXCHHOMY Ti1aronom-ckaszyembim. | am glad to see you. Pax te0st BuaeTh.

Continuous Infinitive — o6o3HauaeT JeicTBHE, KOTOPOE  Pa3BHBACTCS
OJIHOBPEMEHHO C JICHCTBHEM, BBIPAXKEHHBIM IJIarojioM - ckazyembiMm. It is pleasant to be
walking along the shady alley. ITpusiTHO HATH IO TEHUCTOM asIee.

Perfect Infinitive oGo3nauaer aeiicTBHe, KOTOPOE MPEIIIECTBOBAIO EHCTBHIO,
BBIPAXKEHHOMY TJIaroyioM-ckazyeMbiM. | am sorry not to have helped you. Mue »xairb,
YTO HE CMOT TeOE TOMOYb.

Perfect Continuous Infinitive — o6o3Hauaer aeciicTBHE, KOTOPOE IMIOCH B
TCUCHHUE ONPEACICHHOIO MEepHoaa BPEeMEHH 0 HacTosIiero MomeHra. It seems to
have been raining since the very morning. Kaxercs, 10oX1b HIET C CaMOTO yTpa.

Passive Infinitive — WHQUHWUTHB TEPEXOMHBIX TIJIATOJIOB HMMEET JBE (OPMBI
naccuBHOTO 3asora (Simple and Perfect). B oTpunatenbHbIX MpenIoKeHUSIX MEpe]
uHuauTHBOM cTaButcs — NOt. We decided not to go out because of the weather. Mer
PEIIIN HE TYJISTh U3-3a TIOTOJIbI.

NudpuauTus 06e3 yactuubl — 0.
Ynompeonenue. Vicnonpzyercs B CIIEAYIOINX CIy4asX.
ITocsie BcmoMorartebHBIX ri1arosos. | don't understand.
IMocsie moganabHbIX raarosos. If one cannot have what one loves, one must love

what one has.
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IMocsie riaronoB wyBcTBeHHOro Bocmpusitusi. | never saw you look so well
before. 5l Hukorna He Bunen Bac Takum paHbiie.

ITocae riuaroana to let. Ilocue riaaroaa to make (3acTaBiasiTh).

IMocne koucTpykuuii had better, would rather, would sooner.

Dyukyuu uHuUHUMUBA 6 npediorceHuu. B TPOCTEHIINX CllydyasX aHTIUUCKUN
UHQUHATUB HE OTIIMYACTCS OT PYCCKOTO.

Eciu WHQWHATHB CTOMT B Havajle MNpeIJOKeHHsA, a 3a HUM CTOWT
CKa3yeMoe, TO OH BBIMOJHICT (PYHKIHIO MOIJIEKAIIEro U IMePEBOIUTCS Ha PYCCKHIMA
SI3bIK MHPUHUTHBOM W cyiiecTBUTebHBIM. To read is useful. Yurats - mosesHo.

NupunuTuB  BbIMOJHAECT (GYHKIMIO 4YaCTH COCTABHOIO HMMEHHOIO
CKa3yemoro, ecjiu CToMT rocie riarojia to be. The purpose of this test is to determine
the mechanical characteristics of the material. Ilenp ucnbiTaHUsI — ONpenEIUTH
MEXaHHYCCKHE XapaKTePUCTUKH MaTepHaa.

NHpUHUTUB, CTOAINMH MOCJIEe CKa3yeMoro HJIM KOCBEHHOIO [{ONOJIHEHHUS,
BBICTYIAeT B PyHKIMK MpsiMoro aonouenns. | like to read. S o060 yuTats.
OcHnoenble ocobennocmu, omauyarougue AHIUICKUNL UHQUHUMUE OM PYCCKO20.

NuduHuTHB, CTOSIINI B HAaYaJ e TMPeIJI0KEHHS 10 IPYNIbI MOIIEKAIIETr0 W
mocJjie CKa3yeMoro, BBITIONHACT (QYHKIMIO 00CTOSITEILCTBA IEJIM U TIEPEBOIUTCS HA
PYCCKHUH S3bIK TPUAATOYHBIM MPEIIOKCHUEM C COF03aMHU «ITOOBD», «IUIS TOTO, YTOOBI.
Laws were not made to be broken. 3akoHsl co3maHbl HE [JIg TOro, 4roOBI HX
HapyIIaTh.

MHGUHUTHB [IeJIM MOXKET BBOAMTHCS ciioBaMu IN order to, so as.

NHpuHUTHB B POJIM ONpeeJieHUsl, CTOSIIEro Mmocje OIpenessieMoro cJoBa,
gamie OblBaeT B (opMe NACCHBHOI'O 3allora W TEPEBOAUTCS HAa PYCCKHU SI3BIK
NPUAATOYHBIM  ONPEICITUTEIBLHBIM MPEIUIOKEHUEM C OTTCHKOM OYyIYIIHOCTH |
MmonanmsHOCTH. The strength of radio waves to be measured is expressed in microvolts.
Cwita paIMOBOJTH, KOTOPAst JIOJDKHA OBITh H3MEPEHA, BHIPAXKACTCS B MUKPOBOJIBTAX.

The Infinitive Constructions.
B Hay4HoOl JInTepaType BCTPEYArOTCS TAKXKE HHPHUHUTHBHBIC 000POTHI IBYX THIIOB.

Complex Object.
174



Ynompeonenue. Cnoxuoe N0NMOJTHEHHE WCIONB3YETCS B HAYYHOH JUTEpAType IS
COCITMHEHUSI IBYX MPOCTHIX MPEATIOKEHHH, Hartpumep, 1o gopmyine: Smb. did smth. + |
saw this = | saw smb. do smth.

| saw him cross the street. 51 Buien, kak OH MEPEXOAU YIIHILY.

The scientist consider the sun to emit radio signals. YueHnsle cuuTaroT, 4TO COJIHIIE
HCIyCKaeT paJuOCUTHAIBI.

B Takux obopotax ucnonb3yroTes riaronsl: see, hear, feel, notice, smell, find, know,
think. Ha pycckuii si3bIK PUAaTOYHOE MPEUIOKESHUE TIEPEBOIUTCS C TIOMOIIBIO COFO30B
«kak, uro». Ilocme riaromoB want, wish mpu mnepeBoae NPUIATOYHOE
peIoKeHHEe HauMHaeTCs ¢ coro3a «4Toob»: | want him to open the door. S
X04y 4TOOBI OH OTKPBLT JABEPb.

Complex Subject.

Ynompeonenue. Cnoxuoe mojmiexaiiee COCTOMT U3 TOIJICKAIIETO, BRIPAKCHHOTO
CYIIIECTBHUTEIBHBIM B OOIIEM Ta/ie)ke WM MECTOUMEHHEM B UMEHUTEIHHOM IaekKe U
nHQUHUTHBA. MeX Ty KOMIIOHEHTaMH 000pPOTa CTOUT CKa3zyeMoe, KOTOPOE MOKET OBbITh
BBIPYKCHO CJICTYIOIIMH YETHIPEMS CIIOCOOaMHU.

I'marosiom B opMe cTpagaTeJbLHOI0 3aJjiora, Hapumep, IS said, is known, is
supposed, is believed, is assumed, is thought, is considered, is found.

These tubes are said to give considerable economy. I'oBopsT, YTO 3TH JaMIIbI JAlOT
3HAYUTEILHYIO 3KOHOMHUIO.

I'marosamu B dopMe akTHUBHOIO 3aJ10ra, HanpuMmep, to seem, to appear, to
prove, to happen. IlepeBom Ha4YWHAETCS C BBOJHOTO CJIOBA «KaXXeTCH,
okaswiBaeTcs». He seems to know English. Kaxxercs, on 3HaeT aHrmuiicKuii.

NudunutuB ynorpediasiercsi co caoBocoderanusimu to be likely, to be
unlikely, to be certain, to be sure. He is likely to know English. BepositHo, on
3HACT AHTJIMUCKUM.

Nudunutus c for. It is not unusual for restored cars to sell for more than
they did when new. Jlns pectaBpupOoBaHHBIX MallWH HE SBISCTCS HEOOBIYHBIM
TOT aKT, YTO OHH IIPOJAFOTCS JOPOXKE, YEM CTOMIIH, KOTJIa ObIJIH HOBBIMH.

Unit 9
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IIpuyacTue - 310 HenwdHas (opma rijarosia, Kotopas oOjagaeT MpHU3HAKAMHU
rjarojia, MpPHJIAraTeJbHOro M Hape4yusi. B COBpEeMEHHOM aHIJIMHCKOM S3BIKE
umerotcs aBa npudactus: npuyactue | (Participle I) u npuaacTue 1l (Participle 11).
Participle 1 (Simple, Perfect) o6pa3yroTcst ipu oMoy HHGUHUTHBA O€3 YaCTHIIbI
"to" ¢ mpubaBieHuem cyddukca — ing.

Participle Il o6pa3ytorcs myrem mpuOaBiieHHs K OCHOBe riarojia cydduxca - ed
(mpaBuibHble Tharonsl, €.g. look+ed). Participle |l HempaBuIbHBIX TIJIarojoB
SBISICTCSA MX TpeThbed (OpPMOM, YTO BHIHO B TaOJIMIIC HEMPABUIBHBIX TJIaroJioB,
Hanpumep, gone, spoken, taken u apyrme. Participle Il umeer Toapko dopmy
CTpaJaTesIbHOTO 3aJI0ra.

Participle I.

Ynompeonenue. Tlpuuactue 1 aktuBHoro 3anora (Participle I, Simple, Active)
MOJKET BBITIOJHATH B MPEII0KCHUN QYHKIIUYA ONMpeaeIeHUsI M 00CTOATEIbLCTBA.

B ¢yuxknuu onpenenenusi Participle I, Active Moxer cToATh mnepen
orpeneNieMbIM CIIOBOM (JieBoe ompeneneHue). [lepeBoauTcss Ha PYyCCKHM SI3BIK
NpUYacTHEM HACTOSIEr0 BpeMeHH ¢ cypdhukcamu —yi-, -foMl-, -aml-, -sl- UIn
IpUYacTHEM MPOIIEAIIero BpeMeHH ¢ OKOHuYaHweM - Binuii. They looked at the
flying plane - Ouu cMoTpeu Ha jeTsnuil (JIETEBIIHIT) CaAMOJICT.

Ecam npuyactue | crour mocie omnpeaenasieMoro cjaosa (mpaBoe
OTIpeJIeJICHHUE), TO HAa PYCCKHH S3BIK OHO TIEPEBOAUTCS MPUYACTHBIM 000POTOM
WIN oNpeaeuTeJbLHBIM NPUAATOYHBIM Npeanoxkenuem. A magnet attracts only
objects containing iron. Maraut NpUTATHUBAET TOJIBKO MPEIMETHI, COJEpIKAIIUE
*Keleso0.

Ipuyactue | crpagareannoro 3amora (Participle |, Passive) ma pycckuii
S3BIK TICPEBOJUTCS MNPUYACTHEM CTPAAATEJLHOT0 HJIN JAeliCTBHTEJbHOTO
3aJiora ¢ OKOHYaHHMSAMHM  -MBbIM, -IIUKWCS WJM  ONpedeUTeJbHbIM
NPUIATOYHBIM Tpeasio:xkenueM. The bridge being built across the river is very
beautiful. MocT, cTposituiics yepe3 peky (KOTOPBI CTPOUTCS Yepe3 PeKy), OUCHb

KPaCHUBBIM.
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B ¢yuxkuuu onpenenenuss mpudactue | (Participle I, Simple, Active or
Passive) MoxeT CTOATh B Havajle MpeaiokeHus (nHoraa ¢ coro3zamu When, while)
WIN B KOHIIE TpeiokeHus. [lepeBOIUTCS CIeTYIOMIMME TPEMS CIIOCOOaMH.

1. leempuyacTueM, OKaHYMBAMOIKUMCS Ha -a(ch), -sa(ch). He spent the whole day
preparing for his exams. Ox mpoBes BeCh JIeHb, TOTOBICH K IK3aMCHAM.

2. O6cTOATEILCTBEHHBIM NPUIATOYHBIM Npe/iokenneM. Being repaired recently
the bridge was in good condition. Bynyun HegaBHO OTPEMOHTHPOBAHHBIM, MOCT
ObL1 B XoporieM cocTossHuu (Tak kKak MOCT HEJJaBHO OTPEMOHTHPOBAJIN, OH OBLIT B
XOPOIIEM COCTOSHUM).

3. CymecTBuTeIbHBIM ¢ mpeaiorom 'mpu'’. When translating a scientific article he
met a lot of difficulties. IlepeBoast cTaThio (mpu MepeBoje, KOTIA MEPEBOIMII
CTaThi0) OH BCTPETHIICS CO MHOTHMH TPYIHOCTSIMHU.

Participle 1, Perfect, Active (having analyzed) moxeTr mnepeBoaMThCS Ha
PYCCKHUH S3BIK JieeNPUYACTHEM COBEPUIIEHHOT0 BU/AA, OKAHYMBAIOIIUMCS Ha -aB
WA MIPUAATOYHBIM TPETIOKECHUCM.

Having analyzed the properties of the substance they made some new conclusions.
[Mpoananu3upoBaB CBOMCTBA BELICCTBA, OHU CJICIATH HOBBIC BBIBOJIBI.

Participle I, Perfect, Passive (having been given) mepeBoauTcs, Kak MpaBuio,
npuIaTOYHbIM npeaioxenuem. Having been given all the instructions he began his
work. ITocse Toro kak OH MOJIYYnI Bce yKa3aHHs, OH Hadanl paboTaTh.

Participle 11.
Ynompeonenue.

Ecan npuyactue || saBasieTcsi JieBbIM onpeaesieHHeM, TO Ha PYCCKHI SI3bIK OHO
MIEPEBOAUTCS MPUYACTHEM CTPAAATETBHOI0 3AJI0Ta C OKAaHYMBAIOIIUMCS HA -HBIH, -
TeIi, -MbIid. The described method is widely used in industry. OnucaHHBIH METO.
[IHPOKO HCIIOJB3YETCS B IMPOMBIIINICHHOCTH.

Ecan npuyactue || siBiisieTcss mpaBbIM ompeaeieHHEM, TO Ha PYCCKHH SI3BIK
OHO  TICPEBOAWTCS  MPUYACTHBIM  O0OPOTOM  WIH  ONpeaeJuTeJTbHbIM

NpUIATOYHBIM  TpenjiokeHumeM. The equipment tested requires further
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improvement. -  HcmeiteiBaeMoe — oOopymoBaHue — TpeOyeT — JajdbHEUIIETo
YCOBEPIICHCTBOBAHUSI.

Ecian npuyacrue II ynmorpedasiercsi B pyHKUMH 00CTOATENHBCTBA, TO OHO
MOXET CTOATh B Hadale NpeIOKeHUs (Tmepea MoAjekKamuM) W B KOHIIC
npemioxenus. Ilepen Participle 11 moryr ynorpebmasteest corosnl if (eciu), unless
(ecm we), while (B To Bpems kak), when, as u npyrue. B atom cinydae Ha pycckuii
S3BIK PUYACTHE TIEPEBOAUTCS TPEMS CIIOCOOaMHU.

1. O6cTOATENIHLCTBEHHBIM NPUAATOYHBIM TipemioxkenueM. If heated, molecules of
the material move faster. Eciu Monekynbl BemiecTBa HarpeTh, OHU JBHIKYTCS
owIcTpee.

2. CymecTBUTEJIbHBIM ¢ mpeaiaoramMu "mpu'" wim “xorma”. When offered work
abroad, Popov refused to leave his country. Korna IlomoBy npemioxuau paboty 3a
TpaHUIIeH, OH OTKAa3aJICsl TOKHHYTh CBOKO CTpPaHy.

3. "byayuu" + kpaTkasi ¢popMa npuyacTus.

Participial Constructions.

Ynompeonenue. TlpudacTHble 000POTHI TPEICTABISAIOT CO0OM  codyeTaHHe
MIOJJTE)KAIIETO, BBIPAXKECHHOTO CYIIECTBUTEIBHBIM WM JUYHBIM MECTOMMCHHEM, U
KaKou-1160 (HOpMbI IPUIACTHS.

The Objective Participial Construction (cio:xknoe gomoanenne). | want it done
by 5 o'clock. 51 xouy, 4T00OBI 3TO OBLIO CIETAHO K 5 YacaM.

The Absolute Participial Construction (He3aBHCHMMBIH TPUYACTHBIH
o0opoTt). He3aBucumbIii IPUYACTHBIN 000POT OTACISAETCS 3aIsTOW M HE CBSI3aH HU C
OJTHUM CJIOBOM B JApYyroil dvactu mnpemiokeHus. OH TICPEBOJAHMTCS B Havalje
NpeAIoKeHusi — OO0CTOATEIHCTBEHHBIM NPHAATOYHBIM TNPeAT0KEHHEM C
coro3amMu (TaKk Kak, KOTJa, €CJH), B KOHIE TNPeIJIOKEeHHT — MPOCTbIM
npeaJiosKeHueM, BBOISIINMCS Coro3aMu (TpudeMm, a, u) wim 6eccorozno. The driver
having repaired the motor, we could go further. Ilocne Toro, kax BOAUTENH
OTPEMOHTHPOBAJ MOTOP, MbI CMOTJIN JABUTaThCA Janbiie. He3aBUCUMBIN MPUYACTHBIN

obopot MoxeT BBoguThcs mpemiorom With. With experiments having been carried
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out, we started new investigation. ITocie TOro, Kak OmMbITHl OBLIM MPOHU3BEACHBI, MBI

Ha4daJIl HOBBIC UCCIICAOBAHUA.

APPENDIX 2

Steps.
l.

Writing an Abstract

The aim and methods of the research.

Il. Characteristics of the research.

I11.The results of the work.

Phrases.

1.

This paper presents (discusses, illustrates, describes, contrasts, explores, shares
one’s experience in, investigates, introduces,, seeks to develop, advocates,
gives a short overview of)...

This paper is an attempt to...

In this paper we survey...

The author presents (discusses, proposes, studies, generalizes, conceives, has

tried to ensure)...

5. The initial purpose of study was...
6. It is pointed out that...

7.
8
9

It is argued that...

. Our concern in this paper is to show...

. Special attention is devoted to...

10.The main focus is on...

11. The effectiveness of this method has been confirmed...

12.The described method is applicable to...

13.The method requires...

14.The method can be regarded as...
15. Finally...
16.Thus...
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17. The paper ends with the discussion...

18. Experimental results are presented...

19. The main result is...

20. The results indicate / are presented / based on...
21. Conclusions are drawn

22. The study summarizes the results...

23. The main contribution of the present work is...

APPENDIX 3

a) Chronological resume. George’s resume has details about his work experience
and coursework that will strengthen his application for the position.

George Amalfi
5001 Lampe Avenue
Consdale, IL 6033(504)347-8432

OBJECTIVE: Commercial Loan Officer

WORK EXPERIENCE: Commercial Credit Analyst
Biggs Bank, Carnsdale, IL

1999-present Analyze and structure commercial loan
packages

Develop new business
Manage and train junior loan officers

Work with domestic clients

EDUCATION: MBA, France
June 2000 Grandell University, Chicago, IL
June 1996 GPA 3.59

BS Business Administration
University of Wisconsin,
Madison WI

GPA 3.59

COURSEWORK: Financial management of banking institutions
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Money and banking
Quantitative business methods
Marketing management

International business

HONORS: Crandell University Fellowship
FOREIGN LANGUAGE: Fluent in German
INTERESTS: Triathlete training

Photography
REFERENCES: Available on request

b) Functional resume. Timothy’s skills have been derived primarily from clerical
positions and from volunteer work. As he is looking for a position as a management

trainee, he puts his managerial skills first.
TIMOTHY CHU
309 Fleury Street
St.Paul, MN
38276(022)262353 (day time) (336)47436 (evening)

EDUCATION

June 1988 BS, Management, University of Minnesota
GPA 3.38

OBJECTIVE Management trainee

SKILLS

Managerial: Planned fundraising activities for nonprofit
corporation
Supervised a staff of six clerical workers
Organized and facilitated clerical planning
group to improve work
Organized and conducted aid workshops
Handled managerial accounts for small
company

Technical: Estimated data patterns using diverse
forecasting methods
Have experience with cost benefit analysis
Program in MINITAB an BASIC
Conducted research project on recidivism rate
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among mentally ill in St.Paul

Implemented project to improve
Analytical: communication between management and
clerical staff

Created system to improve data collection for

Communication: reports to management

PERSONAL Willing to relocate

References on request

c) Combination form resumes. This resume combines skills with chronological
information. Arthur puts his academic and professional qualifications at the
beginning of the resume and deemphasizes dares. He includes a computer skills
section that will be useful for an employer interested in hiring a programmer or
analyst.

ARTHUR TOWNE
478 Coy Drive
Hanes, NH 32456
(303)230-1296

JOB OBJECTIVE Computer programmer/Analyst

QUALIFICATION BS, Management Information Systems

2 years’ full-time programming experience

EXPERIENCE Programmer, Computerland

Boston MA

Designed an integrate sales order/purchase
order system

Designed and  implemented  accounts
receivable system and utilities to work with
point-of-sale software.

Also worked in sales, customer support, and
technical service (1997- 1999).

EDUCATION BS, Computer Science, Boston College.

Mathematics minor (June 1999)

COMPUTER SKILLS Have worked on IBM PC/XT, IMSAI 8080,
Northstar Horizon, HP-2000F, CDC Cyber
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170 720-2
Familiar with UNIX, PC-DOS, Primos, CP/M,
NOS.

COURSEWORK Information Systems
Administrations

Management Information Systems
Technical Writing

Business Calculus

MEMBERSHIP Data Processing Management
REFERENCES On request
APPENDIX 4

Curriculum Vitae

1. Name Surname

2. Personal Information
Address

Telephone home: mobile:

Nationality
Marital status
Date of birth
Email

3. Career history

4. Education

5. Languages
6. Computer skills

7. Additional information
SAMPLE
PATRICIA HEPWORTH
1 Any Road, Anytown AN1 1CV
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Telephone: 01632 960 739 (Home); 07700 900 709 (Mobile)

Email: patriciahepworth@example.com

A dedicated and results-driven senior manager with a highly successful background

in the achievement of profitable business growth through the creation and execution

of successful sales and marketing strategies. Experienced in working with leading

brands in the competitive retail and automotive industries with the primary focus on

exceeding expectations for customer service delivery while ensuring optimum brand

impact. Possesses excellent interpersonal, communication and negotiation skills and

the ability to develop and maintain mutually beneficial internal and external

relationships. Enjoys being part of, as well as managing, motivating and training, a

successful and productive team, and thrives in highly pressurised and challenging

working environments.

2005-2009 TYRESUKLTD

Freelance Consultant/Interim Network Development Manager

« Project managing the redevelopment of the retail sales strategy across the UK
market with the ultimate aim of facilitating business performance improvements

« Successfully developing multi-channel solutions including instigating a new HiQ
Fast Fit Franchise proposition

« Playing a pivotal role in the design and development of a class-leading B2C
eBusiness website

« Working in close conjunction with external professionals to create and implement
a retail network representation plan

« Actively involved in developing a new retail store concept and in redrafting all
contractual agreements and process/procedure manuals

« Coordinating the pitch and scoping process for the selection of a staff training and
development academy

1999-2005 BDW GROUP

2005-2005 Managing Director, BDW Contact Ltd
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« Fully accountable for the establishment and management of a new business arm
specialising in the provision of telemarketing services requiring the development
of an independent customer base

« Collaborating with professionals and third parties to set up the infrastructure for
the company and coordinating the recruitment, selection and training of 15
members of staff

« Planning and organising a highly successful launch programme and driving the
business forward to break-even three months ahead of projections

« Introducing a range of B2B and B2C services and facilitating the provision of 24-
hour service by business partnership in conjunction with an external agency

2000-2004 Operations Director

« Providing management and support to up to 68 members of staff and motivating
them towards the achievement of optimum service delivery standards to facilitate
customer satisfaction and maximum revenue generation

« Maintaining full profit and loss accountability up to £5 million while achieving a
year-on-year growth in revenue of more than 10%

« Initiating half yearly service reviews with major blue chip, retail clients and
formalising account planning to ensure best practice resulting directly in
recognition for excellence in customer surveys

« Developing and implementing new billing and forecasting systems which
significantly improved overall efficiency

« Enabling a 5% increase in actual gross margin in 1 year through the
implementation of a staff incentive scheme

1999-2000 Account Director

« Working in close conjunction with key client representatives to develop
marketing strategies and point-of-sale materials on behalf of retail partners

« Negotiating and securing £120,000 in bespoke systems development revenue and
playing a key role in increasing monthly revenue from £12,000 to £100,000

1996-1999 WORDS PICTURES SOUNDS
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Managing Director
Setting up and developing a full service design agency from the initial business
planning, financial forecasting and business strategy development through to
building and retaining the customer base
Successfully securing and effectively managing contracts with leading brands
including Audi, One 2 One and Cadbury for the provision of a range of creative
services including media creative, brochure design, corporate identity and hard
point of sale
Achieving approved supplied status with Audi and One 2 One and delivering
sustained income growth with the turnover increasing from £75,000 in 1996 to
£750,000 in 1999

1983-1996 VAG (UK) LTD

Audi A8 Project Manager
Commencing employment as a Trainee Field Sales Manager on behalf of the sole
importers of Volkswagen and Audi vehicles and parts into the UK
Gaining a series of promotions through various product, marketing, operations
and advertising management positions, both head office and field based
Ultimately undertaking the head office role of Audi A8 Project Manager tasked
with the development and promotion of the brand and the vehicle within the

luxury market with a total spend of £1.5 million

Education and Qualifications

4 A Levels Mathematics, Economics, History and General Studies

8 O Levels Including English and Mathematics

Professional Development

Management Development Programme « Effective Man Management

Marketing Management « Appraisal Training
Presentation Skills « Team Building
Finance for Non-financial Managers « Creativity Training

IT Skills

Word, Excel, Access, PowerPoint, Internet and Email
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Personal Details

Driving Licence Full/Clean
Health Excellent; non-smoker

Interests Squash, Golf, Reading (current affairs), Theatre and Cuisine

References Are Available On Request

APPENDIX5

Additional information

1. The Protection of Information in Computer Systems. Jerome H.Saltzer,
M.D.Schroeder, www.cs.virginia.edu/~evans/cs551/saltzer/

2. Secure IT. www.e-pag.com/secureit/secure_it_page.htm

3. Business Project Risk Management Analysis. www.risk-analysis-guide.com.

4. Risk Analysis Technicues.
www.mindtools.com/pages/article/newTMC_07.htmWelcome to Cryptography.
www.cryptography.org

5. Cryptography e-Books. kazus.ru/ebooks/books/eng/22/0/0.html

6. An Overview of Cryptography. www.garykessler.net/library/crypto.html

7. YouTube — Theory and Practice of Cryptography.
www.youtube.com.watch?v=ZDnShu5V99s

8. Applied Cryptanalysis: Breaking Ciphers in the Real World. Astopsi: Stamp M.,
Low R.M. lib.mexmat.ru/books/29261

9. YouTube — How to Use Cryptanalysis to Obtain and Decrypt Passwards.
www.youtube.com.watch?v=P60JY Ktpec8

10.Steganography and Digital Watermarking — Attacks and Countermeasures.
www. jjtc.com/stegoarchive/
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Word list

Unit 1

administrative and legal framework - ammMuHHCTpaTHBHO-TIPaBOBAS
CTpyKTypa (OCHOBa)

applications — mpuioxeHUS

assurance measures — cpeicta 00ecIeUeHUs JOBEPHs
availability - noctymHOCTE

carry out — npoBOAUTH. BBIIIOJIHATH

confidentiality - xonbuaECHIIMATEHOCTD

conformance — COOTBCTCTBHUE, COITIACOBAHHOCTD
consumer — notpeduTehb

counter the identified threats — npoTMBONOCTAaBUTH YCTAHOBICHHBIM

yrpo3am
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developer — pa3paboTuuk
distributed systems — pacnpezeneHHbIC CUCTEMBI

evaluator — oneHmmx

electromagnetic emanation control — KOHTPOJL AJIEKTPOMATHUTHOTO
V3JIy4EHUS
firmware — mporpammHoO-anmapaTHOe o0OecleYeHHe, BCTPOCHHEIC
IPOTPaMMBI

form judgements — cocTaBuTh MHEHUE

fulfill the needs — ynosaeTBOpsTH MOTPEOHOCTH

fundamental purpose and justification — ocHOBHas 1ieib M ONIpaBIaHUC
(MOATBEPKICHUE)

hardware — anmapatHoe odecrieucHre

have an impact — uMmeTh mociIeICTBUS

implement — ocyIecTBISATh, BHITOIHSTH

implementation-independent structure — crTpykTypa, He 3aBHUCAIIAs OT
peanm3anun

implicit — ckpBITHIN, HESIBHBIH

inherent qualities — cmenuduueckne (HeoTheMieMble / BCTPOCHHBIC
CBOIICTBA)

integrity - 1eIoCTHOCTH

loss of use — moTepst BO3MOXKHOCTH HCITOJIb30BAHHUS

make claims — yrBepxaaTh

malicious — 3moHaMepeHHBIH, 37I0yYMBIIUICHHBIH

meet the requirements — oTBeuats TpeOOBaHUSIM

modification — m3menenne

non-human threats — yrpo3sl, ucxosiiye He OT YeIOBEKa
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oversight — koHTpoJIb, HAA30P

procurement — npuoOpeTeHue

Protection Profile — mpodwis 3ammurs

secure usage assumptions — mpemnonokeHns 6e30MacHOrO HCTIOTb30BAHHS
security evaluation — onenka 0e€30MaCHOCTH

security property — cBolicTBO 0€30IMaCHOCTH

security risk — puck mHapymenns b

Security Target — 3amanre o 0e30MacHOCTH

software — mporpamMmHoe obecreueHue

system custodian — cucTeMHBIN aJMHUHHCTPATOP

Target of Evaluation (TOE) - 00beKT OLIeHKH

threat - yrposa

tolerable — momycTHMBIH, IPUEMIIEMBIH

types of failure of security — tumbl HapylIeHHS 0€30IMaCHOCTH
unauthorized disclosure — HecaHKITMOHHMPOBAHHOE PACKPHITHE
Unit 2

Adversary — 3;J10yMbIIICHHUK

access delay — 3anmepxka moctyna

access point — Touka gocrymna

acceptable risk — mpuemitemsrii puck

assess risk — oreHuTh prcK

bypass each delay element -  GiokMpoBaTh KaKIbId 3aJeprKaHHBIN
DJIEMEHT

commit an act/event — coBepiuTh JieHCTBHUE

consequence definition — onpenenenue mMociIeACTBUI

delay an adversary — BocpensTcTBOBaTh 3J10YMBIIUICHHUKY
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deployment of the response force — npumeHeHre OTBETHBIX CHII

detect an adversary — oOHapyXHTb 3JI0YMBIIILICHHHKA

entry control — koHTpoOJIF BXO/1a

environmental impact statement — 3aknroucHHE O BIMSHUM HA
OKPY’KaIOIIYIO CPEIy

equation — ypaBHEHHE, PaBEHCTBO

estimate risk — oreauTH prCK

estimation of likelihood of attack — orienka BeposiTHOCTH aTaku

facility - oObexT

facility design blueprint — cxema o0bekTa (Ha KalbKe)

fault tree — nepeBo ommboK

intrusion — BTop keHUE

likelihood of adversary attacks — BeposITHOCTB 3I0yMBIIIICHHBIX aTaK
local/state/federal law enforcement — mpuHyaHTEeIBLHOE OCYIIECTBICHHE
3aKOHa

modus operandi — miaH, crmoco0 aeHcTBUS

protection objective — 1ienpb 3ammTHI

reduce risk — ymeHbIIINTE pUCK

respective critical asset — akTHBBI ¢ TmpeoOIaraeMoi oIBEPKECHHOCTHIO

PHUCKY
response force — cua OTBETHBIX JIEHCTBHM

retrofit -  MoauduIMpoBaHHAs  MOJCNIb,  YCOBEPIICHCTBOBAaHHAS
KOHCTPYKITUS

safeguards functions — ¢pyHkmuu Mmep 0e3onacHOCTH
severe environmental damage — cepbe3nblii yiep0 okpy»Karoleii cpeie
sense a covert/overt action — oOHapy»XUTh TaAHHOE/IBHOE JICHCTBHC
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site boundary — rpaHuiibl yuactka

site survey — ucciieZjoBaHHE TEPPUTOPUH

target - neinp

threat - yrposa

total mission loss — aOcomoTHAasT HEBO3MOXKHOCTH BBINIOJIHATH CBOH
byHKIUU

unacceptable risk — renpuemnemsrii prck

undesired event — HexxenarenTbHOE COOBITHE

vulnerability analysis — ananu3 ys3BuMoctu

Unit 3

Adjustment — gomonHEeHHE, TPUITOKCHUE

authenticate information — moxTBepAUTH TTOTTMHHOCTH HH(POPMAITUH

be exploitable into an attack — ucrons3oBatbcs M1 aTaku

brute force (attack) — araka merogom mepedopa

bulk data — maccuB maHabBIX

cipher block chaining - crierienne 6;10k0B mmdpTeKCTa

ciphertext - mugpTeKcT

communicating host — xoct cBs3u

decryption - pactmdpoBanue

digital signature - a;lekTpoHHO-TTM(POBAS TTOMTHCH

discard the bytes — uckirounTH GAMTHI

eavesdropper — 3JI0yMBINIJICHHHK, TOACTYIINBAIOIIEE YCTPOHCTBO
elliptic curve cryptography - kpunrorpadus Ha OCHOBE SJUTMIITHYCCKUX
KPUBBIX

encryption - mudpopanue

factorization algorithm - anropurm pa3noxeHus Ha IPOCThIC MHOKHUTCIIH
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flexibility — ruOkocTh (mpuMEHEHHMS), OTIEPATUBHOCTD

Implementation - peanu3zanus

incompatible standards — HecoBMecTUMBIC CTaHIAPTHI

initialization vector — BeKTOp MHHUIIHATIU3AINH

integrity protection — 3ammra 11eJI0CTHOCTH

keyring server — cepBep Kitouei

man-in-the middle-attack — aTtaka «JemoBek-B-cepeauHe»

optional authentication of the client — momonauTenpHAs ayTeHTUDUKAINS
KJIHNCHTA

parity bit — out yeTHOCTH

plaintext — oTkpeITHIH / He3aMU(POBAHHBIN TEKCT

random padding — npou3BoILHOE OTIOJIHEHNE He3HAYaIelH nHpopMaIuei
WA (QUKTHBHBIMU OMTaMH, XOJIOCTOE 3aITOJTHCHUE

secure an application — o6ecrieunTh 6€30MaCHOCTD TPHIIOKCHHS
small-ability smartcard — maodyHKIIMOHAIBPHAS CMapTKapTa
standard-conforming protocol — mpoTokoJ CTaHIAPTHOTO COOTBETCTBUS
string of binary — crpoka nBon4HOTO KO/Ia

suite of tools — Habop MHCTPYMEHTORB (CPEACTB)

withstand an attack — mpoTuBOCTOSATE/BBIZICPKATH aTAKy

Unit 4

automated aids — aBTomMaTHYECKHE BCIIOMOraTeIbHbIE CPEACTBA

avalanche property of DES — naBunHOe cBolicTBO anroputma DES
brute-force search - rcuepnbiBaroLUii TOKCK, IIOUCK METOJOM Iepedopa
calculus — ncuucnenune, muddepeHIMaATIEHOS U HHTETPATBHOE UCUNCIICHHE,
MAaTEMaTUYECKNAN aHAJIA3

chain of discrete elements — memnouka JTUCKPETHBIX 3JIEMECHTOB
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ciphertext-only solution — perienue, OCHOBaHHOE TOJBLKO Ha MMEIOIIEMCS
3aI(ppPOBAHHOM TEKCTE

converted unit record equipment (punched card machines) - cuérno-
nepdopanronHas MallrHa, CYETHO-aHATMTHYCCKAs MalllMHa

encipher the known plaintext — 3ammudpoBaTh U3BECTHBIN OTKPHITHII TEKCT
flaw — u3bsH, nedekr, ciraboe MecTo

flipped bit results — pe3ynbrarel uHBepTUPOBaHKS OUTOB

higher-order differential - muddepennnan Beiciiero mopsaka

hill climbing algorithm — anroput™m HaxoXaeHHs SKCTpeMyMa
incomprehensible ciphertext — HemoHsATHBIN MIHppPTEKCT

linear cryptanalysis — nmuHelHbIH KpUNITOAHAIN3

mimic the process (of natural selection) — wumuTHpOBaTH NpOIIECC
(ectecTBeHHOTO OTOOPA)

obtain clue — moay4uTh KO

(original) trial key — (mepBoHavaIbHBII) MPOOHBIN KITIOY

overlapping superencipherment group — copmanaroniue MmUGPOBATLHBIC
TPYIIITHI

recover a DES key — BoccTanoButh kimtou DES

remove a bit of drudgery — cHsATh YacTh TSHKEI0M, MOHOTOHHOH paOOTHI
second-order derivative - mpou3BoIHas BTOPOTO MOPSIKa

subkey - moakrou

trial encipherment — npo6Hoe mudposanue

truncated differential — orceuennsrit muddepermman

unrelated characteristics - HecBsi3aHHBIC XapaKTEPUCTHKH

XOI — MCKJTIOYAroIee «uian» (Mart.)

Unit 5
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bit-for-bit identical — mopaspsiiHo MIEHTHYHBIH

carrier text — rekcT-HoCcHUTENb 3al(poBaHHON HH(GOPMAITUH
coin a term — BBeCcTH TepMUH

convey a message — nepeaaBaTh COOOIIECHNE

covered (concealment) cipher — ckpeIThIif UG

covert communication — ckpbeIToe 00IIICHHE

cue code — cUrHaJIbHBIN KO

date back — qaTmpoBaThcs, BECTH Ha4aylo OT K-JI JaThl

digital watermarking — Hanecenre TUPPOBHIX BOASHBIX 3HAKOB
discrete cosine transforms coefficient — xoaddunuent nuckpeTHOrO
KOCHHYCHOT'O MPeo0pa30BaHus

doodle — yeprouka, JOMOJHUTENBHBIN IITPUX B OYKBE

embed — BHeIpATh, BCTPaMBaTh

financial fraud — ¢puHaHCOBOE MOIIIEGHHHYECTBO

font - mpudgr

formatting vagary — pa3aoBuIHOCTh (JOPMATHPOBAHHUS

grille cipher — TpacdapernsIii mdp

in nonobvious way — ckpsITO, HESIBHO

intend - HamepeBaThCS

lossy compression - cxkaTue ¢ ToTepel TaHHBIX

microdot - MUKpopOTOCHUMOK

nefarious application — ncrosib30BaHNEe B HE3aKOHHBIX IIEIIAX
overt communication — oTkpeITOE O0IIICHNE

party — ctopona (oO1ieHus)

proprietary compression scheme — nmareHToBaHHas CXeMa YIIaKOBKH
pulse code modulation - ko10OBO-UMITYJIECHAS MOTYJISIINS
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retrieve the hidden text — BocctaHOBHTB (M3BJICYb) CKPBITHIN TEKCT
size-reduction method — MeTo 1 yMeHbIIIEHHUS pa3Mepa

spam mimic — umMuTanus crama

staple — ri1aBHBINM 371eMEHT

steganography medium — creranorpadudeckas cpea

template - ma6on

treat - paccmaTrpuBaThb

warchalking — HaHecenne MeTok

Unit 6

allow through - mporryckats

angle - yron

be bugged - ObITh IO TAHBIM HAOIIOAEHUEM

be a bit off — ObITh cierka M3mMeHeHHBIM (00 yIJIe MOJISPH3AMOHHOTO
bunpTpa)

be on the lunatic fringe (of cryptography) — ObwiTh Ha mnepudepuun
(kpuniTorpadum)

collapse - paspymurscs

discard the bits - orBeprayTs OUTHI

discrepancy - pacxoxiacHue

eavesdrop - moCayIIMBaTh

expand on an idea — pa3BUTh MBICIIb

guess - yraziars

match a filter — moxcTpanBatbes mox GUILTP

measure (V) - u3MepsTh

Over an insecure channel — yepe3 He3alUIIICHHBIN KaHAT

parity of subsets - cpaBHUMOCTH ITOAMHOKECTB 110 MOJTYJTIO
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polarization filter - monspuzanuonHsIii GUILTP

prearranged code — 3apaHee yCIOBICHHBIH KO/

quantum key distribution — pacnpenencHne KBAaHTOBOTO KITOYa

qubit — kybuT, enuHMIAa KBaHTOBOH HMHMOPMALMK, KBAaHTOBBIH aHAJIOT
KJIACCUYECKOT0 OMTa

random result — ciryJaifHbril pe3ynbTar

rectilinear polarization — nmuneitHas monspuzanus

string of photon pulses — mociemoBaTeNFHOCTh POTOHHBIX UMITYJIHCOB
Unit 7

embedding of a program — BHenpeHre MPOTrpaMMbl

enciphering - kpunrorpadgudeckas 3ammura, mudpoBaHue

general security complex — komriekc oO1ei 0e30macHOCTH

increase functioning effectiveness — ypenmumunthb 3(hpeKTUBHOCTH PaOOTHI
information safety assurance — oOecrnedeHne HMH(POPMALMOHHOM
0e30MacHOCTH

integrity - memocTHOCTH

intrusion - BropkeHue

offer the required flexibility — o6ecrieunts HEOOX0IUMYFO THOKOCTB
penetration - npoOHUKHOBEHUE

program and hardware protecting tools — cpeacTBa 3auThl MPOrPaMMHOTO
U armapaTHOro 00eCTeUCHHUS

proof algorithm for random numbers generation — HaJCKHBIA aaTOPUTM
JJISL TIOJTyYCHUS CITYYaHBIX YUCEIT

reveal and prevent possible UAA threats — BBISBIATE W MPEAOTBPAILIATE
BO3MOJKHBIC YTPO3bI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA

shortcomings of an approach — vemocrarku moaxoma
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smart-attack — nanpaBieHHas1, CreHEpUPOBAaHHAS aTaKa

take into account — mpuHMMATh BO BHUMaHHUE

take a significant place — 3aHnMaTh Ba’KHOE MECTO

unauthorized user — He3aKOHHBIH TOJIH30BATEb

vulnerable network components definition and protection — onpenenenue
1 3aIUTa YSI3BUMbBIX KOMIIOHEHTOB CETH

Unit 8

application session —coenrHEeHNE TPUITOKCHHI

blocking identity spoofing - OJIOKHpOBaHUE  MAaCKHUPOBKH
3J0YMBIIUICHHHKA 110 3aKOHHOIO MTOJb30BaTEIIs

blocking snooping — 010kupOBaHKE CIACKECHHS

data theft — kpaxxa naHHBIX

dedicated private line — yactHas ceThb A1 CHCIUATLHBIX LIEJICH

digital signature — rudpoBast moaKCh

external risk — puck Hapymenus b u3BHe

implement a security policy — peamn3oBbIBaTh MOJIUTHKY O€30ITACHOCTH
internal risk - puck Hapymenus b uznytpu

intranet  publishing guideline — pykoBoacTBO TO MMONB30BAHMIO
KOPHOPATUBHOM CETHIO

iris pattern — y3op, n3o0pakeHre paTy’KHOW 000JI0UYKH TJ1a3a

malware — obecrnieduenune, CO3IaHHOE CO 3JIBIM YMBICIIOM

misconception — HenpaBUIIBHOE TIOHUMAaHNE

network stack - ctekoBoe 3amomuHarolEee YCTpOMCTBO

one-time password — oHOPa30BbIi MapOJIb

packet sniffing - KoHTpoIL COOOIIEHMH, MTEpeAaBAEMbIX 10 CETH CBS3H, C
IICJTBIO BBIABIICHUS KOH(PUICHINAIBHON HH(POpMAITUN
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port forwarding - nepenaya Ha MOOMIIbHYIO PaIUOTEACPOHHYIO CTAHIUIO
proactive - npoduiIaKTHUYECKUH, IPEIyIPEK a0

proprietary data - coOcTBeHHBIC TaHHbBIC

reactive — pearupyronui Ha CIIyIHBIIICECS

remote intranet access — ynaneHHbBIN JOCTYI K KOPIIOPATUBHOM CETH
repository - xpaHuIHIIe

retinal pattern — m3o0pakeHue CEeTUYATKH Tj1a3a, y30p CETYATKH TJia3a
reusable password — MHOTOpPa30BBIii TTAPOITH

security breach — mapymenre 6e30macHOCTH

security outsourcing — HCIOJb30BaHHWE JIONOJHUTEIBHBIX CPEICTB
0€30MacHOCTH W3BHE

Secure Sockets Layer - mpoTOKOJ 3alllMIIEHHBIX COKETOB (IPOTOKOIL,
rapaHTHPYIONINA OE30MacHYIO Mepenady JMaHHBIX 110 CETH; KOMOMHHUPYET
KPUNTOTpapUUECKYyI0 CHUCTEMY C OTKPBITBIM KJIIOYOM U OJOoYHOE
mudpoBaHue JaHHBIX)

thin client laptop — kommBrOTEpP POCTOTO KITUEHTA

Unit 9

application layer - mpukiaaHO¥H ypOBEeHb

charta table of filtering rules — cocraButhk TabmuIty IpaBmT QuUILTpaUN
choke point principle — vHIYKTOPHBIN TOYCUHBIN TPUHITUIT

collapsed network - pyxayBmias ceTh

data link layer - kanabHBII ypOBEeHB

default failure mode — Bua oTka3a o yMoI4aHHIO

destination port - mopt mosryuaTes

distributed firewall — pactipeneneHHbIi MEKCETEBOM SKpaH

dual homed gateway - TByXIOpTOBOH IILTIO3
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flaw in the Web server — agedekr, ciaboe MecTo B cepBepe
functional layer — ¢pyHKIIMOHAIBEHBIM YPOBEHB

gate — nmporyckarb

gateway — o3

hardware firewall — anmapatabIii MexceTeBOM dKpaH
information outflow - yreuka nadopmamnmm

information traffic — npwxenne uapopmarum

mediator - mocpeaHuK

net configuration — xondurypamnus cetu

network layer - ceTeBoii ypoBeHb

OSI model - Mmomens B3auMOIEHCTBUS OTKPBITHIX CUCTEM (CEMUYPOBHEBAs
MO/ICIIb IPOTOKOJIOB IIEPEaun JAaHHBIX B OTKPBITHIX CHCTEMAX )
outside hub - BHemHMIA y3e

packet filter — uapTp makeToB

packet proceeding — 00paboTka makeToB

representation layer - ypoBeHs mpecraBicHUS

router - MapIIpyTHBIA MPOKJIATINK, MAPIIPYTH3ATOP

screened gateway — 3aIMIIEeHHBIA CETEBBIM SKpaHOM (MEKCETEBOM) MUTIO3
screened subnet — 3amuieHHas CETEBBIM YKPAHOM ITOICETh
screening router - sKkpaHUPYIOIIHIA MapIIPYTH3ATOP

session layer - ceaHCOBBIN YPOBCHb

software firewall — mporpammHBIii MekCeTEBOI SKpaH

source port - mopT OTIpPaBUTENA

Unit 10

ad hoc network — npousBoabHO co31aBacMast CETh

assets (of an enterprise) — akTuBbI (IpeANPUATHA)

200



bandwidth — mosoca npomyckanus

circuit switched — moaxIFOYEHHBIH K LN

cordless system — GecipoBoIHas CUCTEMa

cross-building interconnect — coenvHaenue B mpezenax 31aHus

data rate — ckopocTh, HHTCHCUBHOCTb ITPOXO0KICHHS JTAHHBIX
fail-over — mpoBaui, Heymaua, cOoi

flow control - xoaTpoNE MIEepenaym, ynpasieHNE MOTOKOM JaHHBIX
gateway - MEXCETEBOM IILII03

handover delay — 3anepkka nepemelneHys BbI30Ba

inbound traffic — Tpaduk Bxoasmux cooOmeHuit

intruder - nuito, He UMEIOIIEEe CAHKIIMOHUPOBAHHOTO JTOCTYIIA

low power consumption — Hu3k0e OTPEOICHIE YHEPTUH

malicious intent - 35m0it ymbIcen

node - koMMyTaTOp

nomadicC access — yaajJeHHbII JOCTYII

outbound traffic - Tpaduk ncxoagmux cOOOIECHMIA

overlap - conajmenue

personal digital assistant (PDA) mepcoHambHbIM H(PPOBON CEKpeTaph
(kapMaHHBII KOMITBIOTEP, HCITOJIb3YEMbIH B KAUeCTBE 3aIMCHOM KHIKKH )
protocol conversion - npeoGpa3oBaHye MPOTOKOJIOB

security compromise — coramieHue 0 0€30MaCHOCTH

spoof — oOMaHBIBaTH

statically-assigned IP address — cratucTiyecku Ha3HAYCHHBIN ajipec
two-way radio — npueMHo-TIepenaronmas paJioycTaHOBKa

Wireless Local Area Network — nokanbHas OecripoBoHas CETh
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	What is cryptography? Describe the processes of encryption and decryption basing on the diagram below. What do you know about cryptographic protocols and algorithms?
	6. Text 1. Read the text and summarize the pieces of advice about cryptographic algorithms.
	Cryptographic Algorithms and Protocols.
	7.  Write if the following statements are true or false.
	1. Try to create your own protocol as it’ll be more secure.
	2. Created protocols should be very carefully tested.
	3. A method of encryption is only secure if even with this complete access, the eavesdropper is still unable to recover the original plaintext from the ciphertext.
	4. Plaintext is binary so it can be any form.
	6. Kerberos works by giving authenticated users "tickets", granting them access to various services on the network.
	7. If you have the key length equal 1024 you may be sure in the security of your information.
	8. Using IPSec is advantageous while building VPNs.
	13. Complete the text using the words given below.
	18. Read the text and underline the sentences with the information about the basic algorithms and the sphere of their application.
	Text 2. Symmetric Key Encryption Algorithms. Public Key Algorithms. Cryptographic Hash Algorithms.

	5. Read the text and find out if it mentions the following:
	Text 1. Cryptanalysis.
	Automated aids to cryptanalysis come in many forms. Some collected statistical information about ciphertexts, thus removing one bit of drudgery from human shoulders. Others, such as the Bombe used in attacking the German Enigma, or the DES cracker bui...
	Hill-climbing
	Genetic Programming

	13. Read the text, choose one type of ciphers and characterize it orally.
	Text 2.
	Cryptanalytic Methods for Modern Ciphers.
	Differential Cryptanalysis. However, if one is fortunate enough to have a large quantity of corresponding plaintext and ciphertext blocks for a particular unknown key, a technique called differential cryptanalysis, developed by Eli Biham and Adi Shami...
	Linear Cryptanalysis. Linear cryptanalysis, invented by Mitsuru Matsui, is a different, but related technique. Instead of looking for isolated points at which a block cipher behaves like something simpler, it involves trying to create a simpler approx...
	Truncated differentials. It is of course possible that some of the bits of E(A,k) xor E(B,k) will be more likely to match those of Y than others. If one can, in addition, ignore some of the bits of A and B, one has a truncated differential for the cip...
	Higher-order Differentials. Another important addition to the available techniques deriving from differential cryptanalysis is the use of higher-order differentials, which first appeared in a paper by Xuejia Lai.
	The Boomerang Attack. Recently, a means of improving the flexibility of differential cryptanalysis was discovered by David A. Wagner. Called the boomerang attack, it allows the use of two unrelated characteristics for attacking two halves of a block c...
	Text 2.
	Null Ciphers
	Digital Image and Audio


	14. Scan the text and mark the sentences about the main disadvantage of using credit cards. Point out the ways to solve the problem mentioned in the text.
	14. Read the text and write the plan. Characterize briefly the types of VPNs.
	Text 2. (1)
	Virtual private network.
	Authentication mechanism
	Types
	Tunneling
	Security dialogues

	5. Scan the text and mark the sentences about
	- the principles of classification of firewalls;
	- the most advantageous method of prevention access to undesirable internet-resources and blocking external attacks;
	- how information exchange between driver and application program is realized.
	7.  Write if the following statements are true or false. (1)
	Additional information
	1. The Protection of Information in Computer Systems. Jerome H.Saltzer, M.D.Schroeder,  www.cs.virginia.edu/~evans/cs551/saltzer/
	decryption - расшифрование
	eavesdropper – злоумышленник, подслушивающее устройство
	keyring server – сервер ключей
	man-in-the middle-attack – атака «человек-в-середине»
	optional authentication of the client – дополнительная аутентификация клиента
	plaintext – открытый / незашифрованный текст
	secure an application – обеспечить безопасность приложения
	string of binary – строка двоичного кода
	suite of tools – набор инструментов (средств)

